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class Dog {
public static void bark() {
System.out.print("woof"); A. EOXSRENIMESNDN?
) B. bark) XY v RhistaticEE =11 C
} WRVNBEDEAE?
C. XYY R EDKDICEfT=NT
class Bulldog extends Dog { NPT &
public static void bark() {}
}
public class Bark {
public static void main(String args|]) {
Dog d1 = new Dog();
Dog d2 = new Bulldog();
d1l.bark(); 4 ™\
d2.bark(); E> b~
) Java=S&B{L#k §15.12 Method Invocation Expressions
} ~ Y
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A. EOKXDSIREDMMESNDINH?

$ java Bark
woofwoof$

B. bark() XY v RhistaticEE =N T
LWRWSE D (7

$ java Bark
woof$

C. XVY RNINEDLDICEITENT
WBMERBAE K
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class Dog { ~
public static void bark() { (2) O )AILEEDF T W2
System.out.print("woof"); Dogd AV v Rbark()(&
! staticES =N CL\D
} /\ -
[3 HEATHRFULIE )
class Bulldog extends Dog { ( [;ofgs’;atio(‘)‘y N
public static void bark() {} bark(ZIFUHZED!
) N\ J
public class Bark {
public static void main(String args|]) {
Dog d1 = new Dog();
_ . _ . )
Dog d2=new Bulldog();  — (1) ) AIBEDF T v
d1.bark(); - d1,d2E55EDogBi D% S
d2.bark(); - DogD AV Rbark()H'e DD TOK
} S g
}
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AN SHEXVVMIC KB UE (staticAY Y RTRWNES)

class Dog {
. . )
public void bark() { (2) O\ AILBEDF TV
System.out.print("woof"); Dogd AV v Rbark()(&
1 virtual™OM U7
) J
/\
/3) HEATHRFULIE h
FATIR
class _Bullc_log extends Dog { (dl,dZD“’?}jﬂﬁb_Cb\é
public void bark() {} A RIS ABEFT W
} N~ 7'\ /
o )
blic ol 3ark (4) E1THRFULIE
public class Bark1 ZNTNDA > RI 2 ANBWS T
public static void main(String argsl|]) { ANy REEREZES I
Dog d1 = new Dog(); \— | J
= - e : p
bog dz2=new Bulldog():  — (1) I/ AIBEDF TV
d1.bark(); - d1,d2E55EDogBiDZE
d2.bark(); - DogD AV Rbark()H'e DD TOK
) \_ J
}
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A. EOLDSREADANMEBESNDH?
class Pont{ B. i COLOSRE NN ESNZOMERAE K.
C. BRI ESNBLDICO— R EEIEE XK.

protected final int x, y;
private final String name;
protected String makeName() { return "[" +x +"," +y +"]"; }
public final String toString() { return name; }
Point(int x, inty) {

this.x = x; this.y =vy;

this.name = makeName();

}

}

public class ColorPoint extends Point {
private final String color;
protected String makeName() { return super.makeName() + ":" + color; }
ColorPoint(int x, int y, String color) {

super(x,y);
this.color = color;

}

public static void main(String[] args) {
System.out.println(new ColorPoint(4, 2, "purple™));

} _
) G) I: Java=EE{1#k §15.12 Method Invocation Expressions )
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A. EOX DI DMESNDH?
$ java ColorPoint

[4,2]:null

$

B. ZE COXDRBRHEINHESNIZONERAE K.

—Point.toString() N5 /7
—name DIE
—name (C (& makeName() DR DENMA TN TLND
A\
C ED makeName() ? )
A e
/\ DED

B OS5 ADA > RS> A H)ER
{EENBaICR—/)\—0Z5 XD
SANSOINYGTOSADAY
v RZMUO U

\_ J
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class Point {
protected final int X, v;
private final String name; // Cached at construction time
protected String makeName() { return "["+x + """ +y +"|"; }
public final String toString() { return name; }
Point(int x, int y) {

this.x = x; this.y = y; e _ s &
this.name = makeName(): S K(B) ColorPoint® makeName() O E:‘TJI’LZD)
}
}

C (4) FEHLEID color (CT7HX )

public class ColorPoint extends Point {
private final String color; V
protected String makeName() { return super.makeName() + ":" + color; }
ColorPoint(int x, int y, String color) {
super(x, y); 1 (2 PointdI> A RS OFFHL |

this.color = color; ————— p
) | (5) TTTESP<LcolordFEE |

public static void main(String[] args) {
System.out.printin(new ColorPoint(4, 2, "purple));

} :i (1) ColorPointdd 1> X RSO H U l
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class Point {
protected final int x, v;
private final String name; // Cached at construction time
protected String makeName() { return "["+ x +""+y + "|"; }
public final String toString() { return name; }

Point(int x, inty) {
this.x = x; this.y =y,
this.name = makeName();

}
}

public class ColorPoint extends Point {
private final String color;
protected String makeName() { return super.makeName() + ":" + color; }
ColorPoint(int x, inty, String color) {
super(x, y);
this.color = color;
}
public static void main(String[] args) {
System.out.printin(new ColorPoint(4, 2, "purple™));

}
}
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class Point {
protected final int x, v;
private String name; // IEZEHEML (R (TEDONZES(CF v S a1ND)
protected String makeName() { return "["+ x +""+y + "|"; }
public final synchronized String toString() {
return (name == null ? name = makeName() : name);

}

Point(int x, int y) { B _ i )
this.x = x; this.y = y: A2 A RSO 5D makeName() FON U
} Z bt T D
} Y,

public class ColorPoint extends Point {
private final String color;
protected String makeName() { return super.makeName() + ":" + color; }
ColorPoint(int x, int y, String color) {

super(x, y);
this.color = color;

}

public static void main(String[] args) {
System.out.printin(new ColorPoint(4, 2, "purple"));

}
}
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class Purse {
private int i;

public Purse(int arg) {
| = arg;
}
public int get_i() { returni; }
public void set_i(intiarg) {1 =1Iarg; }

}
class User {
private Purse p;
public User(Purse arg) { A. User DS ADA A A=xERL U,
p = arg; ZD private o —)L R p iAi&IET S
} Purse 1 > A2 ADFFIEZZET
public Purse get_p() { ANETT— REE(T.
return p; B. A. TOL >EXETI— RMNFHFELIRL)
}} KD — REEER L.
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class dc {
public static void main(String[] args){
Purse newp = new Purse(9999);
User u = new User(newp);
System.out.println(u.get_p().get_i());

Purse p = u.get_p();
p.set_i(1099);
System.out.printin(u.get_p().get_i());

newp.set 1(999);
System.out.println(u.get_p().get_i());
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class User {
private Purse p; — - A
public User(Purse arg) { ijﬂgj tjjyl? ~
p = new Purse(arg.get_i()); (S E =D TR P
}
public Purse get_p() {
. -~ D
}return new Purse(p.get_i()); WOET AT T NI
} JE—%= > TES.
J

defensive copy : 71T >>J1E—
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class User {

private class Purse {
private int i;
Purse(int arg) {i = arg; }
int get_i() { returni; }
void set_i(intiarg) {1 =iarg; }

}

private Purse p;
public User(int iarg) {
p = new Purse(iarg);
}
public int get_i() { return p.get_i(); }
public void set_i(int i) { p.set_i(i); }

18 Copyright©2013 JPCERT/CC All rights reserved.
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class Authlet {
inti;
Authlet(int i0){
if (checkarg(i0)) { this.i =10; }
}
boolean checkarg(int i) throws lllegalArgumentException {
if (<O || 200<i) {

throw
new lllegalArgumentException("arg should be positive < 100.");
}
return true; class Auth {
} J private static Authlet ao0;
public static void checkAuth(Authlet a){
if (20 == null){
if (@ == null){

System.out.printin("invalid Authlet!");
System.exit(1);

a0 = a;
}
}

}
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class useAuth {

public static void main(String[] args){

Authlet au;
try {

au = new Authlet(Integer.parselnt(args[0]));
} catch(lllegalArgumentException ex){

au = null;

}

Auth.checkAuth(au);
System.out.printin("Authenticated!");

}
}

=~ .

sJ1E!
SecurityException T(d7& <

lllegalArgumentException
\ /

A. checkarg() (CKDADEF T vV IO Z[OHE T SINE

— R=ZEE(T.
B. A CEV\EINET

— R CH T DHRRZITR.
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$ javac Authlet.java Auth.java useAuth.java

$ java useAuth

Exception in thread "main" java.lang.ArraylndexOutOfBoundsException: O
at useAuth.main(useAuth.java:5)

$

( OV RSA2BIBNRE

$ java useAuth 101
invalid Authlet!
$

C checkarg) D AJMERE CLS —

$ java useAuth 50
Authenticated!
$

( checkarg)D&E&EZ /X
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Auth & Authlet DRIRES

*Authlet DB T OS5 X%Z DL ‘O, checkarg() DIRBEDE T
J+4—JLRiDIEZ=EFo]ge

*Auth.checkAuth()(3& Authlet D1 > X5 > ADHFE%TF

TwW2 UL TLELY

v

*Authlet DY T OS5 RX%ZD< D, TJa—I)LR i [CERDE
sXE UTCA > RS > A7z ERBIEE

/ERY LT > RS> X% Auth.checkAuth()(CEDEE)

&(inbﬂﬁéng
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class exploitAuthlet extends Authlet {
exploitAuthlet(int e){
super(10);

}

public static void main(String[] args){
exploitAuthlet eal = new exploitAuthlet(102);

Auth.checkAuth(eal);
useAuth.main(new String[]{“10007});
}
}
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exploitAuthlet DR4T

$ javac exploitAuth.java
$ java exploitAuth
Authenticated!

( fE102DAuthlet T/\ALTUZED

X oR

*Authlet 0)*3“777/(%:’_) <HIRVWKDICT S
4 —ILRiDIEZHEE CSTRVNKLDICTSD
°Auth.che(:kAuth()_C/f“T E‘fﬂtAuthletb\ﬁD TWDiEZ
FIWVIITD

& J
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final class Authlet {
Int i;
Authlet(int i0){
If (checkarg(i0)) { this.i = 10; }
}
boolean checkarg(int i) throws lllegalArgumentException {
If (<O || 100<i) {

throw
new lllegalArgumentException("arg should be positive < 100.");
} class Auth {
return true; private static Authlet a0;
}
} public static void checkAuth(Authlet a){
If (20 == null){
If (& == null){

System.out.printin("invalid Authlet!");
System.exit(1);
}
a0 = a;
}
}

}
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