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The Heartbleed Bug
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[FXUSIC (Introduction)

Recent flaws have captured the attention of the media and highlighted
how much of the internet infrastructure is based on OpenSSL. We've
never published our policy on how we internally handle security issues;
that process being based on experience and has evolved over the years.
VES D (OpenSSLD) RPalE AT+ ZDEBZESD. WLWNMIEL< DA 2T —FRY
NEBNHNOpenSSLICKIF U TWLBIMZEZFEREED(IC U, F4 (0OpeSSL)(dCn
FT. A TCEDEISICEF VT BIBEZERDIRSHMDORI S —Z N UTE
CEFRV. I\ RUZOTOTR(E, BERICEDSEDTHD., FAERET
FEUCSEE,

JPCERT CC°®
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TF 1 V5 BREDOEHRSICDOULT (Reporting security
issues)

We have an email address which can be used to notify us of possible security
vulnerabilities. A subset of OpenSSL team members receive this mail, and messages
can be sent using PGP encryption. Full details are at
https://www.openssl.org/news/vulnerabilities.html

BREDAIEEEN DD X2 T eIt a KL (CBA T DEHDA—)L 7 RL A2 T4 (55T
TL\D, OpenSSLEFEF—AD—EBIDA I \—NCDA—)LZ2RET D, XVTZ—Z(FPGPT
EEAEUTHEXIVER), FHFIOR—ZZFSRUTIEUL)
https://www.openssl.org/news/vulnerabilities.html

When we are notified about an issue we engage resources within the OpenSSL team
to investigate and prioritise it. We may also utilise resources from the employers of
our team members, as well as others we have worked with before.

B EZ 2 (TED & OpenSSL BEF—LDHRTIYV—XA=ZMHREL. BEDHEE S1B%
%}Eg%@iﬁ%‘%’%‘[&') TEe A2)\—DEAFDOVUY—XZEDTZD. BEDHNEDT
=] — o

(RE1) openssl-security@openssl.org M (key ID:89A36572) (IS EES TERLVSL
<. COIETIESLTDERS5NET . OpenSSL Core and Development Team BEFEEEA
DPGPHZFENEL & Do

JPCERT CC°®
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B=318 (Background) i/

Everyone would like to get advance notice of security issues in OpenSSL. This is a complex topic and we need to set
out some background with our findings:

# LB OpenSSL DtzF+1 U« BEDSERIBIZZITTZWESE D, CNIE—ETIEVLIIRVGERE CTHD. BANWERLUEE
SRFRZEZRIVENDD.

The more people you tell in advance the higher the likelihood that a leak will occur. We have seen this happen before,
both with OpenSSL and other projects.

BRICEDZBLLDACHSENE. BIRND —0F BaEEENENTZITE RS, OpenSSL THMDTOZ T hTE. INZE
TICU—DODFEREZB(ICLTND,

A huge number of products from an equally large number of organisations use OpenSSL. It's not just secure websites,
you're just as likely to find OpenSSL inside your smart TV, car, or fridge.

IEEL <D, CNEEIFB(ICE < DEMEN OpenSSL Zf> TLVD, OpenSSL (FD T TP A haEttFa7(CTDIEHEIFIC
EONTUVBDIT TR, AY— RTVPE, SEERETHE/ENDNTS,

We strongly believe that the right to advance patches/info should not be based in any way on paid membership to
some forum. You can not pay us to get security patches in advance.

Iy FPREF2 VT BIRZEFRICAF I IEN L. £HDTA—SLDBRAZ /-2y TDOXSBHRECEDIINETR
L EHELFEBECTVD, BRICHBEZILODTENSEND T, BF1UFT /W FEHFRICFICASRL,

We can benefit from peer review of the patches and advisory. Keeping security issues private means they can't get
the level of testing or scrutiny that they otherwise would.

JINWTFPTRINAFUDETLE2 -5, BLFEBREEDIFDRIENTED. CF1VUTBEZTOSTO MRICEDHD &
WD Z&lF RHATRIZETESNBDLANILDTA MRIRIIZESNANEND T ETHD.

It is not acceptable for organisations to use advance notice in marketing as a competitive advantage. For example "if
you had bought our product/used our service you would have been protected a week ago”.

BN BRIBEZY -7« >0 k. it at Uk< 2RI S L ERITANSIRN. EERE [HELORRB/T—EX

ZEZE. EMAICHATEES &) BE
JPCERT CC°®

37 ‘ Copyright©2014 JPCERT/CC All rights reserved.




Ba=318 (Background) -

There are actually not a large number of serious vulnerabilities in OpenSSL which make it worth spending
significant time keeping our own list of vendors we trust, or signing framework agreements, or dealing with
changes, and policing the policy. This is a significant amount of effort per issue that is better spent on other
things.

EFRDE B OpenSSL ([CENUFES < DIFXRETEFFELRV. UMD T, BAMMEETEIRFDUX K
ZRERELTZD . (BRIBADIZHD) I L —LAD—D DI ZFEATZD .. BHROZEECHELIED. RUS—ZF583
C E(CRERIRB R Z B T lE (R0,

We have previously used third parties to handle notification for us including CPNI, oCERT, or CERT/CC, but
none were suitable.

1BZ(C CPNI, oCERT, CERT/CC & EE=&BI = > TEMZIT > LT ENHDM. ENBEYITFEMN DT,

It's in the best interests of the Internet as a whole to get fixes for OpenSSL security issues out quickly.
OpenSSL embargoes should be measured in days and weeks, not months or years.

A=Y RERELUTERD E. REFDAC EE. OpenSSLOTF 1 VST BIEZEICLWESREIEHRITZ L&
THD. 0penSSL DT> /)\—TJ—(&. AFEMTIFRL. BOBEDOEA TS SNANEEDI,

Many sites affected by OpenSSL issues will be running a version of OpenSSL they got from some vendor
(and likely bundled with an operating system). The most effective way for these sites to get protected is to
get an updated version from that vendor. Sites who use their own OpenSSL compilations should be able to
handle a quick patch and recompile once the issue is public.

OpenSSL DFE=Z T2 Y1 hDZ L (E RABSHDRS -5 AFUTZ0penSSLEER L TWL\BTZ3 S5 (0SIC
I\ RILENTVBEIREENELY). CNSDY A hERE T DIREDENRRSEE. (BEEFEN)AFITONR S —H
57V IFT—MRZEAFIDICETHD. MBICO>/\1ILLIZOpenSSLZFERT Y hTHNE., /)y FHNE
ESNNE. (BRT)MULTEIIESS,

38 Copyright©2014 JPCERT/CC All rights reserved.

JPCERT CC°®




OpenSSL ATOEF1 U5 BRED/I\> RU>D
(Internal handling of security issues) 1/3

This leads us to our policy for security issues notified to us or found by our team which are
not yet public.

CNBSDRB/EEBER. B4 CBFISNZ. HDBIVNEELBEENRRE UERAABHOLEF 1 YT+ R&E
(CDULT., MEOEDIFLVRUS —ZFEDHT,

"private” means kept within the OpenSSL development team.
JENBA("private") & (& OpenSSL HREF—LARNICBEHRNBERDI EVNWD EZIET,

We will determine the risk of each issue being addressed. We will take into account our
experience dealing with past issues, versions affected, common defaults, and use cases. We
divide the issues into the following categories:

H A (HME < DEENEE5T IR TZHINT D, BECHBZEDRO ITEERY, FEZRTD/(—
23>, MR IAILBDRE. I—RAT—RXZ@EETD. TOUCHEZROADTIY—(CH
9D
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OpenSSL ATOEF1 U5 BRED/I\> RU>D
(Internal handling of security issues) 2/3

» low severity issues. This includes issues such as those that only affect the openssl command line utility,
unlikely configurations, or hard to exploit timing (side channel) attacks. These will in general be fixed
immediately in latest development versions, and may be backported to older versions that are still getting
updates. We will update the vulnerabilities page and note the issue CVE in the changelog and commit
message, but they may not trigger new releases.

« BRERK. COHFTTYU—(ClEopenssl INX> RS> —)L. —REITRAVERE. MESEHEOEBRNREHRST 1=
OMF(HA RF v ORIV DIRERENEEND. BEANICEERHFD/I\—3 > TEESN. 7Y IF7— haigft
LTWBBED/I =3 > (CHE/\vOR— NI 28NN DD, MESEEDR—%277v T5— KU, changelog 12
XY bOAYVE—ZTCVEICER TN, Fid/ =32 U0 =D MUA—=(CEFRSRRVLIE LNV,

» moderate severity issues. This includes issues like crashes in client applications, flaws in protocols that are
less commonly used (such as DTLS), and local flaws. These will in general be kept private until the next
release, and that release will be scheduled so that it can roll up several such flaws at one time.

s BREDR, I9SAT7RPTUDERERT. —BRNICIEEDOND S EDRWTO N )L(I2EXIEDTLS)DRBE.
O—AJW(ITORXTOA RaJEER ? )RR ENEEND. COHFTT)—DREFEARNRDU Y —XETIELH
[CEND. COAFTT)—DEHDREZFEEDTHEET DROSRRATZ1—ILT/I\WFRAREEND,

» high severity issues. This includes issues affecting common configurations which are also likely to be
exploitable. Examples include a server DoS, a significant leak of server memory, and remote code
execution. These issues will be kept private and will trigger a new release of all supported versions. We
will attempt to keep the time these issues are private to a minimum; our aim would be no longer than a
month where this is something under our control, and significantly quicker if there is a significant risk or
we are aware the issue is being exploited.
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During the investigation of issues we may work with individuals and
organisations who are not on the development team. We do this because past
experience has shown that they can add value to our understanding of the issue
and the ability to test patches. In cases where protocols are affected this is the
best way to mitigate the risk that a poorly reviewed update causes signficiant
breakage, or to detect if issues are being exploited in the wild. We have a strict
policy on what these organisations and individuals can do with the information
and will review the need on a case by case basis.
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Where we are planning an update that fixes security issues we will notify the openssl-
announce list and update the home page to give our scheduled update release date and time
and the severity of issues being fixed by the update. No futher information about the issues
will be given. This is to aid organisations that need to ensure they have staff available to
handle triaging our announcement and what it means to their organisation.
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For updates that include high severity issues we will also prenotify with more details and
patches. Our policy is to let the organisations that have a general purpose OS that uses
OpenSSL have a few days notice in order to prepare packages for their users and feedback
test results.
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We use the mailing list described at http://oss-security.openwall.org/wiki/mailing-
lists/distros for this. We may also include other organisations that would otherwise qualify
for list membership. We may withdraw notifying individual organisations from future
prenotifications if they leak issues before they are public or over time do not add value
(value can be added by providing feedback, corrections, test results, etc.)
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Finally, note that not all security issues are notified to us directly; some come from third
parties such as companies that pay for vulnerabilities, some come from country CERTSs.
These intermediaries, or the researchers themselves, may follow a different style of
notification. This is within their rights and outside of the control of the OpenSSL team.
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