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1. About the Incident Handling Report 
 
JPCERT Coordination Center (herein, JPCERT/CC) receives reports on computer security incidents 
(herein, incidents) that occur inside and outside Japan[*1]. This report will introduce statistics and case 
examples for incident reports received during the period from January 1, 2019 through March 31 , 2019. 
 

[*1] A "Computer Security Incident", for the purpose of this report, refers to all events that may occur in the 

management of information systems, which include events that may be considered security issues and any 

case related to computer security. 

 
JPCERT/CC's activities are aimed at recognition and handling of incidents for Internet users and to prevent 
the spreading of damages from incidents. For incidents that require global coordination and assistance, 
JPCERT/CC acts as the point of contact for Japan and performs coordination with relevant parties 
domestically and globally (overseas CSIRTs, etc.). 
 
2. Quarterly Statistics 
 
[Chart 1] shows the total number of incident reports, reported incidents and incidents that JPCERT/CC 
coordinated during this quarter. 
 

[Chart 1: Number of incident reports] 

  Apr May Jun Total 
Last Qtr.  

Total 

Number of Reports *2 1,274    1,299  1,257  3,830  4,433   

Number of Incident *3 1,411  1,493  1,309  4,213  4,972  

Cases Coordinated *4 902  943  960  2,805  2,916  
 

[*2] "Number of Reports" refers to the total number of reports sent through the web form, e-mail or FAX. 

[*3] "Number of Incidents" refers to the number of incidents contained in each report. Multiple reports on 

   the same incident are counted as 1 incident.  

[*4] "Number of Cases Coordinated" refers to the number of cases where coordination took place to prevent 

   the spreading of an incident by sending them a report and asking the site administrator to address any  

issues. 

 

The total number of reports received in this quarter was 3,830. Of these, the number of domestic and 
overseas sites that JPCERT/CC coordinated with was 2,805. When compared with the previous quarter, 
the total number of reports decreased by 14%, and the number of cases coordinated decreased by 4%. 
Year on year, the number of reports increased by 0.4%, and the number of cases coordinated increased 
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by 32%. 
[Figure 1] and [Figure 2] show the monthly changes in the total number of reports and incident cases 
coordinated by JPCERT/CC. 
 

   

[Figure 1: Change in the number of incident reports] 
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[Figure 2: Change in the number of incident cases coordinated] 
 
At JPCERT/CC, incident reports that were received are categorized, coordinated and handled according 
to the incident category that they fall into. For definitions on each incident category, please see "Appendix 
1 - Incident Categories."[Chart 2 ] shows the number of incidents received per category in this quarter. 
 

[Chart 2 : Number of incidents by category] 

Incident Category Apr May June Total 
Last Qtr. 

Total 

Phishing Site 614  703  630  1,947  1,753  
Website Defacement 77  110  69  256  229  
Malware Site 42  195  55  292  136  

Scan 501  304  411  1,216  2,165  

DoS/DDoS 2  2  6  10  13  
ICS Related 0  0  0  0  0  

Targeted attack 1  0  0  1  6  
Other 174  179  138  491  670  

 
 
The percentage that each category represents over the total number of incidents in this quarter is shown 
in [Figure 3]. Incidents categorized as phishing sites accounted for 46.2%, and those categorized as scans, 
which search for vulnerabilities in systems, made up 28.9%. 
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[Figure 3: Percentage of incidents by category] 
 
 
[Figure 4] through [Figure 7] show the monthly changes in the number of incidents categorized as phishing 
sites, website defacement, malware sites and scans over the past year. 
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[Figure 4: Change in the number of phishing sites] 
 
 

 

[Figure 5: Change in the number of website defacements] 
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[Figure 6: Change in the number of malware sites] 

   

 

[Figure 7: Change in the number of scans] 
 

[Figure 8] provides an overview as well as a breakdown of the incidents that were coordinated / handled. 
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No.Incidents No.Reports Coordinated
4213 3830 2805

Phishing Site Incidents Notified Domestic Time (business days) Notification Unnecessary

1947 1077 41% 0～3days 65% 870
- Site Operation Verified 4～7days 16% - Site could not be verified

Overseas 8～10days 4%
59% 11days(more than) 15%

Web defacement Incidents Notified Domestic Time (business days) Notification Unnecessary

256 176 88% 0～3days 15% 80
- Verified defacement of site 4～7days 27% - Could not verify site
- High level threat Overseas 8～10days 18% - Party has been notified

12% 11days(more than) 40% - Information sharing
- Low level theat

Malware Site Incidents Notified Domestic Time (business days) Notification Unnecessary

292 180 65% 0～3days 28% 112
- Site operation verified 4～7days 27% - Could not verify site
- High level threat Overseas 8～10days 9% - Party has been notified

35% 11days(more than) 36% - Information sharing
- Low level theat

Scan Incidents Notified Domestic Notification Unnecessary

1216 269 69% 947
- Detailed logs - Incomplete logs
- Notification desired Overseas - Party has been notified

31% - Information Sharing

DoS/DDoS Incidents Notified Domestic Notification Unnecessary

10 7 86% 3
- Detailed logs - Incomplete logs
- Notification desired Overseas - Party has been notified

14% - Information Sharing

ICS Related Incidents Notified Domestic Notification Unnecessary

0 0 - 0

Overseas
-

Targeted attack Incidents Notified Domestic Notification Unnecessary

1 0 - 1
- Verified evidence of attack - Insufficient information
- Verified infrastructure for Overseas - Currently no threat
   attack -

Other Incidents Notified Domestic Notification Unnecessary

491 161 71% 330
-High level threat - Party hasnbeen notified
-Notification desired Overseas - Information Sharing

29% - Low level threat

 

[Figure 8: Breakdown of incidents coordinated/handled] 
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3. Incident Trends 
3.1. Phishing Site Trends 
 
1,947 reports on phishing sites were received in this quarter, representing an 11% increase from 1,753 in 
the previous quarter. This marks a 60% increase from the same quarter last year (1,214). 
 
During this quarter, there were 378 phishing sites that spoofed domestic brands, increasing 47% from 258 
in the previous quarter. There were 1,255 phishing sites that spoofed overseas brands, increasing 5% from 
1,198 in the previous quarter. A breakdown of the brand type (domestic, overseas) that the phishing sites 
spoofed in this quarter is shown in [Chart 3], and a breakdown by industry for domestic and overseas 
brands is shown in [Figure 9]. 
 

[Chart 3: Number of reported phishing sites by domestic/overseas brand] 

Phishing Site Apr May Jun 
Domestic/ 

Overseas Total (%) 

Domestic Brand 90  128  160  378(19%)  
Overseas Brand 444  467  344  1,255(64%)  
Unknown Brand [*5] 80  108  126  314(16%)  

Monthly Total 614  703  630  1,947(100%)  
 

[*5] "Unknown Brand" refers to sites which could not be verified since the reported site had  

already been suspended when accessed for confirmation. 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 

[Figure 9: Percentage of reported phishing sites by industry (domestic/overseas)] 
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Out of the total number of phishing sites reported to JPCERT/CC, 79.1% spoofed e-commerce websites 
for overseas brands and 39.9% spoofed websites of telecommunications carriers for domestic brands. 
 
E-commerce websites continue to make up a majority of the phishing sites spoofing overseas brands, with 
specific brands accounting for nearly a half of the total. 
 
As for phishing sites of domestic brands, JPCERT/CC continued to receive many reports regarding 
phishing sites spoofing telecommunications carriers in this quarter. Numerous phishing sites spoofing 
financial institutions were also identified. 
 
About half of the phishing sites spoofing financial institutions used https, and many had a domain name 
consisting of a brand name and words related to the target brand (e.g., "card," "account," "member" and 
"update"), linked with hyphens as shown below. There were also phishing sites using a .jp domain name. 
 
 
https://<brand name>-card-member.jp/ 

 
 
In some cases, phishing sites targeting certain brands used a different domain name each day to launch 
the website, only to be shut down in less than half a day. 
 
JPCERT/CC also received reports of phishing sites spoofing a social network gaming site to prompt users 
to enter their mobile phone numbers and passwords, the control panel of a rental server, and login screens 
of web-based e-mail services. 
 
The parties that JPCERT/CC contacted for coordination of phishing sites were 41% domestic and 59% 
overseas for this quarter, indicating an increase in the proportion of domestic parties compared to the 
previous quarter (domestic: 21%, overseas: 79%). 
 
3.2. Website Defacement Trends 
 

The number of website defacements reported in this quarter was 256. This was a 12% increase from 229 
in the previous quarter. 
 
This quarter, JPCERT/CC received a number of reports regarding websites embedded with obfuscated 
JavaScript code enclosed in "codes_iframe" comment tags. The embedded script is shown in [Figure 10] 
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[Figure 10: JavaScript code enclosed in comment tags] 

 
JPCERT/CC confirmed that when users access a web page embedded with this script, they are directed 
to a porn site or a similar website via IP addresses located in the Netherlands. Compromised websites all 
used WordPress, and it is assumed that they had been altered through attacks exploiting vulnerabilities. 
 
Around May, there was a report that JavaScript code designed to steal credit card information was planted 
in a domestic e-commerce website. JPCERT/CC investigated the website and found that it was embedded 
with tags for loading a script from another website. The script that gets loaded is designed to extract and 
send credit card information entered into a form on websites using an e-commerce platform called Magento. 
Part of the script is shown in [Figure 11]. 
 

 

[Figure 11: Part of the script loaded into the e-commerce website] 
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3.3. Targeted Attack Trends 
 

There was 1 incident categorized as a targeted attack. This was an 83% decrease from 6 in the previous 
quarter. JPCERT/CC did not ask any organization to take action this quarter. The incidents identified are 
described below. 
 
(1) Targeted attack attempting to persuade recipients to download a malicious shortcut file 

From April to May 2019, JPCERT/CC received reports of targeted attack e-mails attempting to persuade 
recipients to download a malicious shortcut file. These targeted attack e-mails contain a link that directs 
recipients who clicked it to a web page of a file-sharing service. The aforementioned shortcut file is 
uploaded to this file-sharing service, and once the file is downloaded and run, malware contained in it 
infects the computer. 
 

 

[Figure 12: Flow of events from running the shortcut file to being infected with the downloader malware] 
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(2) Targeted attack using TSCookie malware 
Attacks using TSCookie were again observed in May 2019. TSCookie malware previously had a bug 
that prevented it from loading configuration correctly, but this bug was fixed in the latest version. As in 
previous versions, the malware used HTTP to establish connections with a C&C server on ports 80/TCP 
and 443/TCP. 

 

3.4. Other Incident Trends 
 
The number of malware sites reported in this quarter was 292. This was a 115% increase from 136 in the 
previous quarter. 
 
The number of scans reported in this quarter was 1,216. This was a 44% decrease from 2,165 in the 
previous quarter. The ports that the scans targeted are listed in [Chart 4]. Ports targeted frequently were 
SSH (22/TCP), HTTP (80/TCP) and SMTP (25/TCP). 
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[Chart 4: Number of scans by port] 
Port Apr May Jun Total 

22/tcp 204 127 200 531 
80/tcp 109 74 47 230 
25/tcp 71 54 94 219 

445/tcp 48 2 18 68 
443/tcp 5 14 32 51 
21/tcp 13 18 2 33 
23/tcp 8 14 7 29 

2222/tcp 21 4 4 29 
7001/tcp 0 5 11 16 
222/tcp 16 0 0 16 

62223/tcp 0 3 12 15 
7443/tcp 0 0 14 14 
22222/tcp 13 0 0 13 
8010/tcp 0 0 11 11 
6379/tcp 0 0 11 11 
5555/tcp 3 3 5 11 
8008/tcp 0 0 10 10 
8088/tcp 0 0 9 9 

52869/tcp 5 3 1 9 
143/tcp 0 1 8 9 

Unknown 22 9 121 152 
Monthly Total 538 331 617 1486 

 
 
There were 491 incidents categorized as other. This was a 27% decrease from 670 in the previous 
quarter.  
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4. Incident Handling Case Examples 
 

This section will describe some actual cases that JPCERT/CC handled in this quarter. 
 
(1) Distribution of Emotet malware via compromised domestic websites 

This quarter, JPCERT/CC received numerous reports of compromised domestic websites being used 
to distribute the Emotet malware. The compromised websites were apparently used as infrastructure 
for distributing Emotet, and it is assumed that the malware was downloaded when victims either ran a 
spam e-mail attachment or clicked a link contained in a spam message. 
 

 
[Figure 13: Distribution of Emotet malware via compromised domestic websites] 

 
 

JPCERT/CC investigated the compromised websites and requested the administrators to take appropriate 
measures. 
 
(2) Unauthorized access to web servers exploiting vulnerabilities (CVE-2019-3395(1), CVE-2019-3396(2)) 

in Confluence Server and Confluence Data Center 
JPCERT/CC received reports of unauthorized access to web servers exploiting vulnerabilities (CVE-
2019-3395, CVE-2019-3396) in Confluence Server and Confluence Data Center. Servers that have 
been attacked are made to download attack code from an external server and execute it. Attack code 
that performs SSH brute force attacks and cryptocurrency mining has been identified so far. 
 
JPCERT/CC requested the entities managing the IP addresses of attack sources and the national 
CSIRTs of countries where the websites are operated to take appropriate action. JPCERT/CC also 
issued a security alert(3) regarding the vulnerabilities. 
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5. References 
 
(1) JVN iPedia｜Server Side Request Forgery Vulnerability in Atlassian Confluence Server and Data  

Center (Japanese) 
https://jvndb.jvn.jp/ja/contents/2019/JVNDB-2019-002815.html 
 

(2) JVN iPedia｜Path Traversal Vulnerability in Atlassian Confluence Server (Japanese) 
https://jvndb.jvn.jp/ja/contents/2019/JVNDB-2019-002816.html 
 

(3) JPCERT/CC｜Alert Regarding Multiple Vulnerabilities in Confluence Server and Confluence Data 
Center 
https://www.jpcert.or.jp/english/at/2019/at190018.html 
 
 

 
 
 

https://jvndb.jvn.jp/ja/contents/2019/JVNDB-2019-002815.html
https://jvndb.jvn.jp/ja/contents/2019/JVNDB-2019-002816.html
https://www.jpcert.or.jp/english/at/2019/at190018.html
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Request from JPCERT/CC 
 
JPCERT/CC is working to prevent the spread of losses and damages due to incidents and their recurrence 
through various activities. These include understanding the status and tendency of incidents, and 
coordination with the aim of suspending or blocking, as the situation requires, attack sources and 
destination of information transmission, etc. JPCERT/CC also issues alerts and other information to users 
to make them aware of the need to implement countermeasures. 
 
JPCERT/CC asks for your continued cooperation with information sharing. Please refer to the following 
web pages for how to report incidents. 
 

Reporting an Incident 
https://www.jpcert.or.jp/english/ir/form.html 

 
Reporting an ICS Incident 
https://www.jpcert.or.jp/english/cs/how_to_report_an_ics_incident.html 

 
If you would like to encrypt your report, please use JPCERT/CC's PGP public key. The public key can be 
obtained at the following web page. 
 

PGP Public Key 
https://www.jpcert.or.jp/english/ir/pgp.html 

 
JPCERT/CC provides a mailing list to ensure speedy delivery of the information it issues. If you wish to 
use the mailing list, please refer to the following information. 
 
  

https://www.jpcert.or.jp/english/ir/form.html
https://www.jpcert.or.jp/english/cs/how_to_report_an_ics_incident.html
https://www.jpcert.or.jp/english/ir/pgp.html
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Appendix-1 Classification of Incidents 
 
JPCERT/CC classifies incidents contained in reports it receives according to the following definitions. 
 

○ Phishing Site 

A "phishing site" refers to a site that spoofs the legitimate site of a bank, auction or other service 
operators to carry out "phishing fraud" intended to steal user information including IDs, passwords and 
credit card numbers. 
 
JPCERT/CC classifies the following as "phishing sites". 
 Websites made to resemble the site of a financial institution, credit card company, etc. 
 Websites set up to guide visitors to a phishing site 
 

 

○ Website Defacement 
"Website defacement" refers to a site whose content has been rewritten by an attacker or malware 
(including the embedding of a script unintended by the administrator). 
 
JPCERT/CC classifies the following as "website defacement". 
 Sites embedded with a malicious script, iframe, etc., by an attacker, malware, etc. 
 Sites whose information has been altered by an SQL injection attack 
 

 

○ Malware Site 

A "malware site" refers to a site that infects the computer used to access the site with malware, or a 
site on which malware used for attack is made publicly available. 
 
JPCERT/CC classifies the following as "malware sites". 
 Sites that attempt to infect the visitor's computer with malware 
 Sites on which an attacker makes malware publicly available 
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○ Scan 

A "scan" refers to an access made by an attacker (that does not affect the system) to check for the 
existence of computers, servers and other systems targeted for attack, or to search for vulnerabilities 
(security holes, etc.) that can be exploited to make unauthorized intrusion into systems. It also includes 
attempts to infect by malware, etc. 
 
JPCERT/CC classifies the following as "scans". 
 Vulnerability searches (checking the program version, service operation status, etc.) 
 Attempts to make an intrusion (those that failed) 
 Attempts to infect by malware (viruses, bots, worms, etc.) (those that failed) 
 Brute force attacks targeting ssh, ftp, telnet, etc. (those that failed) 
 

 

○ DoS/DDoS 

"DoS/DDoS" refers to an attack against servers and/or computers on a network, and network resources 
including devices and connection lines that make up a network, with an attempt to make a service 
unavailable. 
 
JPCERT/CC classifies the following as "DoS/DDoS". 
 Attacks that exhaust network resources with a large volume of traffic, etc. 
 Reduction or suspension of server program responses due to a large access volume 
 Service interference by sending a large volume of e-mail (error e-mail, SPAM e-mail, etc.) 
 

 

○ ICS Related Incident 
An "ICS related incident" refers to an incident related to ICS or plants. 
 
JPCERT/CC classifies the following as an "ICS related incident". 
 ICSs that are subject to attack via the Internet 
 Servers that malware targeting ICSs communicates with 
 Attacks that cause abnormal operations of an ICS 
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○ Targeted attack 

A "targeted attack" is a type of attack in which specific organizations, companies, or industries are 
targeted for malware infection or unauthorized access. 
 
JPCERT/CC categorizes the following as a targeted attack. 
 Spoofed e-mail with malware attached sent to a specific organization 
 Defacement of a website affected to limited organizations 
 A fake website accessible to limited organizations and attempting to infect site visitor’s computer 
 A command and control server that specially crafted malware communicates with 
 

 

○ Other 

"Other" refers to incidents other than the above. 
 
The following are examples of incidents that JPCERT/CC classifies as "other". 
 Unauthorized intrusion into a system exploiting a vulnerability, etc. 
 Unauthorized intrusion by a successful brute force attack targeting ssh, ftp, telnet, etc. 
 Stealing of information by malware with a keylogger function 
 Infection by malware (viruses, bots, worms, etc.) 
 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

These activities are sponsored by the Ministry of Economy, Trade and Industry as part of the 
"Coordination Activities for International Cooperation in Responding to Cyber Attacks for the 2018 
Fiscal Year". 

If you would like to quote or reprint this document, please contact the Public Relations of 
JPCERT/CC (pr@jpcert.or.jp). For the latest information, please refer to JPCERT/CC's website. 
 

JPCERT Coordination Center (JPCERT/CC) 
https://www.jpcert.or.jp/ 

 

mailto:pr@jpcert.or.jp
https://www.jpcert.or.jp/
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[bookmark: _Toc9523718]About the Incident Handling Report



JPCERT Coordination Center (herein, JPCERT/CC) receives reports on computer security incidents (herein, incidents) that occur inside and outside Japan[*1]. This report will introduce statistics and case examples for incident reports received during the period from January 1, 2019 through March 31 , 2019.



[*1] A "Computer Security Incident", for the purpose of this report, refers to all events that may occur in the management of information systems, which include events that may be considered security issues and any case related to computer security.



JPCERT/CC's activities are aimed at recognition and handling of incidents for Internet users and to prevent the spreading of damages from incidents. For incidents that require global coordination and assistance, JPCERT/CC acts as the point of contact for Japan and performs coordination with relevant parties domestically and globally (overseas CSIRTs, etc.).



[bookmark: _Toc9523719]Quarterly Statistics



[bookmark: _GoBack][Chart 1] shows the total number of incident reports, reported incidents and incidents that JPCERT/CC coordinated during this quarter.



[bookmark: _Ref7189061][Chart 1: Number of incident reports]

		　

		Apr

		May

		Jun

		Total

		Last Qtr. 

Total



		Number of Reports *2

		1,274   

		1,299 

		1,257 

		3,830 

		4,433  



		Number of Incident *3

		1,411 

		1,493 

		1,309 

		4,213 

		4,972 



		Cases Coordinated *4

		902 

		943 

		960 

		2,805 

		2,916 







[*2] "Number of Reports" refers to the total number of reports sent through the web form, e-mail or FAX.

[*3] "Number of Incidents" refers to the number of incidents contained in each report. Multiple reports on

 　 the same incident are counted as 1 incident. 

[*4] "Number of Cases Coordinated" refers to the number of cases where coordination took place to prevent

　  the spreading of an incident by sending them a report and asking the site administrator to address any 

issues.



The total number of reports received in this quarter was 3,830. Of these, the number of domestic and overseas sites that JPCERT/CC coordinated with was 2,805. When compared with the previous quarter, the total number of reports decreased by 14%, and the number of cases coordinated decreased by 4%. Year on year, the number of reports increased by 0.4%, and the number of cases coordinated increased by 32%.

[Figure 1] and [Figure 2] show the monthly changes in the total number of reports and incident cases coordinated by JPCERT/CC.



[bookmark: _Ref376793655] [image: ] 

[bookmark: _Ref9521112][Figure 1: Change in the number of incident reports]
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[bookmark: _Ref9521140][Figure 2: Change in the number of incident cases coordinated]



At JPCERT/CC, incident reports that were received are categorized, coordinated and handled according to the incident category that they fall into. For definitions on each incident category, please see "Appendix 1 - Incident Categories."[Chart 2 ] shows the number of incidents received per category in this quarter.



[bookmark: _Ref9522378][Chart 2 : Number of incidents by category]

		Incident Category

		Apr

		May

		June

		Total

		Last Qtr.

Total



		Phishing Site

		614 

		703 

		630 

		1,947 

		1,753 



		Website Defacement

		77 

		110 

		69 

		256 

		229 



		Malware Site

		42 

		195 

		55 

		292 

		136 



		Scan

		501 

		304 

		411 

		1,216 

		2,165 



		DoS/DDoS

		2 

		2 

		6 

		10 

		13 



		ICS Related

		0 

		0 

		0 

		0 

		0 



		Targeted attack

		1 

		0 

		0 

		1 

		6 



		Other

		174 

		179 

		138 

		491 

		670 









The percentage that each category represents over the total number of incidents in this quarter is shown in [Figure 3]. Incidents categorized as phishing sites accounted for 46.2%, and those categorized as scans, which search for vulnerabilities in systems, made up 28.9%.
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[bookmark: _Ref9522444][Figure 3: Percentage of incidents by category]





[Figure 4] through [Figure 7] show the monthly changes in the number of incidents categorized as phishing sites, website defacement, malware sites and scans over the past year.
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[bookmark: _Ref9522900][Figure 4: Change in the number of phishing sites]
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[Figure 5: Change in the number of website defacements]
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[Figure 6: Change in the number of malware sites]
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[bookmark: _Ref9522937][Figure 7: Change in the number of scans]



[Figure 8] provides an overview as well as a breakdown of the incidents that were coordinated / handled.
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[bookmark: _Ref9522982][Figure 8: Breakdown of incidents coordinated/handled]
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Incident Trends
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3.1. [bookmark: _Toc9523727]Phishing Site Trends



1,947 reports on phishing sites were received in this quarter, representing an 11% increase from 1,753 in the previous quarter. This marks a 60% increase from the same quarter last year (1,214).



During this quarter, there were 378 phishing sites that spoofed domestic brands, increasing 47% from 258 in the previous quarter. There were 1,255 phishing sites that spoofed overseas brands, increasing 5% from 1,198 in the previous quarter. A breakdown of the brand type (domestic, overseas) that the phishing sites spoofed in this quarter is shown in [Chart 3], and a breakdown by industry for domestic and overseas brands is shown in [Figure 9].



[bookmark: _Ref19890279][Chart 3: Number of reported phishing sites by domestic/overseas brand]

		Phishing Site

		Apr

		May

		Jun

		Domestic/

Overseas Total (%)



		Domestic Brand

		90 

		128 

		160 

		378(19%) 



		Overseas Brand

		444 

		467 

		344 

		1,255(64%) 



		Unknown Brand [*5]

		80 

		108 

		126 

		314(16%) 



		Monthly Total

		614 

		703 

		630 

		1,947(100%) 







[*5] "Unknown Brand" refers to sites which could not be verified since the reported site had 

already been suspended when accessed for confirmation.

















[bookmark: _Ref9523084][bookmark: _Ref526866572]













[bookmark: _Ref19890310][Figure 9: Percentage of reported phishing sites by industry (domestic/overseas)]

Out of the total number of phishing sites reported to JPCERT/CC, 79.1% spoofed e-commerce websites for overseas brands and 39.9% spoofed websites of telecommunications carriers for domestic brands.



E-commerce websites continue to make up a majority of the phishing sites spoofing overseas brands, with specific brands accounting for nearly a half of the total.



As for phishing sites of domestic brands, JPCERT/CC continued to receive many reports regarding phishing sites spoofing telecommunications carriers in this quarter. Numerous phishing sites spoofing financial institutions were also identified.



About half of the phishing sites spoofing financial institutions used https, and many had a domain name consisting of a brand name and words related to the target brand (e.g., "card," "account," "member" and "update"), linked with hyphens as shown below. There were also phishing sites using a .jp domain name.





https://<brand name>-card-member.jp/





In some cases, phishing sites targeting certain brands used a different domain name each day to launch the website, only to be shut down in less than half a day.



JPCERT/CC also received reports of phishing sites spoofing a social network gaming site to prompt users to enter their mobile phone numbers and passwords, the control panel of a rental server, and login screens of web-based e-mail services.



The parties that JPCERT/CC contacted for coordination of phishing sites were 41% domestic and 59% overseas for this quarter, indicating an increase in the proportion of domestic parties compared to the previous quarter (domestic: 21%, overseas: 79%).



3.2. [bookmark: _Toc9523728]Website Defacement Trends



The number of website defacements reported in this quarter was 256. This was a 12% increase from 229 in the previous quarter.



This quarter, JPCERT/CC received a number of reports regarding websites embedded with obfuscated JavaScript code enclosed in "codes_iframe" comment tags. The embedded script is shown in [Figure 10]



[image: ]

[bookmark: _Ref19890346][Figure 10: JavaScript code enclosed in comment tags]



JPCERT/CC confirmed that when users access a web page embedded with this script, they are directed to a porn site or a similar website via IP addresses located in the Netherlands. Compromised websites all used WordPress, and it is assumed that they had been altered through attacks exploiting vulnerabilities.



Around May, there was a report that JavaScript code designed to steal credit card information was planted in a domestic e-commerce website. JPCERT/CC investigated the website and found that it was embedded with tags for loading a script from another website. The script that gets loaded is designed to extract and send credit card information entered into a form on websites using an e-commerce platform called Magento. Part of the script is shown in [Figure 11].



[image: ]

[bookmark: _Ref19890387][Figure 11: Part of the script loaded into the e-commerce website]

















3.3. [bookmark: _Toc9523729]Targeted Attack Trends



There was 1 incident categorized as a targeted attack. This was an 83% decrease from 6 in the previous quarter. JPCERT/CC did not ask any organization to take action this quarter. The incidents identified are described below.



(1) [bookmark: _Hlk3886815]Targeted attack attempting to persuade recipients to download a malicious shortcut file

[bookmark: _Hlk3887015]From April to May 2019, JPCERT/CC received reports of targeted attack e-mails attempting to persuade recipients to download a malicious shortcut file. These targeted attack e-mails contain a link that directs recipients who clicked it to a web page of a file-sharing service. The aforementioned shortcut file is uploaded to this file-sharing service, and once the file is downloaded and run, malware contained in it infects the computer.



[image: ]

[Figure 12: Flow of events from running the shortcut file to being infected with the downloader malware]













(2) Targeted attack using TSCookie malware

Attacks using TSCookie were again observed in May 2019. TSCookie malware previously had a bug that prevented it from loading configuration correctly, but this bug was fixed in the latest version. As in previous versions, the malware used HTTP to establish connections with a C&C server on ports 80/TCP and 443/TCP.



3.4. [bookmark: _Toc9523730]Other Incident Trends



The number of malware sites reported in this quarter was 292. This was a 115% increase from 136 in the previous quarter.



The number of scans reported in this quarter was 1,216. This was a 44% decrease from 2,165 in the previous quarter. The ports that the scans targeted are listed in [Chart 4]. Ports targeted frequently were SSH (22/TCP), HTTP (80/TCP) and SMTP (25/TCP).






[bookmark: _Ref9523183][bookmark: _Ref19890461][Chart 4: Number of scans by port]

		Port

		Apr

		May

		Jun

		Total



		22/tcp

		204

		127

		200

		531



		80/tcp

		109

		74

		47

		230



		25/tcp

		71

		54

		94

		219



		445/tcp

		48

		2

		18

		68



		443/tcp

		5

		14

		32

		51



		21/tcp

		13

		18

		2

		33



		23/tcp

		8

		14

		7

		29



		2222/tcp

		21

		4

		4

		29



		7001/tcp

		0

		5

		11

		16



		222/tcp

		16

		0

		0

		16



		62223/tcp

		0

		3

		12

		15



		7443/tcp

		0

		0

		14

		14



		22222/tcp

		13

		0

		0

		13



		8010/tcp

		0

		0

		11

		11



		6379/tcp

		0

		0

		11

		11



		5555/tcp

		3

		3

		5

		11



		8008/tcp

		0

		0

		10

		10



		8088/tcp

		0

		0

		9

		9



		52869/tcp

		5

		3

		1

		9



		143/tcp

		0

		1

		8

		9



		Unknown

		22

		9

		121

		152



		Monthly Total

		538

		331

		617

		1486









There were 491 incidents categorized as other. This was a 27% decrease from 670 in the previous quarter.


[bookmark: _Toc9523731]Incident Handling Case Examples



This section will describe some actual cases that JPCERT/CC handled in this quarter.



1. Distribution of Emotet malware via compromised domestic websites

This quarter, JPCERT/CC received numerous reports of compromised domestic websites being used to distribute the Emotet malware. The compromised websites were apparently used as infrastructure for distributing Emotet, and it is assumed that the malware was downloaded when victims either ran a spam e-mail attachment or clicked a link contained in a spam message.



[image: ]

[Figure 13: Distribution of Emotet malware via compromised domestic websites]





JPCERT/CC investigated the compromised websites and requested the administrators to take appropriate measures.



1. Unauthorized access to web servers exploiting vulnerabilities (CVE-2019-3395(1), CVE-2019-3396(2)) in Confluence Server and Confluence Data Center

JPCERT/CC received reports of unauthorized access to web servers exploiting vulnerabilities (CVE-2019-3395, CVE-2019-3396) in Confluence Server and Confluence Data Center. Servers that have been attacked are made to download attack code from an external server and execute it. Attack code that performs SSH brute force attacks and cryptocurrency mining has been identified so far.



JPCERT/CC requested the entities managing the IP addresses of attack sources and the national CSIRTs of countries where the websites are operated to take appropriate action. JPCERT/CC also issued a security alert(3) regarding the vulnerabilities.




[bookmark: _Toc9523732]References



(1) [bookmark: ref1]JVN iPedia｜Server Side Request Forgery Vulnerability in Atlassian Confluence Server and Data 
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https://jvndb.jvn.jp/ja/contents/2019/JVNDB-2019-002815.html



(2) [bookmark: _Ref532548392]JVN iPedia｜Path Traversal Vulnerability in Atlassian Confluence Server (Japanese)
https://jvndb.jvn.jp/ja/contents/2019/JVNDB-2019-002816.html
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Request from JPCERT/CC



JPCERT/CC is working to prevent the spread of losses and damages due to incidents and their recurrence through various activities. These include understanding the status and tendency of incidents, and coordination with the aim of suspending or blocking, as the situation requires, attack sources and destination of information transmission, etc. JPCERT/CC also issues alerts and other information to users to make them aware of the need to implement countermeasures.



JPCERT/CC asks for your continued cooperation with information sharing. Please refer to the following web pages for how to report incidents.



Reporting an Incident

https://www.jpcert.or.jp/english/ir/form.html



Reporting an ICS Incident

https://www.jpcert.or.jp/english/cs/how_to_report_an_ics_incident.html



If you would like to encrypt your report, please use JPCERT/CC's PGP public key. The public key can be obtained at the following web page.



PGP Public Key

https://www.jpcert.or.jp/english/ir/pgp.html



JPCERT/CC provides a mailing list to ensure speedy delivery of the information it issues. If you wish to use the mailing list, please refer to the following information.






[bookmark: _Toc9523733]Appendix-1　Classification of Incidents



JPCERT/CC classifies incidents contained in reports it receives according to the following definitions.



		· Phishing Site



		A "phishing site" refers to a site that spoofs the legitimate site of a bank, auction or other service operators to carry out "phishing fraud" intended to steal user information including IDs, passwords and credit card numbers.



JPCERT/CC classifies the following as "phishing sites".

· Websites made to resemble the site of a financial institution, credit card company, etc.

· Websites set up to guide visitors to a phishing site









		· Website Defacement



		"Website defacement" refers to a site whose content has been rewritten by an attacker or malware (including the embedding of a script unintended by the administrator).



JPCERT/CC classifies the following as "website defacement".

· Sites embedded with a malicious script, iframe, etc., by an attacker, malware, etc.

· Sites whose information has been altered by an SQL injection attack









		· Malware Site



		A "malware site" refers to a site that infects the computer used to access the site with malware, or a site on which malware used for attack is made publicly available.



JPCERT/CC classifies the following as "malware sites".

· Sites that attempt to infect the visitor's computer with malware

· Sites on which an attacker makes malware publicly available



















		· Scan



		A "scan" refers to an access made by an attacker (that does not affect the system) to check for the existence of computers, servers and other systems targeted for attack, or to search for vulnerabilities (security holes, etc.) that can be exploited to make unauthorized intrusion into systems. It also includes attempts to infect by malware, etc.



JPCERT/CC classifies the following as "scans".

· Vulnerability searches (checking the program version, service operation status, etc.)

· Attempts to make an intrusion (those that failed)

· Attempts to infect by malware (viruses, bots, worms, etc.) (those that failed)

· Brute force attacks targeting ssh, ftp, telnet, etc. (those that failed)









		· DoS/DDoS



		"DoS/DDoS" refers to an attack against servers and/or computers on a network, and network resources including devices and connection lines that make up a network, with an attempt to make a service unavailable.



JPCERT/CC classifies the following as "DoS/DDoS".

· Attacks that exhaust network resources with a large volume of traffic, etc.

· Reduction or suspension of server program responses due to a large access volume

· Service interference by sending a large volume of e-mail (error e-mail, SPAM e-mail, etc.)









		· ICS Related Incident



		An "ICS related incident" refers to an incident related to ICS or plants.



JPCERT/CC classifies the following as an "ICS related incident".

· ICSs that are subject to attack via the Internet

· Servers that malware targeting ICSs communicates with

· Attacks that cause abnormal operations of an ICS













		1. Targeted attack



		A "targeted attack" is a type of attack in which specific organizations, companies, or industries are targeted for malware infection or unauthorized access.



JPCERT/CC categorizes the following as a targeted attack.

1. Spoofed e-mail with malware attached sent to a specific organization

1. Defacement of a website affected to limited organizations

1. A fake website accessible to limited organizations and attempting to infect site visitor’s computer

1. A command and control server that specially crafted malware communicates with









		· Other



		"Other" refers to incidents other than the above.



The following are examples of incidents that JPCERT/CC classifies as "other".

· Unauthorized intrusion into a system exploiting a vulnerability, etc.

· Unauthorized intrusion by a successful brute force attack targeting ssh, ftp, telnet, etc.

· Stealing of information by malware with a keylogger function

· Infection by malware (viruses, bots, worms, etc.)







　









These activities are sponsored by the Ministry of Economy, Trade and Industry as part of the "Coordination Activities for International Cooperation in Responding to Cyber Attacks for the 2018 Fiscal Year".









If you would like to quote or reprint this document, please contact the Public Relations of JPCERT/CC (pr@jpcert.or.jp). For the latest information, please refer to JPCERT/CC's website.



JPCERT Coordination Center (JPCERT/CC)

https://www.jpcert.or.jp/
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									4			1,891			1891


									5			1,488			1488


									6			1,307			1307


									7			908			908


									8			1,192			1192


									9			1,037			1037


									10			1,150			1150


									11			1,273			1273


									12			1,613			1613


						2017			1			1,360			1360


									2			1,253			1253


									3			1,482			1482


									4			1,333			1333


									5			1,380			1380


									6			2,512			2512


									7			1,698			1698


									8			1,473			1473


									9			1,429			1429


						2017			10			1,460			1460


									11			1,596			1596


									12			1,474			1474


						2018			1			1,339			1339


									2			1,170			1170


									3			1,277			1277


									4			1,177			1177


									5			1,466			1466


									6			1,172			1172


						2018			7			1,305			1305


									8			1,235			1235


									9			1,368			1368


									10			1,530			1530


									11			1,468			1468


									12			1,244			1244


						2019			1			1,536			1536


									2			1,349			1349


									3			1,548			1548


									4			1,274			1274


									5			1,299			1299


									6			1,257			1257


									7


									8


									9


									10


									11


									12





年間報告件数の推移


インシデント報告件数	


2015	2016	2017	2018	2019	17342	15954	18141	16398	3830	年度


インシデント報告件数


4-6月	


2015	2016	2017	2018	2019	5187	4686	5225	3815	3830	7-9月	


2015	2016	2017	2018	2019	4128	3137	4600	3908	0	10-12月	


2015	2016	2017	2018	2019	3440	4036	4530	4242	0	1-3月	


2015	2016	2017	2018	2019	4587	4095	3786	4433	0	年


報告件数


インシデント報告件数推移


インシデント報告件数	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	2008	2009	2010	2011	2012	2013	2014	2015	2016	2017	2017	2018	2018	194	148	203	192	203	189	347	775	226	192	189	181	207	183	174	225	337	635	912	948	1123	772	686	590	675	805	1008	1421	837	855	739	872	830	1003	758	614	587	553	796	532	564	471	574	687	457	472	846	1183	837	812	1050	1275	1666	1131	2348	1874	1208	1518	1541	2005	1919	1847	1687	1606	3163	4617	4180	2779	3136	1479	1621	1712	1606	1409	1883	1561	1447	1509	1494	1347	1797	1607	1957	2667	2981	1939	1949	2098	1609	1480	1543	1215	1370	1061	1201	1178	1176	1405	2006	1891	1488	1307	908	1192	1037	1150	1273	1613	1360	1253	1482	1333	1380	2512	1698	1473	1429	1460	1596	1474	1339	1170	1277	1177	1466	1172	1305	1235	1368	1530	1468	1244	インシデント報告件数の推移


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	1305	1235	1368	1530	1468	1244	1536	1349	1548	1274	1299	1257	月





年


インシデント報告件数


インシデント報告件数の推移


インシデント報告件数（2017年度）	


4	5	6	7	8	9	10	11	12	1	2	3	1333	1380	2512	1698	1473	1429	1460	1596	1474	1339	1170	1277	インシデント報告件数（2018年度）	4	5	6	7	8	9	10	11	12	1	2	3	1177	1466	1172	1305	1235	1368	1530	1468	1244	1536	1349	1548	月


インシデント報告件数


Change in the Number of Reports(by fiscal year)


インシデント報告件数	


2015	2016	2017	2018	2019	17342	15954	18141	16398	3830	Fiscal Year


Number of Reported Incidents


Change in the Number of  Reports


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	1305	1235	1368	1530	1468	1244	1536	1349	1548	1274	1299	1257	MO





YR


Number of Reported Incidents


Change in the Number of  Reports


Number of Repoted Incidents  (2017 Fiscal Year)	


4	5	6	7	8	9	10	11	12	1	2	3	1333	1380	2512	1698	1473	1429	1460	1596	1474	1339	1170	1277	Number of Repoted Incidents  (2018 Fiscal Year)	4	5	6	7	8	9	10	11	12	1	2	3	1177	1466	1172	1305	1235	1368	1530	1468	1244	1536	1349	1548	Month


Number of Reported Incidents





調整


						年ネン			月ツキ			調整件数チョウセイケンスウ																											月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比ゼンキヒ			前年度比ゼンネンドヒ


						2004			4			29																											4-6月ガツ			104			302			342			256			465			402			847			654			756			2179			2134			2593			2559			2553			2124			2805			-4%			32%


									5			26																											7-9月ガツ			85			368			252			729			444			837			701			642			1123			2414			2125			2058			2122			2234			2216			0			-100%			-100%


									6			49																											10-12月ガツ			194			529			209			622			264			576			731			752			1497			2135			2337			2053			2883			1901			2579			0			ERROR:#DIV/0!			-100%


									7			31																											1-3月ガツ			211			373			256			492			388			1005			596			754			2230			1989			3088			2955			3077			2203			2916			0			ERROR:#DIV/0!			-100%


									8			13																											総数ソウスウ			594			1572			1059			2099			1561			2820			2875			2802			5606			8717			9684			9659			10641			8891			9835			2805


									9			41																											前年比ゼンネンヒ			-			165%			-33%			98%			-26%			81%			2%			-3%			100%			55%			11%			-0%			10%			-16%			11%			-71%


									10			74																											年間ネンカン			383			1410			1176			1863			1665			2203			3284			2644			4130			8958			8585			9792			10519			9765			9122			5721


									11			79


									12			41																											インシデント調整件数の推移チョウセイケンスウスイイ


						2005			1			68																											年度			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019


									2			58																											調整件数チョウセイ			1,059			2,099			1,561			2,820			2,875			2,802			5,606			8,717			9,684			9,659			10,641			8,891			9,835			2,805


									3			85																														-			98%			-26%			81%			2%			-3%			100%			55%			11%			-0%			10%			-16%			11%			-71%


									4			94


									5			100																											調整件数チョウセイケンスウ


									6			108																											月ツキ			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			総数															zannen			解決貢献率


									7			79																											調整件数チョウセイケンスウ			902			943			960			0			0			0			0			0			0			0			0			0			2,805															1214			56.7201426025


									8			148


									9			141


									10			145


									11			177


									12			207


						2006			1			140


									2			126


									3			107


									4			126


									5			136


									6			80


									7			82


									8			91


									9			79


									10			79


									11			74


									12			56


						2007			1			104


									2			65


									3			87


									4			83


									5			72


									6			101


									7			214


									8			270


									9			245


									10			235


									11			204


									12			183


						2008			1			143


									2			145


									3			204


									4			149


									5			147


									6			169


									7			149


									8			166


									9			129


									10			102


									11			83


									12			79


						2009			1			101


									2			139


									3			148


									4			79


									5			129


									6			194


									7			263


									8			197


									9			377


									10			218


									11			186


									12			172


						2010			1			373


									2			265


									3			367


									4			250


									5			191


									6			406


									7			283


									8			214						horus			iris


									9			204						20			184


									10			235


									11			273


									12			223


						2011			1			195


									2			191


									3			210


									4			182


									5			270


									6			202


									7			157


									8			296


									9			189


									10			228


									11			224


									12			300


						2012			1			205


									2			237


									3			312


									4			255


									5			230


									6			271


									7			283


									8			411


									9			429


									10			454


									11			523


									12			520


						2013			1			582


									2			834


									3			814


									4			729


									5			704


									6			746


									7			861


									8			805


									9			748


									10			794


									11			727


									12			614


						2014			1			739


									2			614


									3			636


									4			726


									5			565


									6			843


									7			745


									8			550


									9			830


									10			877


									11			768


									12			692


						2015			1			1,093


									2			899


									3			1,096


									4			1,069


									5			813


									6			711


									7			979


									8			554


									9			525


									10			626


									11			684


									12			743


						2016			1			678


									2			1,013


									3			1,264


									4			984


									5			820


									6			755


									7			761


									8			625


									9			736


									10			1,038


									11			1,048


									12			797


						2017			1			800


									2			1,307


									3			970


									4			883


									5			823


									6			847


									7			725


									8			759


									9			750


						2017			10			621


									11			576


									12			704


						2018			1			807


									2			684


									3			712


									4			592


									5			795


									6			737


						2018			7			687


									8			846


									9			683


									10			884


									11			780


									12			915


						2019			1			813


									2			1,044


									3			1,059


									4			902


									5			943


									6			960


									7


									8


									9


									10


									11


									12





4-6月	


2013	2014	2015	2016	2017	2179	2134	2593	2559	2553	7-9月	


2013	2014	2015	2016	2017	2414	2125	2058	2122	2234	10-12月	


2013	2014	2015	2016	2017	2135	2337	2053	2883	1901	1-3月	


2013	2014	2015	2016	2017	1989	3088	2955	3077	2203	年


通知件数


インシデント調整件数


調整件数	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2008	2009	2010	2011	2012	2013	2014	2015	2016	2017	2017	2018	2018	2019	143	145	204	149	147	169	149	166	129	102	83	79	101	139	148	79	129	194	263	197	377	218	186	172	373	265	367	250	191	406	283	214	204	235	273	223	195	191	210	182	270	202	157	296	189	228	224	300	205	237	312	255	230	271	283	411	429	454	523	520	582	834	814	729	704	746	861	805	748	794	727	614	739	614	636	726	565	843	745	550	830	877	768	692	1093	899	1096	1069	813	711	979	554	525	626	684	743	678	1013	1264	984	820	755	761	625	736	1038	1048	797	800	1307	970	883	823	847	725	759	750	621	576	704	807	684	712	592	795	737	687	846	683	884	780	915	813	1044	1059	902	943	960	インシデント調整件数の推移


インシデント調整件数(2017年度)	


4	5	6	7	8	9	10	11	12	1	2	3	883	823	847	725	759	750	621	576	704	807	684	712	インシデント調整件数(2018年度)	4	5	6	7	8	9	10	11	12	1	2	3	592	795	737	687	846	683	884	780	915	813	1044	1059	月


インシデント調整件数


インシデント調整件数の推移


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	687	846	683	884	780	915	813	1044	1059	902	943	960	月





年


インシデント調整件数


Change in the Number of Incident Cases(by fiscal year)


調整件数	2015	2016	2017	2018	2019	9659	10641	8891	9835	2805	Fiscal Year


Number of Cases Coordinated


Change in the Number of Incident Cases


Coordinated by JPCERT/CC


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	687	846	683	884	780	915	813	1044	1059	902	943	960	MO





YR


Number of Cases Coordinated


Change in the Number of Incident Cases


Coordinated by JPCERT/CC


Number of Cases Coordinated  (2017 Fiscal Year)	


4	5	6	7	8	9	10	11	12	1	2	3	883	823	847	725	759	750	621	576	704	807	684	712	Number of Cases Coordinated  (2018 Fiscal Year)	4	5	6	7	8	9	10	11	12	1	2	3	592	795	737	687	846	683	884	780	915	813	1044	1059	Month


Number of Cases Coordinated


年間調整件数の推移


調整件数	2015	2016	2017	2018	2019	9659	10641	8891	9835	2805	年度


インシデント調整件数





フィッシング


																																							全体ゼンタイ


						年トシ			月ツキ			フィッシングサイト件数ケンスウ			国内ブランドコクナイ			海外ブランドカイガイ			不明フメイ																		月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比			前年度比ゼンネンドヒ


						2004			4			3																											4-6月ガツ			8			78			163			137			138			200			388			325			367			287			509			491			642			736			1214			1947			11%			60%


									5			3																											7-9月ガツ			4			77			159			208			150			303			487			226			273			469			417			522			467			1011			1302			0			0%			-100%


									6			2																											10-12月ガツ			18			102			120			163			179			336			538			314			360			601			406			474			521			852			1560			0			ERROR:#DIV/0!			-100%


									7			3																											1-3月ガツ			45			84			208			188			182			373			405			324			474			557			466			645			707			924			1753			0			ERROR:#DIV/0!			-100%


									8			1																											総数ソウスウ			75			341			650			696			649			1212			1818			1189			1474			1914			1798			2132			2337			3523			5829			1947


									9			0																											前年比ゼンネンヒ						355%			91%			7%			-7%			87%			50%			-35%			24%			30%			-6%			19%			10%			51%			65%			-67%


									10			4																											年間ネンカン			30			302			526			716			655			1021			1786			1270			1324			1831			1889			1953			2275			3306			5000			3700


									11			7


									12			7																											国内ブランドコクナイ


						2005			1			11																											月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比ゼンキヒ			前年度比ゼンネンドヒ


									2			18																											4-6月ガツ			0			0			0			3			7			58			157			118			68			72			167			132			126			209			228			378			47%			66%


									3			16																											7-9月ガツ			0			0			0			16			8			104			278			31			57			165			139			113			106			173			309			0			-100%			-100%


									4			23																											10-12月ガツ			0			0			0			0			10			141			284			65			74			253			75			124			134			117			282			0			ERROR:#DIV/0!			-100%


									5			27																											1-3月ガツ			0			0			7			6			25			77			84			58			112			229			54			189			183			208			258			0			ERROR:#DIV/0!			-100%


									6			28																											総数ソウスウ			0			0			7			25			50			380			803			272			311			719			435			558			549			707			1077			378


									7			24																											前年比ゼンネンヒ												257%			100%			660%			111%			-66%			14%			131%			-39%			28%			-2%			29%			52%			-65%


									8			29																											年間ネンカン			0			0			0			26			31			328			796			298			257			602			610			423			555			682			1027			636


									9			24


									10			34																											海外ブランドカイガイ


									11			31																											月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比ゼンキヒ			前年度比ゼンネンドヒ


									12			37																											4-6月ガツ			0			0			0			101			122			125			186			173			225			140			226			239			312			586			722			1255			5%			74%


						2006			1			27																											7-9月ガツ			0			0			0			135			138			192			123			165			161			219			189			268			243			686			784			0			-100%			-100%


									2			31																											10-12月ガツ			0			0			0			104			155			185			202			198			227			204			236			250			279			599			985			0			ERROR:#DIV/0!			-100%


									3			26																											1-3月ガツ			0			0			95			116			143			219			247			221			285			187			281			270			424			564			1198			0			ERROR:#DIV/0!			-100%


									4			54																											総数ソウスウ			0			0			95			456			558			721			758			757			898			750			932			1027			1258			2435			3689			1255


									5			60																											前年比ゼンネンヒ												380%			22%			29%			5%			-0%			19%			-16%			24%			10%			22%			94%			51%			-66%


									6			49																											年間ネンカン			0			0			0			435			531			645			730			783			834			848			838			1038			1104			2295			3055			2453


									7			57
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									9			55																											年度			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			年度別合計ネンドベツゴウケイ


									10			53																											2006			54			60			49			57			47			55			53			36			31			48			102			58			650


									11			36																											2007			37			51			49			97			54			57			50			45			68			50			63			75			696


									12			31																											2008			37			46			55			35			50			65			69			63			47			51			78			53			649


						2007			1			48			0			40			8																		2009			55			49			96			94			120			89			135			113			88			108			105			160			1,212


									2			102			1			26			75																		2010			134			91			163			125			175			187			252			198			88			122			147			136			1,818


									3			58			6			29			23																		2011			100			139			86			71			90			65			93			91			130			115			80			129			1,189


									4			37			1			27			9																		2012			143			130			94			88			95			90			130			120			110			149			174			151			1,474


									5			51			2			31			18																		2013			107			93			87			127			134			208			160			220			221			196			171			190			1,914


									6			49			0			43			6																		2014			165			155			189			221			105			91			146			143			117			225			106			135			1,798


									7			97			16			47			34																		2015			191			144			156			189			173			160			163			153			158			190			267			188			2,132


									8			54			0			46			8																		2016			205			201			236			166			147			154			139			185			197			191			246			270			2,337


									9			57			0			42			15																		2017			225			221			290			308			363			340			265			301			286			297			311			316			3,523


									10			50			0			37			13																		2018			311			495			408			442			447			413			453			568			539			506			591			656			5,829


									11			45			0			25			20																		2019			614			703			630			0			0			0			0			0			0			0			0			0			1,947
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									2			63			3			38			22																		国内コクナイ			90			128			160			0			0			0			0			0			0			0			0			0			378


									3			75			1			49			25																		国外コクガイ			444			467			344			0			0			0			0			0			0			0			0			0			1,255


									4			37			2			34			1																		不明フメイ			80			108			126			0			0			0			0			0			0			0			0			0			314


									5			46			1			42			3																		月別合計ツキベツゴウケイ			614			703			630			0			0			0			0			0			0			0			0			0			1,947


									6			55			4			46			5


									7			35			3			29			3


									8			50			2			48			0


									9			65			3			61			1


									10			69			4			62			3


									11			63			2			53			8


									12			47			4			40			3


						2009			1			51			4			46			1


									2			78			18			53			7


									3			53			3			44			6


									4			55			4			41			10


									5			49			3			43			3									ドメイン対応タイオウ


									6			96			51			41			4			国内コクナイ			海外カイガイ			国内コクナイ			海外カイガイ


									7			94			32			62			0			46			65			14			3


									8			120			33			81			6			41			82			8			1


									9			89			39			49			1


									10			135			44			89			2


									11			113			54			57			2


									12			88			43			39			6


						2010			1			108			27			67			14						　　　


									2			105			15			68			22


									3			160			35			84			41


									4			134			41			76			17


									5			91			39			42			10


									6			163			77			68			18


									7			125			74			38			13


									8			175			101			44			30			horus			iris


									9			187			103			41			43			25			162


									10			252			177			58			17


									11			198			88			91			19


									12			88			19			53			16


						2011			1			122			24			77			21


									2			147			29			94			24


									3			136			31			76			29


									4			100			43			53			4


									5			139			32			83			24


									6			86			43			37			6


									7			71			9			53			9


									8			90			4			77			9


									9			65			18			35			12


									10			93			22			54			17


									11			91			19			58			14


									12			130			24			86			20


						2012			1			115			30			72			13


									2			80			7			55			18


									3			129			21			94			14


									4			143			29			83			31


									5			130			19			87			24


									6			94			20			55			19


									7			88			17			56			15


									8			95			26			54			15


									9			90			14			51			25


									10			130			25			87			18


									11			120			25			71			24


									12			110			24			69			17


						2013			1			149			42			84			23


									2			174			40			103			31


									3			151			30			98			23


									4			107			20			62			25


									5			93			27			37			29


									6			87			25			41			21


									7			127			33			73			21


									8			134			41			68			25


									9			208			91			78			39


									10			160			34			78			48


									11			220			99			74			47


									12			221			120			52			49


						2014			1			196			75			64			57


									2			171			70			70			31


									3			190			84			53			53


									4			165			50			71			44


									5			155			36			79			40


									6			189			81			76			32


									7			221			99			73			49


									8			105			26			63			16


									9			91			14			53			24


									10			146			41			78			27


									11			143			23			91			29


									12			117			11			67			39


						2015			1			225			22			136			67


									2			106			18			52			36


									3			135			14			93			28


									4			191			53			92			46


									5			144			35			74			35


									6			156			44			73			39


									7			189			51			96			42


									8			173			32			97			44


									9			160			30			75			55


									10			163			30			93			40


									11			153			35			88			30


									12			158			59			69			30


						2016			1			190			48			75			67


									2			267			96			95			76


									3			188			45			100			43


									4			205			44			115			46


									5			201			38			108			55


									6			236			44			89			103


									7			166			30			94			42


									8			147			43			73			31


									9			154			33			76			45


									10			139			24			88			27


									11			185			47			106			32


									12			197			63			85			49


						2017			1			191			56			111			24


									2			246			42			161			43


									3			270			85			152			33
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									5			221			69			115			37


									6			290			88			176			26


									7			308			69			196			43


									8			363			58			253			52


									9			340			46			237			57


									10			265			42			192			31


									11			301			32			216			53


									12			286			43			191			52


						2018			1			297			78			174			45


									2			311			58			212			41


									3			316			72			178			66


									4			311			67			166			78


									5			495			85			298			112


									6			408			76			258			74


						2018			7			442			110			255			77


									8			447			97			287			63


									9			413			102			242			69


									10			453			82			301			70


									11			568			105			330			133


									12			539			95			354			90


						2019			1			506			98			301			107


									2			591			72			430			89


									3			656			88			467			101


									4			614			90			444			80


									5			703			128			467			108


									6			630			160			344			126


									7
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年


フィッシングサイト件数


フィッシングサイト件数推移





2015	2016	2017	2018	2019	2132	2337	3523	5829	1947	年度


フィッシングサイト件数


フィッシングサイト件数推移


フィッシングサイト件数(2017年度)	


4	5	6	7	8	9	10	11	12	1	2	3	225	221	290	308	363	340	265	301	286	297	311	316	フィッシングサイト件数(2018年度)	4	5	6	7	8	9	10	11	12	1	2	3	311	495	408	442	447	413	453	568	539	506	591	656	月


フィッシングサイト件数


フィッシングサイト件数推移


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	442	447	413	453	568	539	506	591	656	614	703	630	月
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フィッシングサイト件数推移





2004	2005	2006	2007	2008	2009	2010	2011	2012	2013	2014	2015	2016	2017	2018	2019	75	341	650	696	649	1212	1818	1189	1474	1914	1798	2132	2337	3523	5829	年度


フィッシングサイト件数


フィッシングサイトのブランド推移


国内ブランド	
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7	8	9	10	11	12	1	2	3	4	5	6	255	287	242	301	330	354	301	430	467	444	467	344	不明	
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フィッシングサイト件数


Change in the Number of Phishing Sites
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Number of Phishing Sites


Change in the Number of Phishing Sites


Number of Phishing Sites  (2017 Fiscal Year)	


4	5	6	7	8	9	10	11	12	1	2	3	225	221	290	308	363	340	265	301	286	297	311	316	Number of Phishing Sites  (2018 Fiscal Year)	4	5	6	7	8	9	10	11	12	1	2	3	311	495	408	442	447	413	453	568	539	506	591	656	Month
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									9			3


									10			3
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						2009			1			22


									2			2


									3			2


						2009			4			12


									5			57


									6			5


									7			20


									8			1


									9			7


									10			204


									11			79


									12			89


						2010			1			385
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									4			205


									5			108
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									2			80
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									5			44


									6			69


									7			370


									8			215


									9			211


									10			216


									11			315


									12			206


						2013			1			325


									2			496


									3			363


									4			314


									5			505


									6			1028


									7			1106


									8			687


									9			981


									10			627


									11			363


									12			614


						2014			1			663


									2			258


									3			580


									4			364


									5			407


									6			352


									7			388


									8			187


									9			393


									10			321


									11			220


									12			240


						2015			1			247


									2			256


									3			289


									4			209


									5			175


									6			265


									7			244


									8			133


									9			215


									10			273


									11			292


									12			261


						2016			1			283


									2			519


									3			466


									4			623


									5			186


									6			256


									7			236


									8			158


									9			160


									10			180


									11			314


									12			194


						2017			1			143


									2			590


									3			234


									4			138


									5			155


									6			168


									7			75


									8			86


									9			93


						2017			10			111


									11			69


									12			96


						2018			1			122


									2			77


									3			69


									4			103


									5			105


									6			112


						2018			7			64


									8			66


									9			95


									10			96


									11			53


									12			93


						2019			1			43


									2			126


									3			60


									4			77


									5			110


									6			69


									7


									8


									9


									10


									11


									12





Web サイト改ざん件数推移


4-6月	2015	2016	2017	2018	2019	649	1065	461	320	256	7-9月	2015	2016	2017	2018	2019	592	554	254	225	0	10-12月	2015	2016	2017	2018	2019	826	688	276	242	0	1-3月	2015	2016	2017	2018	2019	1268	967	268	229	0	Webサイトの改ざん件数推移


総数	


2015	2016	2017	2018	2019	3335	3274	1259	1016	256	


改ざん数





改ざん件数	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2007	2008	2009	2009	2010	2011	2012	2013	2014	2015	2016	2017	2017	2018	2018	2019	1	0	3	0	0	0	3	0	0	1	0	1	1	0	9	3	9	6	7	1	3	3	4	5	22	2	2	12	57	5	20	1	7	204	79	89	385	221	203	205	108	248	85	162	106	117	35	47	17	12	20	6	10	18	14	28	31	46	65	53	22	80	40	26	44	69	370	215	211	216	315	206	325	496	363	314	505	1028	1106	687	981	627	363	614	663	258	580	364	407	352	388	187	393	321	220	240	247	256	289	209	175	265	244	133	215	273	292	261	283	519	466	623	186	256	236	158	160	180	314	194	143	590	234	138	155	168	75	86	93	111	69	96	122	77	69	103	105	112	64	66	95	96	53	93	43	126	60	77	110	69	月





年


Web  サイト改ざん件数


Webサイト改ざん件数推移


Webサイト改ざん件数(2017年度)	


4	5	6	7	8	9	10	11	12	1	2	3	138	155	168	75	86	93	111	69	96	122	77	69	Webサイト改ざん件数(2018年度)	4	5	6	7	8	9	10	11	12	1	2	3	103	105	112	64	66	95	96	53	93	43	126	60	月


Web サイト改ざん件数


Webサイト改ざん件数推移


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	64	66	95	96	53	93	43	126	60	77	110	69	月





年


Web サイト改ざん件数


改ざん件数	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2009	2010	2011	2012	2013	2014	2015	2016	2017	2017	2018	2018	2019	12	57	5	20	1	7	204	79	89	385	221	203	205	108	248	85	162	106	117	35	47	17	12	20	6	10	18	14	28	31	46	65	53	22	80	40	26	44	69	370	215	211	216	315	206	325	496	363	314	505	1028	1106	687	981	627	363	614	663	258	580	364	407	352	388	187	393	321	220	240	247	256	289	209	175	265	244	133	215	273	292	261	283	519	466	623	186	256	236	158	160	180	314	194	143	590	234	138	155	168	75	86	93	111	69	96	122	77	69	103	105	112	64	66	95	96	53	93	43	126	60	77	110	69	月





年


Web サイト改ざん件数


Change in the Number of Website Defacements


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	64	66	95	96	53	93	43	126	60	77	110	69	MO





YR


Number of Website Defacements


Change in the Number of  Website Defacements


Number of Website Defacements  (2017 Fiscal Year)	


4	5	6	7	8	9	10	11	12	1	2	3	138	155	168	75	86	93	111	69	96	122	77	69	Number of Website Defacements  (2018 Fiscal Year)	4	5	6	7	8	9	10	11	12	1	2	3	103	105	112	64	66	95	96	53	93	43	126	60	Month


Number of Website Defacements





マルウエア


						年ネン			月ツキ			マルウエア件数ケンスウ			mycert			mycert除くノゾ																					月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比			前年度比ゼンネンドヒ


						2004			4			9						9																					4-6月ガツ			25			18			4			3			9			598			1478			121			209			379			194			197			181			59			89			292			115%			228%


									5			10						10																					7-9月ガツ			12			5			20			3			10			2154			965			185			202			156			271			119			337			98			99			0			-100%			-100%


									6			6						6																					10-12月ガツ			17			8			5			7			10			1149			572			131			213			229			312			84			376			88			75			0			ERROR:#DIV/0!			-100%


									7			4						4																					1-3月ガツ			23			11			5			5			2			1410			352			162			181			211			260			100			91			63			136			0			ERROR:#DIV/0!			-100%


									8			6						6																					総数ソウスウ			77			42			34			18			31			5311			3367			599			805			975			1037			500			985			308			399			292


									9			2						2																					前年比ゼンネンヒ						-45%			-19%			-47%			72%			17032%			-37%			-82%			34%			21%			6%			-52%			97%			-69%			30%			-27%


									10			4						4																					年間ネンカン			54			54			40			18			34			3903			4425			789			786			945			988			660			994			336			326			428


									11			7						7


									12			6						6


						2005			1			8						8


									2			11						11


									3			4						4


									4			3						3


									5			6						6


									6			9						9


									7			1						1


									8			2						2


									9			2						2


									10			4						4


									11			2						2


									12			2						2


						2006			1			6						6


									2			3						3


									3			2						2


									4			1						1


									5			1						1


									6			2						2


									7			1						1


									8			15						15


									9			4						4


									10			3						3


									11			1						1


									12			1						1


						2007			1			3						3


									2			1						1


									3			1						1


									4			1						1


									5			1						1


									6			1						1


									7			0						0


									8			1						1


									9			2						2


									10			4						4


									11			1						1


									12			2						2


						2008			1			3						3


									2			1						1


									3			1						1


									4			5						5


									5			3						3


									6			1						1


									7			0						0


									8			4						4


									9			6						6


									10			6						6


									11			1						1


									12			3						3


						2009			1			2						2


									2			0						0


									3			0						0


									4			18						18


									5			118			91			27


									6			462			441			21


									7			697			644			53


									8			751			716			35


									9			706			686			20


									10			326			285			41


									11			427			413			14


									12			396			388			8


						2010			1			258			217			41


									2			419			299			120


									3			733			478			255


									4			615			445			170


									5			418			333			85


									6			445			293			152


									7			385			334			51


									8			332			253			79			horus			iris


									9			248			203			45			36			212


									10			205			167			38


									11			160			134			26


									12			207			185			22


						2011			1			131			115			16


									2			155			129			26


									3			66			50			16


									4			42			27			15


									5			54			32			22


									6			25			7			18


									7			38


									8			86


									9			61


									10			37


									11			53


									12			41


						2012			1			50


									2			50


									3			62


									4			70


									5			82


									6			57


									7			76


									8			42


									9			84


									10			86


									11			69


									12			58


						2013			1			64


									2			53


									3			64


									4			47


									5			135


									6			197


									7			43


									8			60


									9			53


						2013			10			70


									11			110


									12			49


						2014			1			110


									2			46


									3			55


									4			63


									5			72


									6			59


									7			76


									8			123


									9			72


									10			110


									11			96


									12			106


						2015			1			74


									2			84


									3			102


									4			56


									5			59


									6			82


									7			51


									8			30


									9			38


									10			25


									11			32


									12			27


						2016			1			29


									2			14


									3			57


									4			71


									5			43


									6			67


									7			157


									8			49


									9			131


									10			110


									11			116


									12			150


						2017			1			35


									2			24


									3			32


									4			24


									5			15


									6			20


									7			25


									8			42


									9			31


						2017			10			26


									11			28


									12			34


						2018			1			24


									2			17


									3			22


									4			29


									5			28


									6			32


						2018			7			28


									8			45


									9			26


									10			29


									11			12


									12			34


						2019			1			25


									2			33


									3			78


									4			42


									5			195


									6			55


									7


									8


									9


									10


									11


									12





総数	2015	2016	2017	2018	2019	500	985	308	399	292	4-6月	


2015	2016	2017	2018	2019	197	181	59	89	292	7-9月	


2015	2016	2017	2018	2019	119	337	98	99	0	10-12月	


2015	2016	2017	2018	2019	84	376	88	75	0	1-3月	


2015	2016	2017	2018	2019	100	91	63	136	0	年


報告件数


マルウエアサイト件数推移


マルウエアサイト件数(2017年度)	


4	5	6	7	8	9	10	11	12	1	2	3	24	15	20	25	42	31	26	28	34	24	17	22	マルウエアサイト件数(2018年度)	4	5	6	7	8	9	10	11	12	1	2	3	29	28	32	28	45	26	29	12	34	25	33	78	月


マルウエアサイト件数


マルウエアサイト件数推移


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	28	45	26	29	12	34	25	33	78	42	195	55	月





年


マルウエアサイト件数


mycert 除く	7	8	9	10	11	12	1	2	3	4	5	6	2011	51	79	45	38	26	22	16	26	16	15	22	18	mycert	7	8	9	10	11	12	1	2	3	4	5	6	2011	334	253	203	167	134	185	115	129	50	27	32	7	Change in Number of Malware Sites


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	28	45	26	29	12	34	25	33	78	42	195	55	MO





YR


Change in Number of Malware Sites


Change in Number of Malware Sites


Number of Malware Sites  (2017 Fiscal Year)	


4	5	6	7	8	9	10	11	12	1	2	3	24	15	20	25	42	31	26	28	34	24	17	22	Number of Malware Sites  (2018 Fiscal Year)	4	5	6	7	8	9	10	11	12	1	2	3	29	28	32	28	45	26	29	12	34	25	33	78	Month


Number of Malware Sites





スキャン


						年ネン			月ツキ			スキャン件数ケンスウ																											月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比			前年度比ゼンネンドヒ


						2004			4			206																											4-6月ガツ			859			575			340			238			350			278			349			958			2281			4629			1611			2442			1520			3447			1255			1216			-44%			-3%


									5			341																											7-9月ガツ			1658			578			219			575			161			469			492			1079			3391			2659			1948			1985			1098			2554			1162			0			-100%			-100%


									6			312																											10-12月ガツ			1864			707			192			583			148			228			1128			1624			2794			1560			3592			1526			2177			1979			1677			0			ERROR:#DIV/0!			-100%


									7			532																											1-3月ガツ			1160			501			215			300			171			322			919			1823			2379			1719			2980			1654			2391			1845			2165			0			ERROR:#DIV/0!			-100%


									8			486																											総数ソウスウ			5541			2361			966			1696			830			1297			2888			5484			10845			10567			10131			7607			7186			9825			6259			1216


									9			640																											前年比ゼンネンヒ						-57%			-59%			76%			-51%			56%			123%			90%			98%			-3%			-4%			-25%			-6%			37%			-36%			-81%


									10			461																											年間ネンカン			4381			3020			1252			1611			959			1146			2291			4580			10289			11227			8870			8933			6449			10371			5939			3381


									11			910


									12			493																											ポート			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			総数


						2005			1			431																											22/tcp			244			256			63			136			190			132			218			94			222			255			0			0			1,810


									2			366																											80/tcp			22			77			52			96			105			65			196			117			103			96			0			0			929


									3			363																											25/tcp			88			142			2			34			54			60			86			76			60			47			0			0			649


									4			252


									5			159																											port			4			5			6			7			8			9			10			11			12			1			2			3			total


									6			164																											22/tcp			244			256			63			136			190			132			218			94			222			255									1810


									7			165																											80/tcp			22			77			52			96			105			65			196			117			103			96									929


									8			227																											25/tcp			88			142			2			34			54			60			86			76			60			47									649


									9			186																											445/tcp			8			5			2			5			18			27			64			72			56			128									385


									10			218																											23/tcp			51			16			14			23			32			13			37			15			28			16									245


									11			260


									12			229


						2006			1			199


									2			145


									3			157


									4			134


									5			117


									6			89


									7			68


									8			86


									9			65


									10			57


									11			57


									12			78


						2007			1			81


									2			57


									3			77


									4			77


									5			86


									6			75


									7			140


									8			234


									9			201


									10			222


									11			207


									12			154


						2008			1			112


									2			49


									3			139


									4			130


									5			98


									6			122


									7			51


									8			54


									9			56


									10			30


									11			49


									12			69


						2009			1			49


									2			58


									3			64


									4			91


									5			72


									6			115


									7			104


									8			76


									9			289


									10			90


									11			93


									12			45


						2010			1			50


									2			107


									3			165


									4			126


									5			93


									6			130


									7			99


									8			115			horus			iris


									9			278			15			263


									10			491


									11			379


									12			258


						2011			1			217


									2			169


									3			533


									4			325


									5			320


									6			313


									7			429


									8			398


									9			252


									10			267


									11			538


									12			819


						2012			1			593


									2			504


									3			726


									4			769


									5			819


									6			693


									7			1563


									8			1270


									9			558


									10			833


									11			858


									12			1103


						2013			1			845


									2			634


									3			900


									4			904


									5			1237


									6			2488


									7			1556


									8			720


									9			383


									10			471


									11			661


									12			428


						2014			1			417


									2			567


									3			735


									4			558


									5			534


									6			519


									7			636


									8			563


									9			749


									10			738


									11			1130


									12			1724


						2015			1			1252


									2			885


									3			843


									4			976


									5			823


									6			643


									7			751


									8			534


									9			700


									10			509


									11			580


									12			437


						2016			1			374


									2			457


									3			823


									4			445


									5			576


									6			499


									7			371


									8			412


									9			315


									10			709


									11			679


									12			789


						2017			1			869


									2			682


									3			840


									4			751


									5			812


									6			1884


									7			1097


									8			827


									9			630


						2017			10			668


									11			687


									12			624


						2018			1			684


									2			618


									3			543


									4			481


									5			596


									6			178


						2018			7			346


									8			463


									9			353


									10			667


									11			433


									12			577


						2019			1			838


									2			587


									3			740


									4			501


									5			304


									6			411


									7


									8


									9


									10


									11


									12





総数	2015	2016	2017	2018	2019	7607	7186	9825	6259	1216	4-6月	


2015	2016	2017	2018	2019	2442	1520	3447	1255	1216	7-9月	


2015	2016	2017	2018	2019	1985	1098	2554	1162	0	10-12月	


2015	2016	2017	2018	2019	1526	2177	1979	1677	0	1-3月	


2015	2016	2017	2018	2019	1654	2391	1845	2165	0	年


報告件数


スキャン対象ポート別インシデント件数


22/tcp	4	5	6	7	8	9	10	11	12	1	2	3	244	256	63	136	190	132	218	94	222	255	0	0	80/tcp	4	5	6	7	8	9	10	11	12	1	2	3	22	77	52	96	105	65	196	117	103	96	0	0	25/tcp	4	5	6	7	8	9	10	11	12	1	2	3	88	142	2	34	54	60	86	76	60	47	0	0	月


インシデント件数


スキャン件数推移


スキャン件数(2017年度)	


4	5	6	7	8	9	10	11	12	1	2	3	751	812	1884	1097	827	630	668	687	624	684	618	543	スキャン件数(2018年度)	4	5	6	7	8	9	10	11	12	1	2	3	481	596	178	346	463	353	667	433	577	838	587	740	月


スキャン件数


スキャン件数推移


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	346	463	353	667	433	577	838	587	740	501	304	411	月





年


スキャン件数


スキャン件数	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2007	2008	2009	2010	2011	2012	2013	2014	2015	2016	2017	2017	2018	2018	2019	81	57	77	77	86	75	140	234	201	222	207	154	112	49	139	130	98	122	51	54	56	30	49	69	49	58	64	91	72	115	104	76	289	90	93	45	50	107	165	126	93	130	99	115	278	491	379	258	217	169	533	325	320	313	429	398	252	267	538	819	593	504	726	769	819	693	1563	1270	558	833	858	1103	845	634	900	904	1237	2488	1556	720	383	471	661	428	417	567	735	558	534	519	636	563	749	738	1130	1724	1252	885	843	976	823	643	751	534	700	509	580	437	374	457	823	445	576	499	371	412	315	709	679	789	869	682	840	751	812	1884	1097	827	630	668	687	624	684	618	543	481	596	178	346	463	353	667	433	577	838	587	740	501	304	411	Change in Number of Scan


7	8	9	10	11	12	1	2	3	4	5	6	2018	2019	346	463	353	667	433	577	838	587	740	501	304	411	MO





YR


Number of Scans


Change in Number of Scans


Number of Scan  (2017Fiscal Year)	


4	5	6	7	8	9	10	11	12	1	2	3	751	812	1884	1097	827	630	668	687	624	684	618	543	Number of Scan  (2018 Fiscal Year)	4	5	6	7	8	9	10	11	12	1	2	3	481	596	178	346	463	353	667	433	577	838	587	740	Month


Numbet of Scans





DoS


						年ネン			月ツキ			DoS 件数ケンスウ																											月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比			前年度比ゼンネンドヒ


						2004			4																														4-6月ガツ			0			0			0			0			0			0			2			1			11			71			88			71			11			3			0			10			-23%			ERROR:#DIV/0!


									5																														7-9月ガツ			0			0			0			0			0			0			5			0			12			12			18			21			54			7			10			0			-100%			-100%


									6																														10-12月ガツ			0			0			0			0			0			0			4			1			6			8			14			11			61			8			7			0			ERROR:#DIV/0!			-100%


									7																														1-3月ガツ			0			0			0			0			0			0			3			7			36			23			32			86			75			1			13			0			ERROR:#DIV/0!			-100%


									8																														総数ソウスウ			0			0			0			0			0			0			14			9			65			114			152			189			201			19			30			10


									9																														前年比ゼンネンヒ						ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			-36%			622%			75%			33%			24%			6%			-91%			58%			-67%


									10																														年次ネンジ			0			0			0			0			0			0			11			5			36			127			143			135			212			93			18			23


									11


									12


						2005			1


									2


									3


									4


									5


									6


									7


									8


									9


									10


									11


									12


						2006			1


									2


									3


									4


									5


									6


									7


									8


									9


									10


									11


									12


						2007			1


									2


									3


									4


									5


									6


									7


									8


									9


									10


									11


									12


						2008			1


									2


									3


									4


									5


									6


									7


									8


									9


									10


									11


									12


						2009			1


									2


									3


									4


									5


									6


									7


									8


									9


									10


									11


									12


						2010			1


									2


									3


									4			0


									5			0


									6			2


									7			0


									8			3


									9			2


									10			4


									11			0


									12			0


						2011			1			0


									2			3


									3			0


									4			1


									5			0


									6			0


									7			0


									8			0


									9			0


									10			1


									11			0


									12			0


						2012			1			0


									2			1


									3			6


									4			4


									5			5


									6			2


									7			3


									8			2


									9			7


									10			1


									11			3


									12			2


						2013			1			1


									2			1


									3			34


									4			61


									5			10


									6			0


									7			12


									8			0


									9			0


									10			5


									11			2


									12			1


						2014			1			3


									2			0


									3			20


									4			50


									5			33


									6			5


									7			7


									8			0


									9			11


									10			1


									11			0


									12			13


						2015			1			23


									2			1


									3			8


									4			61


									5			3


									6			7


									7			13


									8			1


									9			7


									10			5


									11			3


									12			3


						2016			1			14


									2			39


									3			33


									4			5


									5			1


									6			5


									7			5


									8			9


									9			40


									10			59


									11			2


									12			0


						2017			1			16


									2			58


									3			1


									4			1


									5			1


									6			1


									7			1


									8			0


									9			6


									10			6


									11			2


									12			0


						2018			1			0


									2			1


									3			0


									4			0


									5			0


									6			0


									7			9


									8			0


									9			1


									10			2


									11			1


									12			4


						2019			1			9


									2			4


									3			0


									4			2


									5			2


									6			6


									7


									8


									9


									10


									11


									12





総数	2015	2016	2017	2018	2019	189	201	19	30	10	4-6月	


2015	2016	2017	2018	2019	71	11	3	0	10	7-9月	


2015	2016	2017	2018	2019	21	54	7	10	0	10-12月	


2015	2016	2017	2018	2019	11	61	8	7	0	1-3月	


2015	2016	2017	2018	2019	86	75	1	13	0	年


報告件数


DoS/DDoS 件数推移


7	8	9	10	11	12	1	2	3	4	5	6	2017	5	9	40	59	2	0	16	58	1	1	1	1	月





年





DoS 件数





その他


						年ネン			月ツキ			その他件数タケンスウ			other			keylogger			forged																		月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比			前年度比ゼンネンドヒ


						2004			4			3			1						2																		4-6月ガツ			22			38			146			290			219			231			407			123			825			1872			735			274			342			623			708			491			-27%			-31%


									5			13			10						3																		7-9月ガツ			9			7			314			239			1161			187			459			113			592			2214			760			450			276			867			604			0			-100%			-100%


									6			6			3						3																		10-12月ガツ			4			36			95			170			293			144			197			105			1183			785			498			224			260			1490			923			0			ERROR:#DIV/0!			-100%


									7			4			3						1																		1-3月ガツ			17			192			92			181			303			279			155			77			1435			518			950			373			610			743			670			0			ERROR:#DIV/0!			-100%


									8			3			1						2																		総数ソウスウ			52			273			647			880			1976			841			1218			418			4035			5389			2943			1321			1488			3723			2905			491


									9			2			0						2																		前年比ゼンネンヒ						425%			137%			36%			125%			-57%			45%			-66%			865%			34%			-45%			-55%			13%			150%			-22%			-83%


									10			1			1						0																					35			98			747			791			1854			865			1342			496			2677			6306			2511			1898			1251			3590			2978			1161


									11			2			1						1


									12			1			0						1


						2005			1			4			4						0


									2			8			8						0


									3			5			4						1


									4			13			9						4


									5			18			16						2


									6			7			5						2


									7			1			1						0


									8			5			4						1


									9			1			1						0


									10			19			17						2


									11			5			5						0


									12			12			11						1


						2006			1			153			33						120


									2			22			19						3


									3			17			15						2


									4			47			47						0


									5			44			43						1


									6			55			55						0


									7			142			142						0


									8			87			84						3


									9			85			85						0


									10			36			36						0


									11			32			31						1


									12			27			27						0


						2007			1			31			26						5


									2			31			31						0


									3			30			30						0


									4			84			83						1


									5			100			100						0


									6			106			106						0


									7			128			128						0


									8			60			60						0


									9			51			50						1


									10			60			53						7


									11			58			55						3


									12			52			51						1


						2008			1			62			62						0


									2			55			55						0


									3			64			64						0


									4			65			65						0


									5			56			49						7


									6			98			98						0


									7			336			336						0


									8			702			700						2


									9			123			122						1


									10			88			82						6


									11			97			93						4


									12			108			107						1


						2009			1			107			107						0


									2			91			91						0


									3			105			103						2


									4			82			82			0			0


									5			74			74			0			0


									6			75			70			5			0


									7			59			57			2			0


									8			59			57			2			0


									9			69			69			0			0


									10			50			46			4			0


									11			42			42			0			0


									12			52			51			1			0


						2010			1			60			56			4			0


									2			96			92			4			0


									3			123			123			0			0


									4			118			113			5			0


									5			136			135			1			0


									6			153			149			4			0


									7			150			150			0			0


									8			152			152			0			0


									9			157			156			1			0


									10			113			113			0			0


									11			26			26			0			0


									12			58			58			0			0


						2011			1			55			55			0			0


									2			36			36			0			0


									3			64			61			3			0


									4			29			27			2			0


									5			46			43			3			0


									6			48			47			1			0


									7			42			41			1			0


									8			48			46			2			0


									9			23			22			1			0


									10			8			8			0			0


									11			52			43			9			0


									12			45			43			2			0


						2012			1			10			10			0			0


									2			16			16			0			0


									3			51			51			0			0


									4			215			215			0			0


									5			425			425			0			0


									6			185			184			1			0


									7			143			143			0			0


									8			211			211			0			0


									9			238			238			0			0


									10			303			303			0			0


									11			342			342			0			0


									12			538			537			1			0


						2013			1			562			562			0


									2			478			477			1


									3			395			391			4


									4			239			235			4


									5			970			970			0


									6			663			663			0


									7			366			366			0


									8			678			676			2


									9			1170			1170			0


									10			123			123			0


									11			416			416			0


									12			246			246			0


						2014			1			254			254			0


									2			148			148			0


									3			116			116			0


									4			197			197			0


									5			200			200			0


									6			338			338			0


									7			146			146			0


									8			225			225			0


									9			389			389			0


									10			179			179			0


									11			115			115			0


									12			204			204			0


						2015			1			306			306			0


									2			359			359


									3			285			285


									4			116			116


									5			91			90			1


									6			67			67


									7			352			352


									8			36			36


									9			62			62


									10			50			50


									11			69			69


									12			105			105


						2016			1			94			94


									2			107			107


									3			172			172


									4			141			141


									5			143			143


									6			58			58


									7			74			74


									8			90			90


									9			112			112


									10			73			73


									11			96			96


									12			91			91


						2017			1			144			144


									2			242			242


									3			224			224


									4			206			206


									5			181			181


									6			236			236


									7			262			262


									8			260			260


									9			345			345


									10			432			432


									11			607			607


									12			451			451


						2018			1			293			293


									2			197			197


									3			253			253


									4			205			205


									5			198			198


									6			305			305


									7			188			188


									8			137			137


									9			279			279


									10			376			376


									11			330			330


									12			217			217


						2019			1			227			227


									2			218			218


									3			225			225


									4			174			174


									5			179			179


									6			138			138


									7			0


									8			0


									9			0


									10			0


									11			0


									12			0





総数	2015	2016	2017	2018	2019	1321	1488	3723	2905	491	4-6月	


2015	2016	2017	2018	2019	274	342	623	708	491	7-9月	


2015	2016	2017	2018	2019	450	276	867	604	0	10-12月	


2015	2016	2017	2018	2019	224	260	1490	923	0	1-3月	


2015	2016	2017	2018	2019	373	610	743	670	0	年


報告件数


その他件数推移


7	8	9	10	11	12	1	2	3	4	5	6	2015	146	225	389	179	115	204	306	359	285	116	91	67	月





年





その他件数


その他件数推移


その他件数(2009年度)	4	5	6	7	8	9	10	11	12	1	2	3	82	74	75	59	59	69	50	42	52	60	96	123	その他件数(2010年度)	118	136	153	150	152	157	113	26	58	55	36	64	月


その他件数





制御システム





						年ネン			月ツキ			制御システム 件数セイギョケンスウ																											月/年度ツキネンド			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019						前期比ゼンキヒ			前年度比ゼンネンドヒ


						2004			4			-																											4-6月ガツ			0			0			0			0			0			0			0			0			0			1			0			4			15			27			0			0						ERROR:#DIV/0!			ERROR:#DIV/0!


									5			-																											7-9月ガツ			0			0			0			0			0			0			0			0			0			0			6			0			5			13			0			0						ERROR:#DIV/0!			ERROR:#DIV/0!


									6			-																											10-12月ガツ			0			0			0			0			0			0			0			0			0			1			3			12			24			33			0			0						ERROR:#DIV/0!			ERROR:#DIV/0!


									7			-																											1-3月ガツ			0			0			0			0			0			0			0			0			3			0			5			11			4			7			0			0						ERROR:#DIV/0!			ERROR:#DIV/0!


									8			-																											総数ソウスウ			0			0			0			0			0			0			0			0			3			2			14			27			48			80			0			0


									9			-																											前年比ゼンネンヒ			-			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			-33%			600%			93%			78%			67%			-100%			ERROR:#DIV/0!


									10			-																											年間ネンカン			0			0			0			0			0			0			0			0			0			5			9			21			55			77			7			0


									11			-


									12			-


						2005			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2006			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2007			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2008			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2009			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2010			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2011			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2012			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2013			1			3


									2			0


									3			0


									4			0


									5			1


									6			0


									7			0


									8			0


									9			0


									10			0


									11			0


									12			1


						2014			1			0


									2			0


									3			0


									4			0


									5			0


									6			0


									7			0


									8			0


									9			6


									10			0


									11			3


									12			0


						2015			1			0


									2			4


									3			1


									4			0


									5			4


									6			0


									7			0


									8			0


									9			0


									10			0


									11			4


									12			8


						2016			1			8


									2			3


									3			0


									4			6


									5			9


									6			0


									7			2


									8			2


									9			1


									10			3


									11			13


									12			8


						2017			1			3


									2			0


									3			1


									4			25


									5			2


									6			0


									7			0


									8			9


									9			4


									10			9


									11			12


									12			12


						2018			1			2


									2			0


									3			5


									4			0			12


									5			0			2			2018Q1 ICSRのレポートとの件数のずれを解消するためカウントを見直すケンスウカイショウミナオ


									6			0			12


									7			0


									8			0


									9			0


									10			0


									11			0


									12			0


						2019			1			0


									2			0


									3			0


									4			0


									5			0


									6			0


									7


									8


									9


									10


									11


									12








標的型攻撃





						年ネン			月ツキ			標的型攻撃件数ヒョウテキガタコウゲキケンスウ			通知組織数ツウチソシキスウ			現地対応ゲンチタイオウ																					月/年度ツキネンド			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比ゼンキヒ			前年度比ゼンネンドヒ


						2004			4			-																											4-6月ガツ			0			0			0			0			0			0			0			0			0			0			0			60			15			9			9			1			-83%			-89%


									5			-																											7-9月ガツ			0			0			0			0			0			0			0			0			0			0			0			59			10			7			7			0			-100%			-100%


									6			-																											10-12月ガツ			0			0			0			0			0			0			0			0			0			0			0			12			15			9			4			0			ERROR:#DIV/0!			-100%


									7			-																											1-3月ガツ			0			0			0			0			0			0			0			0			0			0			0			6			11			6			6			0			ERROR:#DIV/0!			-100%


									8			-																											総数ソウスウ			0			0			0			0			0			0			0			0			0			0			0			137			51			31			26			1


									9			-																											前年比ゼンネンヒ			-			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			-63%			-39%			-16%			-96%


									10			-																											年間ネンカン			0			0			0			0			0			0			0			0			0			0			0			131			46			36			26			7


									11			-


									12			-																											組織ソシキ


						2005			1			-																											月/年度ツキネンド			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比ゼンキヒ			前年度比ゼンネンドヒ


									2			-																											4-6月ガツ																																				66			2			2			3			0			-100%			-100%


									3			-																											7-9月ガツ																																				67			2			7			3			0			ERROR:#DIV/0!			-100%


									4			-																											10-12月ガツ																																				11			7			7			0			0			ERROR:#DIV/0!			ERROR:#DIV/0!


									5			-																											1-3月ガツ																																				4			0			0			2			0			ERROR:#DIV/0!			-100%


									6			-																											総数ソウスウ																																				148			11			16			8			0


									7			-																											前年比ゼンネンヒ			-			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			ERROR:#DIV/0!			-93%			45%			-50%			-100%


									8			-																											年間ネンカン			0			0			0			0			0			0			0			0			0			0			0			144			15			16			6			2


									9			-


									10			-


									11			-


									12			-


						2006			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2007			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2008			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2009			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2010			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2011			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2012			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2013			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2014			1			-


									2			-


									3			-


									4			-


									5			-


									6			-


									7			-


									8			-


									9			-


									10			-


									11			-


									12			-


						2015			1			-


									2			-


									3			-


						2015			4			12			66


									5			21


									6			27


									7			26			67


									8			22


									9			11


									10			4			11


									11			4


									12			4


						2016			1			2			4


									2			4


									3			0


									4			1			2


									5			9


									6			5


									7			1			2


									8			6


									9			3


									10			8			7


									11			4


									12			3


						2017			1			4			0


									2			6


									3			1


									4			6			2


									5			1


									6			2


									7			3			7


									8			0


									9			4


									10			5			7


									11			4


									12			0


						2018			1			2			0


									2			2


									3			2


									4			2			3


									5			3


									6			4


									7			4			3


									8			3


									9			0


									10			0			0


									11			4


									12			0


						2019			1			1			2


									2			3


									3			2


									4			1


									5			0


									6			0


									7


									8


									9


									10


									11


									12





標的型攻撃件数の推移


標的型攻撃件数	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2015	2016	2017	2018	2019	12	21	27	26	22	11	4	4	4	2	4	0	1	9	5	1	6	3	8	4	3	4	6	1	6	1	2	3	0	4	5	4	0	2	2	2	2	3	4	4	3	0	0	4	0	1	3	2	1	0	0	月





年


標的型攻撃件数





インシデント


						年ネン			月ツキ			インシデント件数ケンスウ			フィッシング			改ざんカイ			マルウエア			スキャン			DoS			制御システムセイギョ			標的型攻撃ヒョウテキガタコウゲキ			その他タ


						2004			4			225			3			4			9			206			0			-			-			3									月ツキ			2004			2005			2006			2007			2008			2009			2010			2011			2012			2013			2014			2015			2016			2017			2018			2019			前期比			前年度比ゼンネンドヒ


									5			368			3			1			10			341			0			-			-			13									4-6月ガツ			920			715			661			668			734			1381			3185			1562			3832			9086			4260			4188			3791			5365			3595			4213			-15%			17%


									6			327			2			1			6			312			0			-			-			6									7-9月ガツ			1685			678			713			1028			1493			3141			2761			1676			5266			8284			4388			3748			2801			4811			3409			0			-100%			-100%


									7			543			3			0			4			532			0			-			-			4									10-12月ガツ			1904			855			414			925			642			2229			2638			2339			5293			4788			5606			3169			4122			4735			4488			0			ERROR:#DIV/0!			-100%


									8			497			1			1			6			486			0			-			-			3									1-3月ガツ			1248			794			524			684			684			3193			1883			2535			5692			4529			5485			4143			4856			3857			4972			0			ERROR:#DIV/0!			-100%


									9			645			0			1			2			640			0			-			-			2									総数ソウスウ			5757			3042			2312			3305			3553			9944			10467			8112			20083			26687			19739			15248			15570			18768			16464			4213


									10			470			4			0			4			461			0			-			-			1									前年比ゼンネンヒ			-			-47%			-24%			43%			8%			180%			5%			-22%			148%			33%			-26%			-23%			2%			21%			-12%			-74%


									11			927			7			1			7			910			0			-			-			2									年間ネンカン			4509			3496			2582			3145			3553			7435			11777			7460			16926			27850			18783			16590			14857			19767			15349			9185


									12			507			7			0			6			493			0			-			-			1


						2005			1			455			11			1			8			431			0			-			-			4									インシデントタイプ別分類件数ベツブンルイケンスウ			4			5			6			7			8			9			10			11			12			1			2			3


									2			403			18			0			11			366			0			-			-			8									インシデント分類ブンルイ			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			分類別合計ブンルイベツ						行ラベル			合計 / 分類別合計


									3			390			16			2			4			363			0			-			-			5									フィッシング			614			703			630			0			0			0			0			0			0			0			0			0			1,947						 			3722


									4			293			23			2			3			252			0			-			-			13									Web サイト改ざんカイ			77			110			69			0			0			0			0			0			0			0			0			0			256						フィッシングサイト			1947			0.2886304296


									5			213			27			3			6			159			0			-			-			18									マルウエア			42			195			55			0			0			0			0			0			0			0			0			0			292						スキャン			1216			0.060764301


									6			209			28			1			9			164			0			-			-			7									スキャン			501			304			411			0			0			0			0			0			0			0			0			0			1,216						マルウエアサイト			292


									7			194			24			3			1			165			0			-			-			1									DoS			2			2			6			0			0			0			0			0			0			0			0			0			10						Web サイト改ざん			256


									8			266			29			3			2			227			0			-			-			5									制御システム			0			0			0			0			0			0			0			0			0			0			0			0			0						DoS/DDoS			10


									9			218			24			5			2			186			0			-			-			1									標的型攻撃ヒョウテキガタコウゲキ			1			0			0			0			0			0			0			0			0			0			0			0			1						標的型攻撃			1


									10			276			34			1			4			218			0			-			-			19									その他			174			179			138			0			0			0			0			0			0			0			0			0			491						その他			491


									11			299			31			1			2			260			0			-			-			5									月別合計ツキベツゴウケイ			1,411			1,493			1,309			0			0			0			0			0			0			0			0			0			4,213						総計			4213


									12			280			37			0			2			229			0			-			-			12


						2006			1			389			27			4			6			199			0			-			-			153


									2			202			31			1			3			145			0			-			-			22


									3			203			26			1			2			157			0			-			-			17


									4			236			54			0			1			134			0			-			-			47


									5			222			60			0			1			117			0			-			-			44


									6			203			49			8			2			89			0			-			-			55


									7			268			57			0			1			68			0			-			-			142


									8			236			47			1			15			86			0			-			-			87


									9			209			55			0			4			65			0			-			-			85


									10			150			53			1			3			57			0			-			-			36


									11			127			36			1			1			57			0			-			-			32


									12			137			31			0			1			78			0			-			-			27


						2007			1			164			48			1			3			81			0			-			-			31


									2			191			102			0			1			57			0			-			-			31


									3			169			58			3			1			77			0			-			-			30


									4			199			37			0			1			77			0			-			-			84


									5			238			51			0			1			86			0			-			-			100


									6			231			49			0			1			75			0			-			-			106


									7			368			97			3			0			140			0			-			-			128


									8			349			54			0			1			234			0			-			-			60


									9			311			57			0			2			201			0			-			-			51


									10			337			50			1			4			222			0			-			-			60


									11			311			45			0			1			207			0			-			-			58


									12			277			68			1			2			154			0			-			-			52


						2008			1			228			50			1			3			112			0			-			-			62


									2			168			63			0			1			49			0			-			-			55


									3			288			75			9			1			139			0			-			-			64


									4			240			37			3			5			130			0			-			-			65


									5			212			46			9			3			98			0			-			-			56


									6			282			55			6			1			122			0			-			-			98


									7			429			35			7			0			51			0			-			-			336


									8			811			50			1			4			54			0			-			-			702


									9			253			65			3			6			56			0			-			-			123


									10			196			69			3			6			30			0			-			-			88


									11			214			63			4			1			49			0			-			-			97


									12			232			47			5			3			69			0			-			-			108


						2009			1			231			51			22			2			49			0			-			-			107


									2			229			78			2			0			58			0			-			-			91


									3			224			53			2			0			64			0			-			-			105


									4			258			55			12			18			91			0			-			-			82


									5			370			49			57			118			72			0			-			-			74


									6			753			96			5			462			115			0			-			-			75


									7			974			94			20			697			104			0			-			-			59


									8			1007			120			1			751			76			0			-			-			59


									9			1160			89			7			706			289			0			-			-			69


									10			805			135			204			326			90			0			-			-			50


									11			754			113			79			427			93			0			-			-			42


									12			670			88			89			396			45			0			-			-			52


						2010			1			861			108			385			258			50			0			-			-			60


									2			948			105			221			419			107			0			-			-			96


									3			1384			160			203			733			165			0			-			-			123


									4			1198			134			205			615			126			0			-			-			118


									5			846			91			108			418			93			0			-			-			136


									6			1141			163			248			445			130			2			-			-			153


									7			844			125			85			385			99			0			-			-			150


									8			939			175			162			332			115			3			-			-			152			horus			iris


									9			978			187			106			248			278			2			-			-			157			107			871


									10			1182			252			117			205			491			4			-			-			113


									11			798			198			35			160			379			0			-			-			26


									12			658			88			47			207			258			0			-			-			58


						2011			1			542			122			17			131			217			0			-			-			55


									2			522			147			12			155			169			3			-			-			36


									3			819			136			20			66			533			0			-			-			64


									4			503			100			6			42			325			1			-			-			29


									5			569			139			10			54			320			0			-			-			46


									6			490			86			18			25			313			0			-			-			48


									7			594			71			14			38			429			0			-			-			42


									8			650			90			28			86			398			0			-			-			48


									9			432			65			31			61			252			0			-			-			23


									10			452			93			46			37			267			1			-			-			8


									11			799			91			65			53			538			0			-			-			52


									12			1088			130			53			41			819			0			-			-			45


						2012			1			790			115			22			50			593			0			-			-			10


									2			731			80			80			50			504			1			-			-			16


									3			1014			129			40			62			726			6			-			-			51


									4			1227			143			26			70			769			4			-			-			215


									5			1505			130			44			82			819			5			-			-			425


									6			1100			94			69			57			693			2			-			-			185


									7			2243			88			370			76			1563			3			-			-			143


									8			1835			95			215			42			1270			2			-			-			211


									9			1188			90			211			84			558			7			-			-			238


									10			1569			130			216			86			833			1			-			-			303


									11			1707			120			315			69			858			3			-			-			342


									12			2017			110			206			58			1103			2			-			-			538


						2013			1			1949			149			325			64			845			1			3			-			562


									2			1836			174			496			53			634			1			0			-			478


									3			1907			151			363			64			900			34			0			-			395


									4			1672			107			314			47			904			61			0			-			239


									5			2951			93			505			135			1237			10			1			-			970


									6			4463			87			1028			197			2488			0			0			-			663


									7			3210			127			1106			43			1556			12			0			-			366


									8			2279			134			687			60			720			0			0			-			678


									9			2795			208			981			53			383			0			0			-			1170


									10			1456			160			627			70			471			5			0			-			123


									11			1772			220			363			110			661			2			0			-			416


									12			1560			221			614			49			428			1			1			-			246


						2014			1			1643			196			663			110			417			3			0			-			254


									2			1190			171			258			46			567			0			0			-			148


									3			1696			190			580			55			735			20			0			-			116


									4			1397			165			364			63			558			50			0			-			197


									5			1401			155			407			72			534			33			0			-			200


									6			1462			189			352			59			519			5			0			-			338


									7			1474			221			388			76			636			7			0			-			146


									8			1203			105			187			123			563			0			0			-			225


									9			1711			91			393			72			749			11			6			-			389


									10			1495			146			321			110			738			1			0			-			179


									11			1707			143			220			96			1130			0			3			-			115


									12			2404			117			240			106			1724			13			0			-			204


						2015			1			2127			225			247			74			1252			23			0			-			306


									2			1695			106			256			84			885			1			4			-			359


									3			1663			135			289			102			843			8			1			-			285


									4			1621			191			209			56			976			61			0			12			116


									5			1320			144			175			59			823			3			4			21			91


									6			1247			156			265			82			643			7			0			27			67


									7			1626			189			244			51			751			13			0			26			352


									8			929			173			133			30			534			1			0			22			36


									9			1193			160			215			38			700			7			0			11			62


									10			1029			163			273			25			509			5			0			4			50


									11			1137			153			292			32			580			3			4			4			69


									12			1003			158			261			27			437			3			8			4			105


						2016			1			994			190			283			29			374			14			8			2			94


									2			1410			267			519			14			457			39			3			4			107


									3			1739			188			466			57			823			33			0			0			172


									4			1497			205			623			71			445			5			6			1			141


									5			1168			201			186			43			576			1			9			9			143


									6			1126			236			256			67			499			5			0			5			58


									7			1012			166			236			157			371			5			2			1			74


									8			873			147			158			49			412			9			2			6			90


									9			916			154			160			131			315			40			1			3			112


									10			1281			139			180			110			709			59			3			8			73


									11			1409			185			314			116			679			2			13			4			96


									12			1432			197			194			150			789			0			8			3			91


						2017			1			1405			191			143			35			869			16			3			4			144


									2			1848			246			590			24			682			58			0			6			242


									3			1603			270			234			32			840			1			1			1			224


									4			1376			225			138			24			751			1			25			6			206


									5			1388			221			155			15			812			1			2			1			181


									6			2601			290			168			20			1884			1			0			2			236


									7			1771			308			75			25			1097			1			0			3			262


									8			1587			363			86			42			827			0			9			0			260


									9			1453			340			93			31			630			6			4			4			345


									10			1522			265			111			26			668			6			9			5			432


									11			1710			301			69			28			687			2			12			4			607


									12			1503			286			96			34			624			0			12			0			451


						2018			1			1424			297			122			24			684			0			2			2			293


									2			1223			311			77			17			618			1			0			2			197


									3			1210			316			69			22			543			0			5			2			253


									4			1131			311			103			29			481			0			0			2			205


									5			1425			495			105			28			596			0			0			3			198


									6			1039			408			112			32			178			0			0			4			305


									7			1081			442			64			28			346			9			0			4			188


									8			1161			447			66			45			463			0			0			3			137


									9			1167			413			95			26			353			1			0			0			279


									10			1623			453			96			29			667			2			0			0			376


									11			1401			568			53			12			433			1			0			4			330


									12			1464			539			93			34			577			4			0			0			217


						2019			1			1649			506			43			25			838			9			0			1			227


									2			1562			591			126			33			587			4			0			3			218


									3			1761			656			60			78			740			0			0			2			225


									4			1411			614			77			42			501			2			0			1			174


									5			1493			703			110			195			304			2			0			0			179


									6			1309			630			69			55			411			6			0			0			138


									7			0			0			0			0			0			0			0			0			0


									8			0			0			0			0			0			0			0			0			0


									9			0			0			0			0			0			0			0			0			0


									10			0			0			0			0			0			0			0			0			0


									11			0			0			0			0			0			0			0			0			0


									12			0			0			0			0			0			0			0			0			0





インシデント件数の年次推移


総数	


2015	2016	2017	2018	2019	15248	15570	18768	16464	4213	年度


インシデント件数


4-6月	


2015	2016	2017	2018	2019	4188	3791	5365	3595	4213	7-9月	


2015	2016	2017	2018	2019	3748	2801	4811	3409	0	10-12月	


2015	2016	2017	2018	2019	3169	4122	4735	4488	0	1-3月	


2015	2016	2017	2018	2019	4143	4856	3857	4972	0	年


インシデント件数


インシデント分類別件数


フィッシング	4	5	6	7	8	9	10	11	12	1	2	3	614	703	630	0	0	0	0	0	0	0	0	0	Web サイト改ざん	4	5	6	7	8	9	10	11	12	1	2	3	77	110	69	0	0	0	0	0	0	0	0	0	マルウエア	4	5	6	7	8	9	10	11	12	1	2	3	42	195	55	0	0	0	0	0	0	0	0	0	スキャン	4	5	6	7	8	9	10	11	12	1	2	3	501	304	411	0	0	0	0	0	0	0	0	0	DoS	2	2	6	0	0	0	0	0	0	0	0	0	制御システム	4	5	6	7	8	9	10	11	12	1	2	3	0	0	0	0	0	0	0	0	0	0	0	0	標的型攻撃	1	0	0	0	0	0	0	0	0	0	0	0	その他	4	5	6	7	8	9	10	11	12	1	2	3	174	179	138	0	0	0	0	0	0	0	0	0	月


インシデント件数


インシデント件数の推移


インシデント件数(2009年7月 - 2010年6月)	7	8	9	10	11	12	1	2	3	4	5	6	974	1007	1160	805	754	670	861	948	1384	1198	846	1141	インシデント件数(2010年7月 - 2011年6月)	844	939	978	1182	798	658	542	522	819	503	569	490	月


インシデント件数


フィッシング	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2010	2011	2012	2013	2014	2015	2016	2017	51	78	53	55	49	96	94	120	89	135	113	88	108	105	160	134	91	163	125	175	187	252	198	88	122	147	136	100	139	86	71	90	65	93	91	130	115	80	129	143	130	94	88	95	90	130	120	110	149	174	151	107	93	87	127	134	208	160	220	221	196	171	190	165	155	189	221	105	91	146	143	117	225	106	135	191	144	156	189	173	160	163	153	158	190	267	188	205	201	236	166	147	154	139	185	197	191	246	270	225	221	290	改ざん	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2010	2011	2012	2013	2014	2015	2016	2017	22	2	2	12	57	5	20	1	7	204	79	89	385	221	203	205	108	248	85	162	106	117	35	47	17	12	20	6	10	18	14	28	31	46	65	53	22	80	40	26	44	69	370	215	211	216	315	206	325	496	363	314	505	1028	1106	687	981	627	363	614	663	258	580	364	407	352	388	187	393	321	220	240	247	256	289	209	175	265	244	133	215	273	292	261	283	519	466	623	186	256	236	158	160	180	314	194	143	590	234	138	155	168	マルウエア	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2010	2011	2012	2013	2014	2015	2016	2017	2	0	0	18	118	462	697	751	706	326	427	396	258	419	733	615	418	445	385	332	248	205	160	207	131	155	66	42	54	25	38	86	61	37	53	41	50	50	62	70	82	57	76	42	84	86	69	58	64	53	64	47	135	197	43	60	53	70	110	49	110	46	55	63	72	59	76	123	72	110	96	106	74	84	102	56	59	82	51	30	38	25	32	27	29	14	57	71	43	67	157	49	131	110	116	150	35	24	32	24	15	20	スキャン	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2010	2011	2012	2013	2014	2015	2016	2017	49	58	64	91	72	115	104	76	289	90	93	45	50	107	165	126	93	130	99	115	278	491	379	258	217	169	533	325	320	313	429	398	252	267	538	819	593	504	726	769	819	693	1563	1270	558	833	858	1103	845	634	900	904	1237	2488	1556	720	383	471	661	428	417	567	735	558	534	519	636	563	749	738	1130	1724	1252	885	843	976	823	643	751	534	700	509	580	437	374	457	823	445	576	499	371	412	315	709	679	789	869	682	840	751	812	1884	DoS	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2010	2011	2012	2013	2014	2015	2016	2017	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	2	0	3	2	4	0	0	0	3	0	1	0	0	0	0	0	1	0	0	0	1	6	4	5	2	3	2	7	1	3	2	1	1	34	61	10	0	12	0	0	5	2	1	3	0	20	50	33	5	7	0	11	1	0	13	23	1	8	61	3	7	13	1	7	5	3	3	14	39	33	5	1	5	その他	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	7	8	9	10	11	12	1	2	3	4	5	6	2010	2011	2012	2013	2014	2015	2016	2017	107	91	105	82	74	75	59	59	69	50	42	52	60	96	123	118	136	153	150	152	157	113	26	58	55	36	64	29	46	48	42	48	23	8	52	45	10	16	51	215	425	185	143	211	238	303	342	538	562	478	395	239	970	663	366	678	1170	123	416	246	254	148	116	197	200	338	146	225	389	179	115	204	306	359	285	116	91	67	352	36	62	50	69	105	94	107	172	141	143	58	74	90	112	73	96	91	144	242	224	206	181	236	インシデント分類別件数の割合





集計	


フィッシングサイト	スキャン	マルウエアサイト	Web サイト改ざん	DoS/DDoS	標的型攻撃	 	その他	1947	1216	292	256	10	1	491	


IR REPORT


			2019			1Q


									4月			5月			6月			合計ゴウケイ			前四半期
合計												ポート			4月			5月			6月			合計ゴウケイ									行ラベル			合計 / 合計


						報告件数 (注2)			1,274			1,299			1,257			3,830			4,433			-14%						1			22/tcp			204			127			200			531			531						 			3721


						インシデント件数 （注3）			1,411			1,493			1,309			4,213			4,972			-15%						2			80/tcp			109			74			47			230			230						フィッシングサイト			1947			28.9%


						調整件数（注4）			902			943			960			2,805			2,916			-4%						3			25/tcp			71			54			94			219			219						スキャン			1216


						通知先組織数ツウチサキソシキスウ																								4			445/tcp			48			2			18			68			68						マルウエアサイト			292


																														5			443/tcp			5			14			32			51			51						Webサイト改ざん			256


						インシデント			4月			5月			6月			合計ゴウケイ			前四半期
合計マエシハンキ									6			21/tcp			13			18			2			33			33						DoS/DDoS			10


						フィッシングサイト			614			703			630			1,947			1,753			11%						7			23/tcp			8			14			7			29			29						その他			491


						Webサイト改ざん			77			110			69			256			229			12%						8			2222/tcp			21			4			4			29			29						総計			4212


						マルウエアサイト			42			195			55			292			136			115%						9			7001/tcp			0			5			11			16			16


						スキャン			501			304			411			1,216			2,165			-44%						10			222/tcp			16			0			0			16			16


						DoS/DDoS			2			2			6			10			13			-23%						11			62223/tcp			0			3			12			15			15


						制御システム関連セイギョカンレン			0			0			0			0			0			ERROR:#DIV/0!						12			7443/tcp			0			0			14			14			14


						標的型攻撃ヒョウテキガタコウゲキ			1			0			0			1			6			-83%						13			22222/tcp			13			0			0			13			13


						その他			174			179			138			491			670			-27%						14			8010/tcp			0			0			11			11			11


						keylogger			0			0			0			0												15			6379/tcp			0			0			11			11			11


						incident(check)			1411			1493			1309			4,213			4972									16			5555/tcp			3			3			5			11			11


																														17			8008/tcp			0			0			10			10			10


						フィッシングサイト			4月			5月			6月			本四半期合計
(割合)ホンシハンキゴウケイワリアイ			割合ワリアイ									18			8088/tcp			0			0			9			9			9


						国内ブランドコクナイ			90			128			160			378			19%									19			52869/tcp			5			3			1			9			9


						国外ブランドコクガイ			444			467			344			1,255			64%									20			143/tcp			0			1			8			9			9


						ブランド不明フメイ			80			108			126			314			16%												その他タ			22			9			121			152			152


						月別合計ツキベツゴウケイ			614			703			630			1,947			100%												月別合計ツキベツゴウケイ			538			331			617			1486			1486


						前年度ゼンネンド												1214


																		60%


















































インシデントのカテゴリ別割合

















集計	


フィッシングサイト	スキャン	マルウエアサイト	Webサイト改ざん	DoS/DDoS	 	その他	1947	1216	292	256	10	491	





IR REPORT (EN)


			2018			4Q			Apr			May			Jun


									Apr			May			Jun			Total			Last Qtr. 
Total
									Port			Apr			May			Jun			Total									行ラベル			合計 / Total


						Number of Reports *2			1,274			1,299			1,257			3,830			4,433									22/tcp			255			205			271			731			731						 			3721


						Number of Incident *3			1,411			1,493			1,309			4,213			4,972									80/tcp			111			66			121			298									Phishing Site			1947


						Cases Coordinated *4			902			943			960			2,805			2,916									445/tcp			120			84			56			260									Scan			1216


						通知先組織数ツウチサキソシキスウ																								23/tcp			18			76			116			210									Malware Site			292


																														53/udp			188			0			0			188									Website Defacement			256


						Incident Category			Apr			May			Jun			Total			Last Qtr. 
Total
									25/tcp			47			71			48			166									DoS/DDoS			10


						Phishing Site			614			703			630			1,947			1,753									1433/tcp			42			14			1			57									Other			491


						Website Defacement			77			110			69			256			229									3306/tcp			0			0			47			47									総計			4212


						Malware Site			42			195			55			292			136									222/tcp			0			13			30			43


						Scan			501			304			411			1,216			2,165									2222/tcp			1			12			27			40


						DoS/DDoS			2			2			6			10			13									22222/tcp			0			9			27			36


						ICS Related			0			0			0			0			0									5555/tcp			11			17			6			34


						Targeted attack			1			0			0			1			6									37215/tcp			12			9			9			30


						Other			174			179			138			491			670									443/tcp			14			12			1			27


																														81/tcp			10			9			3			22


																														8080/tcp			17			3			2			22


																														9000/tcp			11			6			0			17


						Phishing Site			Apr			May			Jun			Domestic/
Overseas Total (%)			割合ワリアイ									8443/tcp			12			5			0			17


						Domestic Brand			90			128			160			378			19%									3389/tcp			6			4			4			14


						Overseas Brand			444			467			344			1,255			64%									2323/tcp			4			2			8			14


						Unknown Brand [*5]			80			108			126			314			16%									2004/tcp			0			14			0			14


						Monthly Total			614			703			630			1,947			100%									8181/tcp			5			4			1			10


																														Unknown			39			25			20			84


																														Monthly Total			923			660			798			2381


















































Percentage of Incident by Category




















集計	


Phishing Site	Scan	Malware Site	Website Defacement	DoS/DDoS	 	Other	1947	1216	292	256	10	491	





新対応状況








												インシデント件数ケンスウ												報告件数ホウコクケンスウ									調整件数チョウセイケンスウ


												4,213			件ケン									3,830			件ケン						2,805			件ケン














												フィッシングサイト												通知を行った件数ツウチオコナケンスウ									国内への通知コクナイツウチ									対応日数（営業日）タイオウニッスウエイギョウビ															通知不要ツウチフヨウ																		フィッシング			1077


												1,947			件ケン									1,077			件ケン						41%									0～3日ニチ			65%												870			件ケン															国内への通知コクナイツウチ			444


																								- サイトの稼働を確認																		4～7日ニチ			16%												- サイトを確認できないカクニン																		海外への通知カイガイツウチ			633


																																	海外への通知カイガイツウチ									8～10日ニチ			4%


																																	59%									11日以上ニチイジョウ			15%

















												Web サイト改ざん												通知を行った件数ツウチオコナケンスウ									国内への通知コクナイツウチ									対応日数（営業日）タイオウニッスウエイギョウビ															通知不要ツウチフヨウ																		Web サイト改ざん			176			0.875


												256			件ケン									176			件ケン						88%									0～3日ニチ			15%												80			件ケン															国内への通知コクナイツウチ			154


																								- サイトの改ざんを確認カイ																		4～7日ニチ			27%												- サイトを確認できないカクニン																		海外への通知カイガイツウチ			22


																								- 脅威度が高いキョウイドタカ									海外への通知カイガイツウチ									8～10日ニチ			18%												- 当事者へ連絡が届いているトウジシャレンラクトド


																																	12%									11日以上ニチイジョウ			40%												- 情報提供であるジョウホウテイキョウ


																																																									- 脅威度が低いキョウイドヒク

















												マルウエアサイト												通知を行った件数ツウチオコナケンスウ									国内への通知コクナイツウチ									対応日数（営業日）タイオウニッスウエイギョウビ															通知不要ツウチフヨウ																		マルウエアサイト			180


												292			件ケン									180			件ケン						65%									0～3日ニチ			28%												112			件ケン															国内への通知コクナイツウチ			117


																								- サイトの稼働を確認																		4～7日ニチ			27%												- サイトを確認できないカクニン																		海外への通知カイガイツウチ			63


																								- 脅威度が高いキョウイドタカ									海外への通知カイガイツウチ									8～10日ニチ			9%												- 当事者へ連絡が届いているトウジシャレンラクトド


																																	35%									11日以上ニチイジョウ			36%												- 情報提供であるジョウホウテイキョウ


																																																									- 脅威度が低いキョウイドヒク

















												スキャン												通知を行った件数ツウチオコナケンスウ									国内への通知コクナイツウチ																								通知不要ツウチフヨウ																		スキャン			269


												1,216			件ケン									269			件ケン						69%																								947			件ケン															国内への通知コクナイツウチ			186


																								- 詳細なログがあるショウサイ																																	- ログに十分な情報がないジュウブンジョウホウ																		海外への通知カイガイツウチ			83


																								- 連絡を希望されているレンラクキボウ									海外への通知カイガイツウチ																								- 当事者へ連絡が届いているトウジシャレンラクトド


																																	31%																								- 情報提供であるジョウホウテイキョウ

















												DoS/DDoS												通知を行った件数ツウチオコナケンスウ									国内への通知コクナイツウチ																								通知不要ツウチフヨウ																		DoS/DDoS			7


												10			件ケン									7			件ケン						86%																								3			件ケン															国内への通知コクナイツウチ			6


																								- 詳細なログがあるショウサイ																																	- ログに十分な情報がないジュウブンジョウホウ																		海外への通知カイガイツウチ			1


																								- 連絡を希望されているレンラクキボウ									海外への通知カイガイツウチ																								- 当事者へ連絡が届いているトウジシャレンラクトド


																																	14%																								- 情報提供であるジョウホウテイキョウ

















												制御システム関連												通知を行った件数ツウチオコナケンスウ									国内への通知コクナイツウチ																								通知不要ツウチフヨウ																		制御システム関連			0


												0			件ケン									0			件ケン						-																								0			件ケン															国内への通知コクナイツウチ			0


																																																																											海外への通知カイガイツウチ			0


																																	海外への通知カイガイツウチ


																																	-

















												標的型攻撃												通知を行った件数ツウチオコナケンスウ									国内への通知コクナイツウチ																								通知不要ツウチフヨウ																		標的型攻撃			0


												1			件ケン									0			件ケン						-																								1			件ケン															国内への通知コクナイツウチ			0


																								- 攻撃の被害を確認したヒガイ																																	- 十分な情報がない																		海外への通知カイガイツウチ			0


																								- 攻撃に使われたインフラコウゲキツカ									海外への通知カイガイツウチ																								- 現状では脅威がない


																								　を確認した									-

















												その他												通知を行った件数ツウチオコナケンスウ									国内への通知コクナイツウチ																								通知不要ツウチフヨウ																		その他			161


												491			件ケン									161			件ケン						71%																								330			件ケン															国内への通知コクナイツウチ			115


																								-脅威度が高いキョウイドタカ																																	- 当事者へ連絡が届いているトウジシャレンラクトド																		海外への通知カイガイツウチ			46


																								-連絡を希望されているレンラクキボウ									海外への通知カイガイツウチ																								- 情報提供であるジョウホウテイキョウ


																																	29%																								- 脅威度が低いキョウイドヒク











																																																																								対応日数タイオウニッスウ


																																																																											phishing												intrusion												malware


																																																																								null			0									NULL			0									null			0


																																																																								0			90			7.6%						0			5			3.2%						0			11			6.0%


																																																																								1			384			32.4%						1			14			8.9%						1			21			11.5%


																																																																								2			119			10.0%						2			2			1.3%						2			4			2.2%


																																																																								3			172			14.5%						3			3			1.9%						3			15			8.2%


																																																																								4			78			6.6%						4			10			6.3%						4			10			5.5%


																																																																								5			33			2.8%						5			13			8.2%						5			13			7.1%


																																																																								6			34			2.9%						6			7			4.4%						6			13			7.1%


																																																																								7			51			4.3%						7			13			8.2%						7			14			7.7%


																																																																								8			24			2.0%						8			17			10.8%						8			9			4.9%


																																																																								9			9			0.8%						9			6			3.8%						9			5			2.7%


																																																																								10			17			1.4%						10			5			3.2%						10			3			1.6%


																																																																								11			15			1.3%						11			4			2.5%						11			6			3.3%


																																																																								12			22			1.9%						12			3			1.9%						12			9			4.9%


																																																																								13			17			1.4%						13			6			3.8%						13			4			2.2%


																																																																								14			26			2.2%						14			3			1.9%						14			4			2.2%


																																																																								15			13			1.1%						15			1			0.6%						15			1			0.5%


																																																																								16			21			1.8%						16			2			1.3%						16			7			3.8%


																																																																								17			2			0.2%						17			1			0.6%						17			4			2.2%


																																																																								18			1			0.1%						19			1			0.6%						18			5			2.7%


																																																																								19			7			0.6%						20			3			1.9%						20			1			0.5%


																																																																								20			7			0.6%						21			3			1.9%						21			1			0.5%


																																																																								21			6			0.5%						22			3			1.9%						22			1			0.5%


																																																																								22			4			0.3%						23			4			2.5%						23			1			0.5%


																																																																								23			9			0.8%						24			3			1.9%						26			1			0.5%


																																																																								24			3			0.3%						25			3			1.9%						27			1			0.5%


																																																																								25			1			0.1%						26			1			0.6%						28			1			0.5%


																																																																								26			6			0.5%						27			1			0.6%						29			2			1.1%


																																																																								27			1			0.1%						28			1			0.6%						30			1			0.5%


																																																																								28			2			0.2%						30			1			0.6%						31			1			0.5%


																																																																								33			1			0.1%						32			1			0.6%						34			2			1.1%


																																																																								36			1			0.1%						35			6			3.8%						35			5			2.7%


																																																																								37			2			0.2%						41			4			2.5%						37			2			1.1%


																																																																								39			1			0.1%						44			5			3.2%						40			2			1.1%


																																																																								40			1			0.1%						45			1			0.6%						52			3			1.6%


																																																																								41			2			0.2%						60			2			1.3%


																																																																								42			1			0.1%


																																																																								51			1			0.1%


																																																																								56			1			0.1%


																																																																											1185			100.0%									158			100.0%									183			100.0%








																																																																								0～3日ニチ			765			64.56%						0～3日ニチ			24			15.19%						0～3日ニチ			51			27.87%


																																																																								4～7日ニチ			196			15.54%						4～7日ニチ			43			27.22%						4～7日ニチ			50			27.32%


																																																																								8～10日ニチ			50			4.22%						8～10日ニチ			28			17.72%						8～10日ニチ			17			9.29%


																																																																								11日以上ニチイジョウ			174			14.68%						11日以上ニチイジョウ			63			39.87%						11日以上ニチイジョウ			65			35.52%


																																																																											1185			99.00%									158			100.00%									183			100.00%








新対応状況 (EN)








												No.Incidents												No.Reports									Coordinated


												4213												3830									2805














												Phishing Site												Incidents Notified									Domestic 									Time (business days)															Notification Unnecessary


												1947												1077									41%									0～3days			65%												870


																								- Site Operation Verified																		4～7days			16%												- Site could not be verified


																																	Overseas									8～10days			4%


																																	59%									11days(more than)			15%

















												Web defacement												Incidents Notified									Domestic 									Time (business days)															Notification Unnecessary


												256												176									88%									0～3days			15%												80


																								- Verified defacement of site																		4～7days			27%												- Could not verify site


																								- High level threat									Overseas									8～10days			18%												- Party has been notified


																																	12%									11days(more than)			40%												- Information sharing


																																																									- Low level theat

















												Malware Site												Incidents Notified									Domestic 									Time (business days)															Notification Unnecessary


												292												180									65%									0～3days			28%												112


																								- Site operation verified																		4～7days			27%												- Could not verify site


																								- High level threat									Overseas									8～10days			9%												- Party has been notified


																																	35%									11days(more than)			36%												- Information sharing


																																																									- Low level theat

















												Scan												Incidents Notified									Domestic 																								Notification Unnecessary


												1216												269									69%																								947


																								- Detailed logs																																	- Incomplete logs


																								- Notification desired									Overseas																								- Party has been notified


																																	31%																								- Information Sharing

















												DoS/DDoS												Incidents Notified									Domestic 																								Notification Unnecessary


												10												7									86%																								3


																								- Detailed logs																																	- Incomplete logs


																								- Notification desired									Overseas																								- Party has been notified


																																	14%																								- Information Sharing

















												ICS Related												Incidents Notified									Domestic 																								Notification Unnecessary


												0												0									-																								0





																																	Overseas


																																	-

















												Targeted attack												Incidents Notified									Domestic 																								Notification Unnecessary


												1												0									-																								1


																								- Verified evidence of attack																																	- Insufficient information


																								- Verified infrastructure for									Overseas																								- Currently no threat


																								   attack									-

















												Other												Incidents Notified									Domestic 																								Notification Unnecessary


												491												161									71%																								330


																								-High level threat																																	- Party hasnbeen notified


																								-Notification desired									Overseas																								- Information Sharing


																																	29%																								- Low level threat




















ブランド 


			brand_name			brand_category			is_jp			count(brand.name)			2019			1Q


			Apple ID			Eコマース			0			612						1947


			Amazon			Eコマース			0			376						1633


			-			NULL			0			314


			docomo			通信事業者			1			59


			PayPal			金融			0			58


			三菱UFJニコス			金融			1			43


			Microsoft			企業			0			26


			Netflix			企業			0			25


			ヤマト運輸			企業			1			25


			au			通信事業者			1			22


			Monster Strike			ゲーム			1			19


			softbank			通信事業者			1			16


			Office365			その他			0			14


			ゆうちょ銀行			金融			1			14


			LINE			SNS			1			13


			さくらインターネット			通信事業者			1			12


			BBIQ			通信事業者			1			10


			GOV.UK			政府機関			0			10


			三井住友カード			金融			1			10


			日本郵便			企業			1			10


			MyEtherWallet			金融			0			9


			OCN			通信事業者			1			9


			三井住友銀行			金融			1			9


			indeed			その他			1			8


			Wells Fargo			金融			0			8


			CIBC			金融			0			7


			SAISON CARD			金融			1			7


			楽天			企業			1			6


			American Express			金融			0			5


			BAN-BANネットワークス			通信事業者			1			5												is_jp			0												is_jp			1


			goo			ポータル			1			5


			MEGA EGG			通信事業者			1			5												行ラベル			合計 / count(brand.name)												行ラベル			合計 / count(brand.name)


			UNIQLO			Eコマース			1			5												 			1217												 			368


			Bank of America			金融			0			4												E-Commerce			993												Communication Carriers			151


			Blockchain			金融			0			4												Financial			147												Financial			108


			Desjardins			金融			0			4												Business			59												Business			52


			OneDrive			その他			0			4												Communication Carriers			11												Game			19


			メルカリ			Eコマース			1			4												SNS			4												SNS			13


			佐川急便			企業			1			4												Portal			2												Academic			10


			ABSA			金融			0			3												Academic			1												E-Commerce			9


			BIGLOBE			通信事業者			1			3												Other			38												Portal			6


			DHL			企業			0			3												総計			1255												Other			10


			Dropbox			その他			0			3																											総計			378


			Interac			金融			0			3


			Linked in			SNS			0			3


			Nets			金融			0			3


			TV Licensing			通信事業者			0			3


			YAMAHA			企業			1			3


			お仕事ピカラウェブメール			通信事業者			1			3


			アイフル			金融			1			3


			三菱UFJ銀行			金融			1			3


			楽天カード			金融			1			3


			1&1 Internet			通信事業者			0			2


			Active!mail			その他			1			2


			Alibaba.com			Eコマース			0			2


			Americanas			Eコマース			0			2


			BBVA			金融			0			2


			Bendigo Bank			金融			0			2


			Diners Club			金融			0			2


			JCB			金融			1			2


			NatWest			金融			0			2


			Navy Federal Credit Union			金融			0			2


			New Zealand Post			企業			0			2


			Squarespace			企業			0			2


			Suncorp Bank			金融			0			2


			TOKAIネットワーククラブ			通信事業者			1			2


			VISA			金融			0			2


			WeTransfer			その他			0			2


			セブン銀行			金融			1			2


			ヤマトフィナンシャル			金融			1			2


			住友電気工業株式会社			企業			1			2


			名古屋大学			学術系			1			2


			大阪大学			学術系			1			2


			慶応義塾大学			学術系			1			2												is_jp			0												is_jp			1


			札幌医科大学			学術系			1			2


			Abbey			金融			0			1												行ラベル			合計 / count(brand.name)												行ラベル			合計 / count(brand.name)


			Adobe			企業			0			1												 			1217												　			368


			airbnb			Eコマース			0			1												Eコマース			993												通信事業者			151


			ARNES			通信事業者			0			1												金融			147												金融			108


			Aruba S.p.A.			通信事業者			0			1												企業			59												企業			52


			ATB Financial			金融			0			1												通信事業者			11												ゲーム			19


			BancoEstado			金融			0			1												SNS			4												SNS			13


			Bank Of Montreal			金融			0			1												ポータル			2												学術系			10


			BDO Unibank			金融			0			1												学術系			1												Eコマース			9


			BINANCE			金融			0			1												その他			38												ポータル			6


			BNP Paribas			金融			0			1												総計			1255												その他			10


			Bradesco			金融			0			1																											総計			378


			Canada Revenue Agency			政府機関			0			1


			Charles Schwab			金融			0			1


			CHASE			金融			0			1


			Daum			通信事業者			0			1


			Deutsche Telekom AG			通信事業者			0			1


			DocuSign			その他			0			1


			eNETS			学術系			0			1


			eoWEBメール			通信事業者			1			1


			Facebook			SNS			0			1


			Fidelity			金融			0			1


			GMOコイン			金融			1			1


			heteml			通信事業者			1			1


			iCloud			その他			0			1


			ING			金融			0			1


			JPMorgan Chase & Co.			金融			0			1


			MyLink			金融			1			1


			National Bank of Canada			金融			0			1


			NET EASE			ポータル			0			1


			NetBank			金融			0			1


			NICOS			金融			1			1


			nifty			通信事業者			1			1


			NTTイフ			企業			1			1


			Outlook.com			その他			0			1


			OVH			通信事業者			0			1


			RBC Royal Bank			金融			0			1


			Scotiabank			金融			0			1


			Simplii Financial			金融			0			1


			Standard Bank			金融			0			1


			Sure			通信事業者			0			1


			TARGOBANK			金融			0			1


			TD Bank			金融			0			1


			Thailand Post			その他			0			1


			Tinkoff Bank			金融			0			1


			TS CUBIC CARD			金融			1			1


			TSB bank			金融			0			1


			UniCredit Banca			金融			0			1


			Vpass			金融			1			1


			Westpac			金融			0			1


			Yahoo!			ポータル			0			1


			Yahoo! JAPAN			ポータル			1			1


			ちょコムクレジット			金融			1			1


			ぷらら			通信事業者			1			1


			イオンカード			金融			1			1


			クレディセゾン			金融			1			1


			ペイジェント			企業			1			1


			マネースクエア			金融			1			1


			九州大学			学術系			1			1


			千葉銀行			金融			1			1


			宇都宮大学			学術系			1			1


			山口ケーブルビジョン			通信事業者			1			1
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E-Commerce	Financial	Business	Communication Carriers	SNS	Portal	Academic	 	Other	993	147	59	11	4	2	1	38	Percentage of Phishing Sites
by Domestic Industry
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Communication Carriers	Financial	Business	Game	SNS	Academic	E-Commerce	Portal	 	Other	151	108	52	19	13	10	9	6	10	国外ブランドフィッシングサイトの
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Eコマース	金融	企業	通信事業者	SNS	ポータル	学術系	 	その他	993	147	59	11	4	2	1	38	


国内ブランドフィッシングサイトの
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通信事業者	金融	企業	ゲーム	SNS	学術系	Eコマース	ポータル	　	その他	151	108	52	19	13	10	9	6	10	





対応日数


			フィッシング 経過日数と稼働状況ケイカニッスウカドウジョウキョウ


			(2018/04/01 - 2019/3/31)


						フィッシングサイト停止時間テイシジカン			JPCERT/CC からの通知後の
フィッシングサイト停止状況ツウチゴテイシジョウキョウ			稼働状況カドウジョウキョウ


						受領日ジュリョウビ			6.46%			94%


						1日後ヒゴ			34.33%			65.67%


						2日後ヒゴ			52.94%			47.06%


						3日後ヒ			66.98%			33.02%


						4日後ヒ			77.54%			22.46%


						5日後ヒ			84.24%			15.76%


						6日後ヒ			88.10%			11.90%


						7日後ヒ			90.51%			9.49%


						8日後ヒ			92.94%			7.06%


						9日後ヒ			94.46%			5.54%


						10日後ヒ			95.50%			4.50%


						11日後ヒ			96.47%			3.53%


						12日後ヒ			96.97%			3.03%


						13日後ヒ			97.49%			2.51%


						14日後ヒ			97.73%			2.27%


						15日後ヒ			97.91%			2.09%





						0			247


						1			1066


						2			712


						3			537


						4			404


						5			256


						6			148


						7			92


						8			93


						9			58


						10			40


						11			37


						12			19


						13			20


						14			9


						15			7


						16			9


						17			7


						18			8


						19			11


						20			5


						21			7


						22			2


						23			1


						24			2


						25			7


						26			1


						27			3


						28			3


						30			1


						31			1


						39			2


						41			2


						44			1


						53			1


						58			1


						66			1


						71			1


						80			1


						89			1


						176			1


						合計ゴウケイ			3825





JPCERT/CC からの通知後のフィッシングサイトの稼働状況


稼働状況	受領日	1日後	2日後	3日後	4日後	5日後	6日後	7日後	8日後	9日後	10日後	11日後	12日後	13日後	14日後	15日後	0.93542483660130715	0.65673202614379078	0.47058823529411764	0.33019607843137255	0.22457516339869277	0.15764705882352936	0.11895424836601309	9.4901960784313677E-2	7.0588235294117618E-2	5.5424836601307148E-2	4.4967320261437904E-2	3.5294117647058809E-2	3.0326797385620941E-2	2.5098039215686319E-2	2.274509803921565E-2	2.0915032679738599E-2	


年次報告書


			2016年度ネンド																		報告元ドメインホウコクモト			4			5			6			7			8			9			10			11			12			1			2			3


									今年コトシ			前年マエネン			比率ヒリツ						tld			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			tld別
合計ベツゴウケイ						port			4			5			6			7			8			9			10			11			12			1			2			3			total						報告元ドメインホウコクモト																					調整先ドメインチョウセイサキ


						報告件数ホウコクケンスウ			20019			8485			236%						jp			414			508			482			581			525			464			487			547			522			442			502			539			6013						22/tcp			244			256			63			136			190			132			218			94			222			255			205			271			2286						ai			aoh			au			br			ca			cf						ae			ag			al			am			ar			asia


						インシデント件数ケンスウ			20083			8112			248%						com			225			358			298			288			276			403			577			502			232			430			381			422			4392						80/tcp			22			77			52			96			105			65			196			117			103			111			66			121			1131						cn			co			com			cu			cz			de						at			au			ba			bd			be			bg


						調整件数チョウセイケンスウ			5606			2802			200%						de			372			436			174			216			262			259			292			252			344			530			303			450			3890						25/tcp			88			142			2			34			54			60			86			76			60			47			71			48			768						ee			es			eu			fi			flights			fr						biz			br			bs			ca			cat			cc


																					net			45			49			44			54			37			27			43			36			66			36			33			35			505																																																			ga			gov			gyhvvncpatq			hd			hr			hu						center			ch			cl			cn			co			com


						フィッシングサイト			1474			1189			124%						org			64			33			52			54			48			55			30			41			33			17			20			43			490						報告元ホウコクモト																																													il			in			it			jcb			jp			ke						cr			cy			cz			de			dk			do


						国内ブランドコクナイ			311			272			114%																																																			tld			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			総数						kh			kr			kz			lb			lt			lv						ec			email			es			eu			fr			gd


						国外ブランドコクガイ			898			757			119%						調整先ドメインチョウセイサキ																																													jp			414			508			482			581			525			464			487			547			522			442			502			539			6013						mketybdilqeszu			ml			my			net			nl			np						gov			gr			gs			gt			hk			hr


						不明フメイ			265			160			166%						tld			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			合計ゴウケイ						com			225			358			298			288			276			403			577			502			232			430			381			422			4392						nu			nz			org			pe			ph			pl						hu			id			ie			il			im			in


																					com			294			419			412			396			429			336			424			473			394			335			522			513			4947						de			372			436			174			216			262			259			292			252			344			530			303			450			3890						pt			ru			sg			sk			th			tw						info			io			ir			is			it			jp


						Webサイト改ざん			1162			1283			91%						jp			275			325			286			245			350			268			368			254			373			330			415			424			3913						net			45			49			44			54			37			27			43			36			66			36			33			35			505						ua			uk			uz			vu			xyz			za						kr			kz			lk			lt			lv			md


						マルウエアサイト			3367			5311			63%						net			38			85			58			66			87			70			108			86			114			77			77			58			924						org			64			33			52			54			48			55			30			41			33			17			20			43			490																											me			mk			mm			ms			mx			my


						スキャン			2888			1297			223%						tw			7			54			56			71			58			42			58			17			6			7			18			16			410						it			23			26			28			29			5			28			33			31			20			25			27			29			304																											net			nl			no			org			pa			pe


						DoS			14			0			ERROR:#DIV/0!						it			33			8			10			19			16			7			5			6			7			2			1			6			120						es			1			6			39			20			8			80			8			11			6			8			8			7			202						列1																					ph			pk			pl			pm			pt			py


						その他タ			1218			841			145%																																																			au			8			16			16			28			23			5			9			6			6			5			6			11			139						ai																					ro			rs			ru			sa			se			sg


																																																																		ke			0			1			0			1			26			26			32			15			3			20			2			0			126						aoh																					sk			t			th			tl			tn			to


																					フィッシングサイト(ホスト)件数ケンスウ																																													tw			3			18			7			8			1			1			6			1			6			3			46			13			113						au																					top			tr			tv			tw			ua			uk


																					年度			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			合計ゴウケイ						sg			8			3			5			1			1			2			7			4			0			4			3			2			40						br																					university			us			ve			vg			vn			ws


																					2004			3			3			2			3			1			0			4			7			7			11			18			16			75						ru			0			1			2			2			8			5			1			1			2			0			8			1			31						ca																					za


																					2005			23			27			28			24			29			24			34			31			37			27			31			26			0						br			3			3			0			0			5			4			2			1			1			2			3			0			24						cf


																					2006			54			60			49			57			47			55			53			36			31			48			102			58			650						uk			3			0			1			6			1			0			1			9			0			0			2			1			24						cn


																					2007			37			51			49			97			54			57			50			45			68			50			63			75			696						pl			3			3			4			9			2			0			0			0			0			0			0			0			21						co																					列1


																					2008			37			46			55			35			50			65			69			63			47			51			78			53			649						cn			1			1			2			0			0			3			0			3			0			4			0			0			14						com																					ae


																					2009			55			49			96			94			120			89			135			113			88			108			105			160			1212						kr			0			0			3			0			0			0			2			0			1			2			0			1			9						cu																					ag


																																																																		ua			0			0			0			3			2			1			0			0			0			1			0			1			8						cz																					al


																					スキャン対象ポート別インシデント件数																																													il			1			1			1			0			2			0			0			0			1			0			0			0			6						de																					am


																					ポート			4月			5月			6月			7月			8月			9月			10月			11月			12月			1月			2月			3月			総数						ca			2			0			0			0			0			1			2			0			0			0			0			0			5						ee																					ar


																					22/tcp			244			256			63			136			190			132			218			94			222			255			205			271			2286						gov			0			0			2			1			1			0			0			0			0			0			0			0			4						es																					asia


																					80/tcp			22			77			52			96			105			65			196			117			103			111			66			121			1131						in			0			0			1			0			0			0			1			0			0			1			0			1			4						eu																					at


																					25/tcp			88			142			2			34			54			60			86			76			60			47			71			48			768						cu			0			0			0			2			0			0			0			1			0			0			0			0			3						fi																					au


																																																																		hu			0			0			0			0			0			1			0			0			0			1			1			0			3						flights																					ba


																																																																		my			1			0			0			0			2			0			0			0			0			0			0			0			3						fr																					bd


																																																																					0			0			0			0			0			0			0			1			1			0			0			0			2						ga																					be


																																																																		cz			0			0			0			0			0			1			0			1			0			0			0			0			2						gov																					bg


																																																																		ee			0			0			0			1			0			0			0			0			0			0			0			1			2						gyhvvncpatq																					biz


																																																																		fr			0			1			0			0			0			0			0			0			0			0			1			0			2						hd																					br


																																																																		ga			0			0			1			0			0			1			0			0			0			0			0			0			2						hr																					bs


																																																																		kh			0			0			0			0			0			0			0			2			0			0			0			0			2						hu																					ca


																																																																		kz			0			0			0			0			0			0			0			0			0			1			0			1			2						il																					cat


																																																																		nu			0			0			0			2			0			0			0			0			0			0			0			0			2						in																					cc


																																																																		ph			0			0			0			0			0			0			1			0			1			0			0			0			2						it																					center


																																																																		pt			0			1			0			0			0			0			0			1			0			0			0			0			2						jcb																					ch


																																																																		ai			0			0			1			0			0			0			0			0			0			0			0			0			1						jp																					cl


																																																																		aoh			0			0			0			0			0			0			0			0			0			0			1			0			1						ke																					cn


																																																																		cf			0			0			0			0			0			0			0			1			0			0			0			0			1						kh																					co


																																																																		co			0			0			0			0			0			0			0			0			0			1			0			0			1						kr																					com


																																																																		eu			0			0			0			0			0			0			0			0			1			0			0			0			1						kz																					cr


																																																																		fi			0			0			0			0			0			0			0			0			0			0			0			1			1						lb																					cy


																																																																		flights			0			0			0			0			1			0			0			0			0			0			0			0			1						lt																					cz


																																																																		gyhvvncpatq			0			0			0			0			0			0			0			0			0			1			0			0			1						lv																					de


																																																																		hd			0			0			0			0			0			0			0			0			0			0			1			0			1						mketybdilqeszu																					dk


																																																																		hr			0			0			1			0			0			0			0			0			0			0			0			0			1						ml																					do


																																																																		jcb			0			0			0			0			0			1			0			0			0			0			0			0			1						my																					ec


																																																																		lb			0			0			0			1			0			0			0			0			0			0			0			0			1						net																					email


																																																																		lt			0			0			0			0			0			0			0			0			0			0			1			0			1						nl																					es


																																																																		lv			0			1			0			0			0			0			0			0			0			0			0			0			1						np																					eu


																																																																		mketybdilqeszu			0			0			0			0			0			0			0			0			0			1			0			0			1						nu																					fr


																																																																		ml			0			0			1			0			0			0			0			0			0			0			0			0			1						nz																					gd


																																																																		nl			0			0			0			0			0			0			0			0			0			0			0			1			1						org																					gov


																																																																		np			0			0			0			0			1			0			0			0			0			0			0			0			1						pe																					gr


																																																																		nz			0			0			0			0			0			0			0			0			0			0			0			1			1						ph																					gs


																																																																		pe			0			0			0			0			0			0			0			1			0			0			0			0			1						pl																					gt


																																																																		sk			0			0			0			0			0			0			0			0			0			1			0			0			1						pt																					hk


																																																																		th			0			0			0			0			0			0			0			1			0			0			0			0			1						ru																					hr


																																																																		uz			0			0			0			0			0			0			0			0			0			0			1			0			1						sg																					hu


																																																																		vu			0			0			0			0			0			0			0			1			0			0			0			0			1						sk																					id


																																																																		xyz			0			0			0			0			0			0			0			0			0			0			0			1			1						th																					ie


																																																																		za			0			0			0			0			0			0			0			0			0			0			0			1			1						tw																					il


																																																																																																															ua																					im


																																																																		通知先ツウチサキ																																													uk																					in


																																																																		tld			4			5			6			7			8			9			10			11			12			1			2			3			total						uz																					info


																																																																		com			294			419			412			396			429			336			424			473			394			335			522			513			4,947						vu																					io


																																																																		jp			275			325			286			245			350			268			368			254			373			330			415			424			3,913						xyz																					ir


																																																																		net			38			85			58			66			87			70			108			86			114			77			77			58			924						za																					is


																																																																		tw			7			54			56			71			58			42			58			17			6			7			18			16			410																											it


																																																																		it			33			8			10			19			16			7			5			6			7			2			1			6			120																											jp


																																																																		ru			10			11			8			15			3			5			2			17			11			9			14			13			118																											kr


																																																																		de			7			9			5			6			5			11			7			11			5			4			8			25			103																											kz


																																																																		org			10			3			3			5			2			2			11			17			6			8			16			14			97																											lk


																																																																		cn			3			2			6			10			10			8			14			7			13			11			9			3			96																											lt


																																																																		au			4			5			2			3			3			10			26			16			4			3			5			9			90																											lv


																																																																		gov			3			7			7			6			24			7			8			2			5			9			3			5			86																											md


																																																																		cc			16			16			12			16			9			0			1			3			0			1			0			3			77																											me


																																																																		kr			7			3			0			1			24			6			4			12			2			1			4			3			67																											mk


																																																																		id			1			0			7			14			8			9			2			1			4			10			5			5			66																											mm


																																																																		vn			3			0			5			3			8			9			6			2			16			0			7			6			65																											ms


																																																																		my			2			4			6			3			5			5			5			3			1			1			2			6			43																											mx


																																																																		hk			0			4			1			5			2			1			3			1			4			5			4			6			36																											my


																																																																		nl			2			9			3			1			1			3			6			5			0			0			4			1			35																											net


																																																																		ca			3			0			6			4			0			0			5			3			0			6			2			0			29																											nl


																																																																		in			1			1			1			0			0			1			4			2			1			6			3			7			27																											no


																																																																		mx			0			2			2			0			0			0			0			0			2			5			13			1			25																											org


																																																																		hu			4			2			0			0			0			0			0			2			4			4			1			3			20																											pa


																																																																		info			0			0			1			0			1			0			1			3			0			0			5			8			19																											pe


																																																																		fr			1			2			4			0			3			0			4			0			2			2			0			0			18																											ph


																																																																		cl			0			0			0			0			0			0			0			0			0			1			7			9			17																											pk


																																																																		gr			2			3			0			0			9			0			0			0			1			1			0			0			16																											pl


																																																																		tl			0			0			0			0			2			3			4			7			0			0			0			0			16																											pm


																																																																		br			1			4			0			1			0			0			0			4			4			0			1			0			15																											pt


																																																																		us			1			0			0			0			2			0			2			1			0			3			4			2			15																											py


																																																																		tr			1			0			0			3			1			0			1			1			1			3			1			2			14																											ro


																																																																		pl			1			1			0			0			2			0			4			0			1			1			0			3			13																											rs


																																																																		ua			0			2			0			1			2			1			0			1			2			4			0			0			13																											ru


																																																																		uk			0			2			2			2			2			0			0			0			1			3			1			0			13																											sa


																																																																		am			0			0			0			2			0			7			3			0			0			0			0			0			12																											se


																																																																		co			0			1			0			2			1			0			1			0			3			3			1			0			12																											sg


																																																																		es			0			0			0			0			0			0			4			0			5			0			2			1			12																											sk


																																																																		th			0			1			4			0			0			1			1			1			0			3			0			1			12																											t


																																																																		email			0			6			3			0			0			1			0			0			0			0			1			0			11																											th


																																																																		pt			2			0			0			4			0			0			0			0			2			1			1			1			11																											tl


																																																																		sg			0			0			2			1			0			1			0			0			0			5			1			1			11																											tn


																																																																		sk			5			3			0			0			0			0			0			0			3			0			0			0			11																											to


																																																																		eu			1			0			1			0			1			2			2			0			0			2			1			0			10																											top


																																																																		lt			0			0			0			1			0			0			0			7			0			0			2			0			10																											tr


																																																																		ro			0			1			3			0			1			1			2			0			2			0			0			0			10																											tv


																																																																		tn			0			0			3			1			1			0			0			0			0			5			0			0			10																											tw


																																																																		ba			3			0			0			0			0			0			0			0			2			3			0			1			9																											ua


																																																																		bg			0			7			0			0			0			0			0			0			2			0			0			0			9																											uk


																																																																		ch			0			1			0			0			3			0			1			1			0			0			3			0			9																											university


																																																																		io			0			1			1			1			1			2			0			0			2			0			0			0			8																											us


																																																																		asia			0			0			0			0			0			0			0			1			0			2			3			1			7																											ve


																																																																		biz			0			0			2			0			3			0			1			0			1			0			0			0			7																											vg


																																																																		cz			1			0			4			0			0			0			0			0			1			0			0			1			7																											vn


																																																																		dk			0			3			0			0			2			1			0			0			0			0			0			0			6																											ws


																																																																		ie			0			0			4			1			0			0			0			0			1			0			0			0			6																											za


																																																																		pe			0			0			0			0			0			1			2			2			1			0			0			0			6


																																																																		za			0			0			0			1			0			0			1			1			0			2			0			1			6


																																																																		me			0			0			0			1			2			0			2			0			0			0			0			0			5


																																																																		ec			0			0			0			0			0			0			0			1			0			0			3			0			4


																																																																		gs			0			0			0			0			0			0			0			0			0			4			0			0			4


																																																																		kz			0			0			2			1			0			0			0			0			1			0			0			0			4


																																																																		sa			0			0			2			1			0			0			0			0			1			0			0			0			4


																																																																		ar			0			0			1			0			0			0			1			0			0			1			0			0			3


																																																																		gt			0			0			2			0			0			0			0			0			0			0			1			0			3


																																																																		ms			0			3			0			0			0			0			0			0			0			0			0			0			3


																																																																		no			1			0			0			0			0			0			0			0			0			0			0			2			3


																																																																		se			0			0			0			0			1			0			0			1			0			1			0			0			3


																																																																		tv			1			0			0			0			1			1			0			0			0			0			0			0			3


																																																																		bd			0			0			0			0			0			0			0			2			0			0			0			0			2


																																																																		be			0			0			0			2			0			0			0			0			0			0			0			0			2


																																																																		bs			1			0			0			0			0			1			0			0			0			0			0			0			2


																																																																		hr			0			0			0			0			1			0			0			0			1			0			0			0			2


																																																																		ir			1			0			0			0			0			0			0			1			0			0			0			0			2


																																																																		lk			0			0			1			0			0			1			0			0			0			0			0			0			2


																																																																		lv			0			1			0			0			0			0			0			0			0			0			1			0			2


																																																																		py			0			0			0			0			1			0			1			0			0			0			0			0			2


																																																																		vg			0			0			0			0			0			0			0			0			0			2			0			0			2


																																																																		ae			1			0			0			0			0			0			0			0			0			0			0			0			1


																																																																		ag			0			0			0			0			0			0			0			0			0			0			0			1			1


																																																																		al			0			0			0			0			0			0			0			0			0			1			0			0			1


																																																																		at			0			0			0			0			1			0			0			0			0			0			0			0			1


																																																																		cat			0			0			0			0			0			0			1			0			0			0			0			0			1


																																																																		center			0			1			0			0			0			0			0			0			0			0			0			0			1


																																																																		cr			0			1			0			0			0			0			0			0			0			0			0			0			1


																																																																		cy			0			1			0			0			0			0			0			0			0			0			0			0			1


																																																																		do			0			0			0			0			0			0			0			0			1			0			0			0			1


																																																																		gd			0			0			0			0			0			0			1			0			0			0			0			0			1


																																																																		il			0			0			0			1			0			0			0			0			0			0			0			0			1


																																																																		im			0			0			0			0			0			0			1			0			0			0			0			0			1


																																																																		is			0			1			0			0			0			0			0			0			0			0			0			0			1


																																																																		md			0			0			0			1			0			0			0			0			0			0			0			0			1


																																																																		mk			0			0			0			0			0			0			0			0			1			0			0			0			1


																																																																		mm			0			0			0			0			0			0			0			0			0			1			0			0			1


																																																																		pa			0			1			0			0			0			0			0			0			0			0			0			0			1


																																																																		ph			0			0			0			0			0			0			0			0			0			0			1			0			1


																																																																		pk			0			0			0			0			0			0			0			0			0			0			1			0			1


																																																																		pm			0			0			0			0			0			0			1			0			0			0			0			0			1


																																																																		rs			0			0			0			0			0			0			0			1			0			0			0			0			1


																																																																		t			0			0			0			0			0			0			1			0			0			0			0			0			1


																																																																		to			0			0			0			0			0			0			0			0			1			0			0			0			1


																																																																		top			0			0			0			1			0			0			0			0			0			0			0			0			1


																																																																		university			0			0			0			0			0			0			0			1			0			0			0			0			1


																																																																		ve			0			0			0			0			0			1			0			0			0			0			0			0			1


																																																																		ws			0			0			0			0			0			0			1			0			0			0			0			0			1





報告元ドメイン(TOP5)


jp	4	5	6	7	8	9	10	11	12	1	2	3	414	508	482	581	525	464	487	547	522	442	502	539	com	4	5	6	7	8	9	10	11	12	1	2	3	225	358	298	288	276	403	577	502	232	430	381	422	de	4	5	6	7	8	9	10	11	12	1	2	3	372	436	174	216	262	259	292	252	344	530	303	450	net	4	5	6	7	8	9	10	11	12	1	2	3	45	49	44	54	37	27	43	36	66	36	33	35	org	4	5	6	7	8	9	10	11	12	1	2	3	64	33	52	54	48	55	30	41	33	17	20	43	月


報告件数


調整先ドメイン(TOP5)


com	4	5	6	7	8	9	10	11	12	1	2	3	294	419	412	396	429	336	424	473	394	335	522	513	jp	4	5	6	7	8	9	10	11	12	1	2	3	275	325	286	245	350	268	368	254	373	330	415	424	net	4	5	6	7	8	9	10	11	12	1	2	3	38	85	58	66	87	70	108	86	114	77	77	58	tw	4	5	6	7	8	9	10	11	12	1	2	3	7	54	56	71	58	42	58	17	6	7	18	16	it	4	5	6	7	8	9	10	11	12	1	2	3	33	8	10	19	16	7	5	6	7	2	1	6	月


通知連絡件数


スキャン対象ポート別インシデント件数(TOP3)


22/tcp	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	244	256	63	136	190	132	218	94	222	255	205	271	80/tcp	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	22	77	52	96	105	65	196	117	103	111	66	121	25/tcp	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	88	142	2	34	54	60	86	76	60	47	71	48	月


インシデント件数





理事会用


						報告数月別推移ホウコクスウツキベツスイイ


									2008年度ネンド			2009年度ネンド			2010年度ネンド			2011年度ネンド			2012年度ネンド			2013年度ネンド			2014年度ネンド			2015年度ネンド			2016年度ネンド			2017年度ネンド			2018年度ネンド			2019年度ネンド


						4月ガツ			192			225			1421			532			1275			1606			1561			2098			1891			1333			1177			1274


						5月ガツ			203			337			837			564			1666			3163			1447			1609			1488			1380			1466			1299


						6月ガツ			189			635			855			471			1131			4617			1509			1480			1307			2512			1172			1257


						7月			347			912			739			574			2348			4180			1494			1543			908			1698			1305			0


						8月			775			948			872			687			1874			2779			1347			1215			1192			1473			1235			0


						9月			226			1123			830			457			1208			3136			1797			1370			1037			1429			1368			0


						10月			192			772			1003			472			1518			1479			1607			1061			1150			1460			1530			0


						11月			189			686			758			846			1541			1621			1957			1201			1273			1596			1468			0


						12月			181			590			614			1183			2005			1712			2667			1178			1613			1474			1244			0


						1月			207			675			587			837			1919			1606			2981			1176			1360			1339			1536			0


						2月			183			805			553			812			1847			1409			1939			1405			1253			1170			1349			0


						3月			174			1008			796			1050			1687			1883			1949			2006			1482			1277			1548			0


						合計ゴウケイ			3058			8716			9865			8485			20019			29191			22255			17342			15954			18141			16398			3830


						インシデント件数月別推移ケンスウツキベツスイイ


									2008年度ネンド			2009年度ネンド			2010年度ネンド			2011年度ネンド			2012年度ネンド			2013年度ネンド			2014年度ネンド			2015年度ネンド			2016年度ネンド			2017年度ネンド			2018年度ネンド			2019年度ネンド


						4月ガツ			240			258			1198			503			1227			1672			1397			1621			1497			1376			1131			1411


						5月ガツ			212			370			846			569			1505			2951			1401			1320			1168			1388			1425			1493


						6月ガツ			282			753			1141			490			1100			4463			1462			1247			1126			2601			1039			1309


						7月			429			974			844			594			2243			3210			1474			1626			1012			1771			1081			0


						8月			811			1007			939			650			1835			2279			1203			929			873			1587			1161			0


						9月			253			1160			978			432			1188			2795			1711			1193			916			1453			1167			0


						10月			196			805			1182			452			1569			1456			1495			1029			1281			1522			1623			0


						11月			214			754			798			799			1707			1772			1707			1137			1409			1710			1401			0


						12月			232			670			658			1088			2017			1560			2404			1003			1432			1503			1464			0


						1月			231			861			542			790			1949			1643			2127			994			1405			1424			1649			0


						2月			229			948			522			731			1836			1190			1695			1410			1848			1223			1562			0


						3月			224			1384			819			1014			1907			1696			1663			1739			1603			1210			1761			0


						合計ゴウケイ			3553			9944			10467			8112			20083			26687			19739			15248			15570			18768			16464			4213


						調整件数月別推移チョウセイケンスウツキベツスイイ


									2008年度ネンド			2009年度ネンド			2010年度ネンド			2011年度ネンド			2012年度ネンド			2013年度ネンド			2014年度ネンド			2015年度ネンド			2016年度ネンド			2017年度ネンド			2018年度ネンド			2019年度ネンド


						4月ガツ			149			79			250			182			255			729			726			1069			984			883			592			902


						5月ガツ			147			129			191			270			230			704			565			813			820			823			795			943


						6月ガツ			169			194			406			202			271			746			843			711			755			847			737			960


						7月			149			263			283			157			283			861			745			979			761			725			687			0


						8月			166			197			214			296			411			805			550			554			625			759			846			0


						9月			129			377			204			189			429			748			830			525			736			750			683			0


						10月			102			218			235			228			454			794			877			626			1038			621			884			0


						11月			83			186			273			224			523			727			768			684			1048			576			780			0


						12月			79			172			223			300			520			614			692			743			797			704			915			0


						1月			101			373			195			205			582			739			1093			678			800			807			813			0


						2月			139			265			191			237			834			614			899			1013			1307			684			1044			0


						3月			148			367			210			312			814			636			1096			1264			970			712			1059			0


						合計ゴウケイ			1561			2820			2875			2802			5606			8717			9684			9659			10641			8891			9835			2805





報告件数（月別推移）


2017年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	1333	1380	2512	1698	1473	1429	1460	1596	1474	1339	1170	1277	2018年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	1177	1466	1172	1305	1235	1368	1530	1468	1244	1536	1349	1548	2019年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	1274	1299	1257	報告件数


調整件数（月別推移）


2017年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	883	823	847	725	759	750	621	576	704	807	684	712	2018年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	592	795	737	687	846	683	884	780	915	813	1044	1059	2019年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	902	943	960	通知件数


インシデント件数（月別推移）


2017年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	1376	1388	2601	1771	1587	1453	1522	1710	1503	1424	1223	1210	2018年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	1131	1425	1039	1081	1161	1167	1623	1401	1464	1649	1562	1761	2019年度	4月	5月	6月	7月	8月	9月	10月	11月	12月	1月	2月	3月	1411	1493	1309	報告件数





APCERT


			年トシ			四半期シハンキ			件数			年省略トシショウリャク			四半期省略シハンキショウリャク


			1996			10
 | 
12			13			35065.0			 									1st Qtr			2nd Qtr			3rd Qtr			4th Qtr			Total


			1997			01
 | 
03			202			35431.0			 						Incident Reports			3,786			3,815			3,908			4,242			15,751


						04
 | 
06			61						 


						07
 | 
09			107						 						Year			Month			Phishing			Website defacement			Malware			Scan			DoS			ICS			Targeted attack			Other


						10
 | 
12			122						 						2018			1			297			122			24			684			0			2			2			293


			1998			01
 | 
03			139			35796.0			 									2			311			77			17			618			1			0			2			197


						04
 | 
06			197						 									3			316			69			22			543			0			5			2			253


						07
 | 
09			299						 									4			311			103			29			481			0			0			2			205


						10
 | 
12			288						 									5			495			105			28			596			0			0			3			198


			1999			01
 | 
03			255			36161.0			 									6			408			112			32			178			0			0			4			305


						04
 | 
06			192						 									7			442			64			28			346			9			0			4			188


						07
 | 
09			191						 									8			447			66			45			463			0			0			3			137


						10
 | 
12			150						 									9			413			95			26			353			1			0			0			279


			2000			01
 | 
03			336			36526.0			 									10			453			96			29			667			2			0			0			376


						04
 | 
06			718						 									11			568			53			12			433			1			0			4			330


						07
 | 
09			660						 									12			539			93			34			577			4			0			0			217


						10
 | 
12			512						 									total			5000			1055			326			5939			18			7			26			2978			15349


			2001			01
 | 
03			766			36892.0			 


						04
 | 
06			1,053						 						Incident category			Total


						07
 | 
09			589						 						Scan			5939


						10
 | 
12			445						 						Phishing			5000


			2002			01
 | 
03			353			37257.0			 						Website defacement			1055


						04
 | 
06			270						 						Malware			326


						07
 | 
09			373						 						Targeted attack			26


						10
 | 
12			439						 						DoS			18


			2003			01
 | 
03			706			37622.0			 						ICS			7


						04
 | 
06			1076						 						Other			2978


						07
 | 
09			1026						 									15349


						10
 | 
12			649						 


			2004			01
 | 
03			644			37987.0			 


						04
 | 
06			920						 


						07
 | 
09			1749						 


						10
 | 
12			1903						 


			2005			01
 | 
03			1240			38353.0			 


						04
 | 
06			695						 


						07
 | 
09			667						 


						10
 | 
12			827						 


			2006			01
 | 
03			763			38718.0			 


						04
 | 
06			629						 


						07
 | 
09			670						 


						10
 | 
12			399						 


			2007			01
 | 
03			505			39083.0			 


						04
 | 
06			651						 


						07
 | 
09			706						 


						10
 | 
12			650						 


			2008			01
 | 
03			545			39448.0			 


						04
 | 
06			584						 


						07
 | 
09			1348						 


						10
 | 
12			562						 


			2009			01
 | 
03			564			39814.0			 


						04
 | 
06			1197						 


						07
 | 
09			2983						 


						10
 | 
12			2048						 


			2010			01
 | 
03			2488			40179.0			 


						04
 | 
06			3113						 


						07
 | 
09			2441						 


						10
 | 
12			2375						 


			2011			01
 | 
03			1936			40544.0			 


						04
 | 
06			1567						 


						07
 | 
09			1718						 


						10
 | 
12			2501						 


			2012			01
 | 
03			2699			40909.0			 


						04
 | 
06			4072						 


						07
 | 
09			5430						 


						10
 | 
12			5064						 


			2013			01
 | 
03			5453			'13			 


						04
 | 
06			9386						 


						07
 | 
09			10095						 


						10
 | 
12			4812						 


			2014			01
 | 
03			4898			'14			 


						04
 | 
06			4517						 


						07
 | 
09			4638						 


						10
 | 
12			6231						 


			2015			01
 | 
03			6869			'15			 


						04
 | 
06			5187						 


						07
 | 
09			4128						 


						10
 | 
12			3440						 


			2016			01
 | 
03			4587			'16			 


						04
 | 
06			4686						 


						07
 | 
09			3137						 


						10
 | 
12			4036						 


			2017			01
 | 
03			4095			'17			 


						04
 | 
06			5225						 


						07
 | 
09			4600						 


						10
 | 
12			4530						 


			2018			01
 | 
03			3786			'18			 


						04
 | 
06			3815						 


						07
 | 
09			3908						 


						10
 | 
12			4242						 





01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
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03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	01
 | 	
03	04
 | 	
06	07
 | 	
09	10
 | 	
12	2008	2009	2010	2011	2012	2013	2014	2015	2016	2017	2018	545	584	1348	562	564	1197	2983	2048	2488	3113	2441	2375	1936	1567	1718	2501	2699	4072	5430	5064	5453	9386	10095	4812	4898	4517	4638	6231	6869	5187	4128	3440	4587	4686	3137	4036	4095	5225	4600	4530	3786	3815	3908	4242	








Abuse Statics of 2018





Scan	Phishing	Website defacement	Malware	Targeted attack	DoS	ICS	Other	5939	5000	1055	326	26	18	7	2978	
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