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LTFIZ, SThoDFMICDLNTERBALET,

1N #3409 —EX
ISO/IEC 29147:2014 12815 254 o —ERXR] [TDOWTHEEHEF5IH

LET,
= -8 AR
3 Terms and 3.4 online services
definitions service which is implemented by hardware, software, or a
3 HEELEE combination of them and provided over a communication line or

network

Note 1 to entry: The vendor of an online service may also be
referred to as a service provider. Online services are similar
to products in that both are primarily software systems. Two
main distinctions are that a service often appears to users as
a single instance of software and that users do not install,
manage, or deploy the software, but they only use the service.
34 FSA4 Y —ER

N—F9IT7, VILIIT7ELIEZTOHEAEDOEICK > TEES
h, BERBELERY FT—VRBETRESADY—ER

FER1 AUSAUY—ERDAUA X, Y—ERXRTANA Z LR
heleiHd, oM —ERLERIF. MEELBEIZVI L
DIT7VRATLTHDIEVLSIATEUTWS, MEBEOETEWE., Y—
EXEA—HITELTIDDYIRITTDLSICRZBENSI R
E.A—YHFREYIEIIT7DA VAR =)L, EBFEIIEHZT

3. Y—EXZMATEEHFEVSIRTH D,

5.5 5.5.4 Release phase

Vulnerability | The vendor deploys the remediation. In an online service, the
disclosure vendor deploys the remediation and documents the event

process 5.5.4 A7 z—X

summary RUBIEHERERHET 5. 2054 UH—EXRDBE. NUFIEHREK
5.5 ME55tEL ZREAL. TOBRICOVTXEIL L TERHELTET'?,
Ak d0))

8

(HiFr : ISO/IEC 29147:2014 % JTIZ4ERKL)

KPJAFHDEERERND, AUFA VY —ERDEEREICF. V7V REXE
H.ECE-LEFE, Vx4 FEEEFNEENETTS . T 51 0¥ —E
ADJHE. PHA R4V EERROBBRAULDEMAZROTLEEAS, L
ML, U4 Y —ERBEENMISHDERT ISO/IEC 29147:2014 X1
[CERYBLHE. BEERIREZBERALEZ-CEIZDOVT, XELEHELTE
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JOENEFNFT, SHIZVTVREREDGS. BEOFARRE~ADEZE
ZEREL. VILIIT7OEFHICOVWTIEBRICEAMT S ENEETT,

(2) MRBHEARKRY >—
ISO/1EC 29147:2014 I2H 1+ 5 THEBHEARAR) >—] [COVWTOEEZESIA
LET,

= - & Kz

6 Vulnerability | 6.1 General

disclosure Vendors should define their responsibilities in the
policy vulnerability disclosure policy. Vendors should publicize

considerations | their vulnerability disclosure policy or point to an existing
6 RESSIE/NBAZR | public vulnerability disclosure policy.

Jo—ICEYT S | 6.1 BIE

B RUBE, BEEARER) O—ICBIT2EXEE2TEET IVEND
5, NUHIE, BEOMBEELARKY O—F0%KT 5. LI
BEFD—RRMGIEHEE AR S —FRIDBELNH D,

6.2 Minimum policy aspects
A vendor should create an overall vulnerability disclosure
policy, but they may choose to publicize only select sections
if the internal policy contains sensitive information. A
vulnerability disclosure policy should, at least, include
information about the following.

a) How the vendor would |ike to be contacted
Vendors who adopt a policy of vulnerability disclosure will
typically offer a security website or page. This website/page
provides information on the vendor’ s accepted method(s) for
receiving vulnerability information from a finder.
Contact information might include one or more of the
fol lowing:

1) E-mail address; (ffIRIZEEK)

2) Phone number ;

3) Web form.

(UTFT 2 A MILDAHRFE)
b) Secure communication options
c) Setting communication expectations
d) Information that would be useful when submitting a
possible vulnerability report

e) Out-of-scope services

f) How submitted reports are tracked
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e) EFENDH—EX
f) BHZESO-TEHT 5H

6.3 Optional policy aspects
A vulnerability disclosure policy may contain multiple
optional elements.
a) Credit to finder
b) Synchronized public disclosure
c¢) Distribution
6.3 AT aFIGERY I —DER
MESEMARRY O—IZIk. BEROAF T a VEREEHTH &L,
a) EFREBEDIUR
b) —iEFD R
c) Bifn
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AEITHONAHRERELEFYETS,
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[SO/1EC 29147:2014 12&(+ 5 THESEIEDZME] ITDOWTOREHZSIALE
ER

7 Receipt of 7.3 Acknowledgement of receipt from finder or a coordinator
vulnerability | The vendor should respond to a vulnerability report within the

information time period specified in the vendor’ s vulnerability
7 Me531E1E#R | disclosure policy. It is recommended that an acknowledgement
D25 of receipt of a vulnerability report be provided to a finder

within seven calendar days.

1.3 XREOREKEAN L DZHEDOIER

RUFIE, BEOHBEHARKRY) >—0h THRE L -HEURIZ, i
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5.4
Stakeholders
5.4 FIEMBR
&

5.4.3 Intermediate Vendor

An intermediate vendor gets a subsystem from a vendor and uses
it to supply a system or service (or a combination of both) to
a user (or another intermediate vendor). Typical examples are
the fol lowing:

a) system houses that use a PC and an operating system to add
their own healthcare administration software and sell the
combined system to a medical doctor (maybe together with a
maintenance contract) ;

b) telecommunication providers that supply a mobile phone
together with a service contract.

5.4.3 NS

FEARNVAE, RUAMLHITVRTLEAFL, TNEFE-L>TUR
TLFERIFY—ER (FREAADHEAEHE) 21— (FiEih
DFERNS) ITRET S, BEMNLHITIEIRODLSLBIDOLHS :
1) PCXHOOS EBHDANIIWRTTEEY I b I T7EEHE., gLl
DATLEEMICERTT S (RTFENL—HBIRETSIED) VR
S NAY.&

2) EHREBEREARLEY—ERZHNEELETREBT IEESES,

7 Receipt of
vulnerability
information

1 HESETEIEHR

=z A
OL-&

7.5 On-going communication with finder

Vendors should evaluate the reported issue and make a
determination whether it represents a vulnerability or not.
The vendor should inform the finder and coordinator, if
involved, on the results.

An intermediate vendor should check whether it can decide on
the potential vulnerability on its own or needs to involve the
vendor it got the related subsystem from. If another vendor
needs to be involved in the decision and if this delays the
response, the intermediate vendor should inform the finder
and/or the coordinator about this fact and about the further
processing

1.5 REFLOHEITHFOHOYERY
RUFEEEEZT-MEEME L. BEEENZT S THRUOAZHIETL
BHNEESEN, RUFE, HBRICSOWTRREIC (b LIAZKE
MBS L TUONITFRABKEICE) MoE b,

FRIAND A, BENLGRSHICEL CBEETHETE Sh., BEEYT
BYTLVRATLEBALER VI EZEZIAOLELAH DN, EERLYE
FNIEE ST, HORUTDOEEERELL, ZOEOHIZEZHIE
NBGEE. PRARVAEERREBES LIV FIEHABBEICTDEEL
SHEOEDAHIZODNTHLE D,

(HiFr : ISO/IEC 29147:2014 % JTIZ4ERK)

ARV EF, A—HERKERET IRV TORITNET SNV EFTH

Y. Sler 1) 5 —m%AT 5584, HAHRUEIH

ZEIAHELHY

FY. HIAE. BHARBRTETIY b T7+—LLETHD/N— FF—HH—E

AET>2TWAH5—R %

ZETHEEZONES . REOARVFITHER VS

ERDTREMENH D=, PRV IADEEIF. REMICESAT2EAD
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BRELEBADIENTEFET, I—FORRENSCRZDDIEFHEAL TGO
T. TG TR ERMEAZREICT S EIFERHEVAFT,

PHARSAUTHE, THERVA ] Z2FRLTELT. FENVHFITKO S
NEFIGIZTDOVWTHHRLTWWEE A,

LHL. RUOEHRISHDIEER T ISO/IEC 29147:2014 xtis B Y LI5S
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[CEBEEEZLAMAL. TNIZENTIHILISBZFZ LTS T—XBHY FT,

53



186 EFRREICELT S-ONEER

2% 1 1S0/IEC 29147:2014 L1EHREF 2 ) T+ BEER A NA—bF—2 v TH

4 RS 4 2 DORES

I1SO/1EC 29147:2014 D&KL

BHREexXa) T BRERNN—FF—Dy
THA RS54 OIS ER

1. 5 A %5 B

M. XHA RS54 0ERADEHE

2. 5| RS -

S AELFUESR I. AEEDES &R

4. B&EE -

5 #= I. IZLHIC

51 —f% OFXHA K34 DEM

5.2 ISO/IEC 29147: HeSatED AL O RHA K4 v DBEES D5

1SO/I1EC 30111: HES5tEEIR 7 O+ X DFF

V. V7 b 7HGITERDMESEEREETE

DA R ITT—R HRER K
53 BIREAUSAUHY—ER 1. §=E
54 RT—UHRILE—
5.5 HisEMAMTAEROBE
5.6 HESHHEARBICEITHERIH
5.7 RIBEHROWEM
5.8 HEFHMHET K/ XA H1)
5.9 HissEDER
6. fESBMEARRY O—IZB T HEEEE —
6.1 &%
6.2 R/NEBOR) O—DER
6.3 AT aF IR —DEHR
1. RS IRIRDZE V. VI b 7ERITERDHETHEREER
7.1 &8 AR
1.2 BEMLBHBEBHERES LUVUZTOREN | b ESRAREORE
ZEETIL 1) BODOKRE
1.3 HREBFITAEKELI S DOZEHER | 2) HRBEMHRIEOERE
1.4 A>TL 2|EDEH 3) MESEMEROARBDHRE
1.5 EELOETHDBEE 4) HRELOEEZEOBERKER
7.6 FHAIER 5 BAED T IHYA MZET HEHROEmK
1.7 REHEN S DXIE (A

6) BULVEHEANDFRIE

) SARAES & UGN D EH

54




186 EFRREICELT S-ONEER

8. RUARIZHIT BB HEDHRE

8.1 £

8.2 RS THIDHEEEMIRE Z RO DB
Br—=X

8.3 AL HF I T HIETFHIFROME

9. 7 RINA 1) DR V. V27 oI 7HRITHRSHBEREEF
9.1 &f% HRER R

9.2 7TRENAHFUDEW 5. HmFAREDXIG

9.3 7 ENAHFYDARIZETZEE 8) Xt KA E D E AN

9.4 ZRNRAHFYD))—ZADAA Y | 9)EGAZRERNOEROEE LFHT

9.5 7 KR4 HF 1) ORE

9.6 7 KN4 H1) D@EIE

9.7 PENAHFUDT+—< v b

9.8 ZRNAHIYDEIEH

T8 A (HRIBER) MEEMHE 7 KA -

) IREROERIR T 5

8% B. (FHREH KUP—. 7 EnA
H1) . B GREEEOEH
XCHKE £

55




186 EFRREICELT S-ONEER

SE 2 fBHEARERY o —DEH

REsstEABAAR ) S —I(%. ISO/IEC 29147:2014 @ Annex B @” B.1 Sample
vulnerability disclosure policy” IZHlZRENTULNSA, BRICERANADR Y
IHLBREINTVWEEHIEREONS, UTIZTENLDSEFZETRT,

BmCisco; “Security Vulnerability Policy”
https://sec. cloudapps. cisco. com/security/center/resources/security vul
nerability_policy. html

WIBM; “IBM Security Vulnerability Management”
https://www. ibm. com/support/pages/ibm-security-vulnerability-
management

BMicrosoft; “Coordinated Vulnerability Disclosure”
https://www. microsoft. com/en—-us/msrc/cvd

MSalesforce; THESEMESRE R O —)
https://www. salesforce. com/ jp/company/disclosure/

WY AARDX,; THESEHFERNFY TR O—]
https://cybozu. co. jp/company/security-policy/

BEIEERR, TEIZITIL—TI2H T RRMEHEIFRORARIOEX ]
https://www. hitachi. co. jp/hirt/publications/hirt-pub10008/index. html

WGMO R/N7R; THESSMEREHIE
https://pepabo. com/contact/vulnerability-reporting/
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1. NEF~NEMT 55 MEEEIER
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BOFAEBHOCERA VISEEZ " TOMARREED
BEXREHELET,

2. BRBAOXW

1) NERA~DOEH

IPA &, MES5 RS ERH|A 1. ICHITAEBTONINMNICEZAET HEHIEL
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H1 ELVD) ZHEFISEONICEMLET ., ABRF~DBHMETSICHT:
Y. IPAX. COBRIERDOER DB EERD =8, FRPHIZ, JPCERT/CC
[CWHELGERZTV., FRELELGHHDZEELFT, JPCERT/CC (FHEXE
WEZT, RELGDIHAZITVET., G, IPA X, EREMACRETHS
NEHRBEFEREZFAZEXGULEZRY OHETEHHEETHL>TH., TDE
(THONT-MEFHEEEFHRN 1. ITHBIFIR8E50ONTAMNIKRET S LB
L-B&I1F. RERISEOHEHNLET,

2) NERFTOX

NER X, BAFERICOVT, RAFAREECHLAIRAEOKR. KEHED
ERICRIKREEZHREMNHEL T, EEEFHERICHTIRESE
TAHICEPHMEDHLEZRS-OICBELGRIEZITVET . HlIZE, WA
FRIE. B N—tWEENTRILESE 37 FE 1 HOBREICESE, BHNIEHRE
BEFLESHOL I ~0DELYFERREZITVET, BH. Chiod
FERIBHIZDULNTIE. IPA B &KUY JPCERT/CC AV, 3. (N1 B K UN. 4.
NITKYMHERREFEZ—MICARISBLVHEICTIZEBHYFET,

o DFERERBICHEY . MBI HRRARES I VCERAVT5F
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BERGENDHEZSRL T LY,
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AHAHBEEITIE, A N—FNEENBILESE 40 ZFE1HOREICEDE,
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F=FBICRAVWLGWVWES>BEIZEELET,

4. HEEHISOBLEDLERIG

IPA [, BEANEROMETHAIBHIZONT, ZRENLBVWEDLEZEZIT
f-eEF . ZREEORAERICEBEL DD, NEM S LU JPCERT/CC &iE L
f-ET. BYICHIGELET, GH. &7 OBEICR&HL-EHY . REFT
FHAN—ZL2REOHAI SMEBEAERFREZIEL TSI EMS, IPA
NoRNEFADEMOERE. AEFICE T RIGKRFIZOVTIE. BEZEAT
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WDFIEZERENTHEHMTY,
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DII7Y A FOBEICFRLIABMITIS.MAREMARIZATFTY IS A b
DIREBHUEREKDORA > FEBNTHEHTT,

[t ) T4IELEFED-ODMBEREHA K] "°
TEZICEVWTHERIVRATLODEXF) T EEBZFHUT HAMEITIZ, M55
EREDERMLEEZFEBNTHIERTT,

[HEIfE S R T LFBEEDEODOMEREERIGHA K] £33 ®
TITEBOTSUMIBETRHEHHATLOEBA - ERAZITOLEORERE- &
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(BEEE ]
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- MEBEERKR T ROELAFH -1
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19 https://www. ipa. go. jp/security/todokede/vuln/uketsuke. html
0 https://www. meti. go. jp/policy/netsecurity/vul_notification. pdf
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2 https://www. jpcert.or. jp/vh/vul-guideline2019. pdf

2 http://it. jeita.or. jp/infosys/info/0407JEITA-guidel ine/guidel ine-v10. pdf

B https://www. ipa. go. jp/security/guide/vuln/ug65p90000019by0—-att,/000002992. pdf
2 https://archive. saj.or. jp/activity/advocacy/20041203_security. pdf
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