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WARNING: Your files have been locked by DEADBOLY

> What happened?

All your files have been encrypted. This includes (but is not limited to) Photos, Documents and
Spreadsheets.

> Why Me?

This is not a personal attack. You have been targeted because of the inadequate security provided
by your product vendor (QNAP).

> What now?

You can make a payment of (exactly) 0.050000 bitcoin to the following address:

Once the payment has been made we'll follow up with a transaction to the same address this
transaction will include the decryption key as part of the transaction details. [ formation..]
You can enter the decryption key below to start the decryption process and get access to all your
files again.

QNAP

[0 Enter your key here..

] Decrypt Files

[ 3-6:9E Mirai B F DIEEICIT Web 77 9 HF —TT7 7 XT3 LERRINER—T D] (6)]

O Co7ho b ERETS

M tFalFsREEhEOS 1>

QNAP QTS

(B 3-7:3F Mirai 137 v b DIXEICIC Web 77 V=TT 72w RT3 KR I N2 2—YDH(7)]




JPCERT [&@&°

Web Station has been enabled. To finish setting up your website,
please see the "Web Service" section of DSM Help.

(¥ 3-8:JF Mirai %% » + DF[ETCIC Web 77 9 F —CT 72T 3 EEKRINBZ=—I D (8)]

(B4 3-9:3F Mirai BLo¥7 v b DIX[ETCIC Web 77 9 HF =TT 7R T2 L RRINE =YD (9)]

10



JPCERT[{®°
3. JPCERT/CC 7*& @ B\

JPCERT/CC Tld, A& N7 v POZEFILIP 7 FLRICOWTISP 2L CYZ%IP 7T FLAD 2 —
PR NG E BT E2e83H 0V T, 20X RIKEEZZ T 2BICiE, AEEH~0
Mgz W22 % Algch i, fEHL Cw Ry 77— v 2 T70oN—Va v BEOFELLEOE
WO R LD T Wi FEEC T, REREE TN L b0 2 &S FHRERIETI
BHy., RPN TG RPRIHOEE ARV E LT,

11



JPCERT[{®°
4. ZHFCHR

(1) Service Name and Transport Protocol Port Number Registry

https://www.iana.org/assignments/service-names-port-numbers/service-names-port-

numbers.xhtml
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