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TOPS: CH,US,JP, TW,KR (2015/01/01 - 2015/03/31)
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CIb~FEF, F7z, 3 AHFMNG 445/TCP 56D /3 7 EHBHEINL TWET, ZOHEMOFRRKRIL, 1T-o &
D LERAD, #HiT-7z Conficker D HFEDTHE) & & SV E 3D T, Windows OS <° Windows Server %
AL TWAEAIL, #UeXa2 VT o R(eEX=2 VT BH 70 7T 2000, v 7 4 U RE8REC
BHIRNAT = REfH LW EYDOEZBEO LET, ZOMIZHONTIEL, Z200BiIEH D £L
7o, FFPETRIRNOZB (LI AoNERFATL,
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LD, 2 AREAIC Ry 7L~ UL R AL 2 [P THAHEND FAAL AT TENKFAAL ] Lo
FT, VEBRMGL Lz, #ELAR— MESD 53IUDP /37 > FEATF [DNS JGZE/ X7 > R L
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# Frame 35918: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
# Linux cooked capture
Internet Protocol version 4, src: 217.128. NG osc: 59.128.
= User Datagram Protocol, Src Port: 53 (53), Dst Port: 11363 (11363)
source Port: 53 (53)
pestination Port: 11363 (11363)
Length: 56
# Checksum: 0Oxlae5 [validation disabled]
[stream index: 12656]
= Domain Name System (response)
Transaction ID: 0x60b7
# Flags: Ox8182 standard query response, Server failure
Questions: 1
Answer RRs: O
Authority RRs: 0
additional RRs: O
= Queries
= obgvwjwhefyd. weo. - ip: type A, class IN
Name: obgvwijwhefyd. vwon. [N - iv
[Name Length: 30]
[Label Count: 4]
Type: A (Host address) (1)
Class: IN (0x0001)
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Scan count/day
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2.2 23/TCP D /4Ty FDiFL
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Service Name and Transport Protocol Port Number Registry
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
JPCERT/CC A % —> v MERMBINILA— (2014 4 4~6 H)
https://lwww.jpcert.or.jp/tsubame/report/report201404-06.html

52T @Police

A o H =2y MEHRERSE (AL 27 4 2 1)
https://lwww.npa.go.jp/cyberpolice/detect/pdf/20150331.pdf

RSt ARL P2 R Y —E 2 (IPRS)

DNS H— ORI E (A —T ) V=] [ZONT
http://jprs.jp/important/2013/130418.html

ARXY NO—I AT A—vartrd—

F—7" 1 V' L,3(Open Resolver) (2% 4 % 115 Wit
https://www.nic.ad.jp/ja/dns/openresolver/

JPCERT/CC

A=) NN A b

http://www.openresolver.jp/

JUN#62507275 {5 DT 0 — RNy RA—Z B4 =7 U e Ll LT L% 5 RS
https://jvn.jp/jp/IVN62507275/

JPCERT/CC A » & —> v MiERBUHIL AR — (2014 4F 10~12 H)
https://lwww.jpcert.or.jp/tsubame/report/report201410-12.html#2.1
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LF7, BEE®RICOWTIZIPCERT/CC ® Web H 1 & &ML &0,

JPCERT 22— 4 x—3 3 &> % —(JPCERT/CC)
https://www.jpcert.or.jp/tsubame/report/index.html
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