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Sorce Port 53/UDP (2014/04/01 - 2014/06/30)

Scan count/day
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¥ Internet Protocol version 4, src: 24.151. . st 1i6. 50.
#l User Datagram Protocol, Src Port: 53 (53), Dst Port: 54800 (54800)
-] Domain Name System (response)
Transaction ID: Oxé6def
+ Flags: Ox8183 standard query response, Mo such name
qguestions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: O
- Queries
= mlafmfohepgh. www. app THIM. tv: type &, class IN

name: mlafmfohepgh. www. app . v
Type: A (Host address)

Class: IN (0x0001)

[X14:2014 4 6 A OiX(E7EA— hE5 53/UDP O 3/ » K (Wireshark (2 X 5 2R)]
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Internet Protocol version 4, src: 222.65. I . Dst: 116. S0. D

E Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)
Checksum: 0x1646 [correct]
Internet Protocol Version 4, src: 116. 850. N . 0=t: 222.65. 000000
User Datagram Protocol, 5rc Port: 54800 (54800), Dst Port: 53 (53)
E Domain Name System (query)
Transaction ID: Oxodef
Flags: 0x0100 standard query
questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: O
F Queries
= ujozgjydedurkpif.wew. app] I tv: type A, class IN
Mame: ujozqjydedurkpif.www. app . Cv
Type: A (Host address)
Class: IN (0x0001)
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Internet Protocol version 4, src: 202.33. N . osc: 116. 80. N

User Datagram Protocol, Src Port: 53 (53), Dst Port: 54800 (54800)
= Domain Name System (response)
Transaction ID: Oxodef
Flags: 0xB8182 standard query response, Server failure
Questions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: O
B queries
= gpkpix. v, app 1 . tv: type A, class IN
Name: gpkpix.www. app |- v

Type: A (Host address)
Class: IN (Ox0001)
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Source Port 6000/TCP (2013/07/01 - 2014/06/30)
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Service Name and Transport Protocol Port Number Registry
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml|
MASHAARL Y Z B U H—E Z(IPRS)

DNS H— R_— DR ez [ —7 2 ) Y R—] |22 T
http://jprs.jp/important/2013/130418.html

AARR Y NU—I AT H A= g d—

F—7"> U ' L3 (Open Resolver) 2 x4 % v & il
https://www.nic.ad.jp/ja/dns/openresolver/

JPCERT/CC

F =T USRS A b

http://www.openresolver.jp/

JVN#62507275 D7 0 — RN RL—Z 34— U o3 E LCTHEREL T L % 9 [HiE
https://jvn.ip/ip/JVN62507275/

#52T @Police

TEMBANAAT R 25 -k BIHERE o o 2 —% v MR REFIZ OV T
http://www.npa.go.jp/cyberpolice/detect/pdf/H25 betsu.pdf

22T @Police

A H—Fy MRS (PR 25 411 A )
http://www.npa.go.jp/cyberpolice/detect/pdf/20140206 2.pdf
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JPCERT = —5 4 %—3 = & % —(JPCERT/CC)
https://www.jpcert.or.jp/tsubame/report/index.html



http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
http://jprs.jp/important/2013/130418.html
https://www.nic.ad.jp/ja/dns/openresolver/
http://www.openresolver.jp/
https://jvn.jp/jp/JVN62507275/
http://www.npa.go.jp/cyberpolice/detect/pdf/H25_betsu.pdf
http://www.npa.go.jp/cyberpolice/detect/pdf/20140206_2.pdf
mailto:office@jpcert.or.jp
https://www.jpcert.or.jp/tsubame/report/index.html

		2014-07-22T13:20:38+0900
	Japan Computer Emergency Response Team Coordination Center




