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# Frame 14: 236 bytes on wire (1888 bits), 236 bytes captured (1888 bits)
# Linux cooked capture
+ Internet Protocol version 4, src: , DsT:
- User Datagram Protocol, Src Port: 42619 (42619), Dst Port: ntp (123)
Source port: 42619 (42619)
Destination port: ntp (123)
Length: 200
+ Checksum: 0xd599 [validation disabled]
-l Network Time Protocol (NTP version 2, private)

-l Flags: 0x17
O... .... = Response bit: Request (0)
0., .... = More bit: O
..01 0... = version number: NTP version 2 (2)
v... .111 = Mode: reserved for private use (7)

- auth, sequence: 0
(1 D = auth bit: 0
. 000 0000 = sequence number: O
Implementation: XNTPD (2)

Request code: MON_GETLIST_1 (42)
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(1) Service Name and Transport Protocol Port Number Registry
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml

(2) JPCERT/CC A »#—x» MERBH L A— b (2013 4 10~12 A)
https://www.jpcert.or.jp/tsubame/report/report201301-03.html

(3) Technical Details Behind a 400Gbps NTP Amplification DDoS Attack
http://blog.cloudflare.com/technical-details-behind-a-400gbps-ntp-amplification-ddos-attack

(4) Understanding and mitigating NTP-based DDoS attacks
http://blog.cloudflare.com/understanding-and-mitigating-ntp-based-ddos-attacks

(5) Japan Vulnerability Notes JVNVU#96176042
NTP 7% DDoS KB DA & L THH I 53
https://jvn.jp/cert/JVNVU96176042/index.html

(6) Vulnerability Note VU#348126
NTP can be abused to amplify denial-of-service attack traffic
http://www.kb.cert.org/vuls/id/348126

(7) ntpd @ monlist #REZ > 7= DDoS W®IZEE¥ % Bk
https://www.jpcert.or.jp/at/2014/at140001.html

(8) JPCERT/CC A ¥ % —> v MERBIH LA — 20124 1~3 H)
https://www.jpcert.or.jp/tsubame/report/report201201-03.html

(9) JPCERT/CC A > % —>% v hEABN LA — ~(2012 4£ 4~6 A)
https://www.jpcert.or.jp/tsubame/report/report201204-06.html

(10) Japan Vulnerability Notes JVNVU#95919136
Synology DiskStation Manager (27 7 & Al A~ O a5 i
https://jvn.jp/vu/JVNVU95919136/

(11) WEBIPENRTFAET 5 NAS DIER L E 2 b D5 R— F
5000/TCP (Zxf3 57 7 & ADAMEIZHOWT
http://www.npa.go.jp/cyberpolice/detect/pdf/20140305.pdf
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(12) More Device Malware: This is why your DVR attacked my Synology DiskStation (and now with
Bitcoin Miner!)
https://isc.sans.edu/forums/diary/More+Device+Malware+This+is+why+your+DVR+attacked+my+Sy

nology+Disk+Station+and+now+with+Bitcoin+Miner/17879

(A3) lIoT V— 2 ZFH L7k D~ A =27
http://www.symantec.com/connect/blogs/iot
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