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Frame 2956: B0 bytes on wire (640 bits), 80 bytes captured (640 bits)
Linux cooked capture
Internet Protocol version 4, src: ) T, Dst:
User Datagram Protocol, Src Port: 25345 (25345), Dst Port: domain (53)
pomain Name System (query)

Transaction ID: 0x2a39
# Flags: O0x0100 standard query

Questions: 1

Answer RRs: O

authority RRs: O

additional rRRs: 1

= Queries
B isc.org: type ANY, class IN
Name: isc.org
Type: ANY (Request for all records)
Class: IN (0x0001)

= Additional records
[ <ROOT>: Type OPT
Name: <ROOT>
Type: OPT (EDNSO option)
UDP payload size: 4096
Higher bits in extended RCODE: 0xO
EDNSO version: O
= Z: 0x8000
Bit 0 (DO bit): 1 (Accepts DNSSEC security RRs)
Bits 1-15: 0x0 (reserved)
pata length: 0
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(1)Service Name and Transport Protocol Port Number Registry
Internet Assigned Numbers Authority
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml

(2) JPCERT/CC A & —% v FERBI LR — (20134 1~3 A)
JPCERT/CC
http://www.jpcert.or.jp/tsubame/report/report201301-03.html

(3)A—7 U V' L3 (Open Resolver) (2% 4 % 71 & ajtd
—AEEEANA ARy NU—I A T A= a b H—
https://www.nic.ad.jp/ja/dns/openresolver/

(4)DNS #— =D R E [F—7 U R —] (T2 T
MASHAARL A N —E X
http://jprs.jp/important/2013/130418.html|

(5)DNS VUV 7 v 7 v g UIEBITHT D IEEMLEIZ DV T
ST @Police

http:/www.npa.go.jp/cyberpolice/detect/pdf/20130411.pdf

(6)DNS DO FIFHfIWE DR Zfi~7- DDoS BB |2 B3 5 B Ml
JPCERT/CC
https://www.jpcert.or.jp/at/2013/at130022.html|
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