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e Threat Modeling Cheat Sheet
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e  Attack Surface Analysis Cheat Sheet:
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e  OWASP Testing Guide 4.0: Testing for Authentication

https://www.owasp.org/index.php/Testing for authentication

e Password storage cheat sheet

https://www.owasp.org/index.php/Password Storage Cheat Sheet

e Forgot password cheat sheet https://www.owasp.org/index.php/Forgot Password Cheat Sheet

e Choosing and Using Security Questions at

https://www.owasp.org/index.php/Choosing and Using Security Questions Cheat Sheet
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e OWASP Testing Guide 4.0: Session Management Testing

https://www.owasp.org/index.php/Testing for Session Management

e OWASP Session Management Cheat Sheet:

https://www.owasp.org/index.php/Session _Management Cheat Sheet
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e OWASP Testing Guide 4.0: Input Validation Testing

https://www.owasp.org/index.php/Testing for Input Validation

e  OWASP Cheat Sheet: Input Validation

https://www.owasp.org/index.php/Input Validation Cheat Sheet

e  OWASP Testing Guide 4.0: Testing for HTTP Parameter Pollution
https://www.owasp.org/index.php/Testing for HTTP Parameter pollution %280TG-INPVAL-
004%29

e OWASP LDAP Injection Cheat Sheet

https://www.owasp.org/index.php/LDAP Injection Prevention Cheat Sheet

e OWASP Testing Guide 4.0: Client Side Testing

https://www.owasp.org/index.php/Client Side Testing

e  OWASP Cross Site Scripting Prevention Cheat Sheet
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e Reducing XSS by way of Automatic Context-Aware Escaping in Template Systems

http://googleonlinesecurity.blogspot.com/2009/03/reducing-xss-by-way-of-automatic.html

e AngularlS Strict Contextual Escaping https://docs.angularjs.org/api/ng/service/Ssce
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e OWASP Testing Guide 4.0: Testing for weak Cryptography
https://www.owasp.org/index.php/Testing for weak Cryptography

® OWASP Cheat Sheet: Cryptographic Storage
https://www.owasp.org/index.php/Cryptographic_Storage Cheat Sheet
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OWASP Testing Guide 4.0 content: Testing for Error Handling
https://www.owasp.org/index.php/Testing for Error Handling
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e User Privacy Protection Cheat Sheet:
https://www.owasp.org/index.php/User Privacy Protection Cheat Sheet
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OWASP Testing Guide 4.0: Testing for HTTP Verb Tampering
https://www.owasp.org/index.php/Testing for HTTP Verb Tampering %280TG-INPVAL-
003%29
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$TY.

https://www.blackhat.com/docs/eu-14/materials/eu-14-Hafif-Reflected-File-Download-A-New-

Web-Attack-Vector.pdf
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V13: EREHOER(ICET SR EH

EEEE
BERROT TV 7— L a VB ROBROBEREH- T EEHBLET.

o TINH—= a3 DDA ICHENRIEENKDS, BEFEA LT 1T HAZETHEY]
[CHEENhD

e time bomb i D time based WMEIZEA HRREZE/EYIAA TULVELY

o EBMHA FOHFRISA TGS A FEDTEDIBEIE (“phone home”) Z T4 7R LY

o HEENFIMAGELGNYI FT, A —RE—IvJ, Y5 IKE OPvI ELOXRMEA
EYRFENTLVL

EMa—FAMEYRFNECLEBOHTENTY. F-REFR#EETY. a—FZ 171170
Ea—d50EAC Yy IRLERDITABTICIEGSTLLIA, RIBBEEBRALI—FL
Ea7%23-oTLTH, HEIDEMN>TVWTELEMI—FERDOHFEHZERFBATIEHY
FEA.

24

FTRTOESESA, o Ry I R, 2077
£, FrB3Eish, RBENMBOTTYTr— 3
VERESTHOEEMBIET S

2.0

JO—FLEa—ITkY, B MEEa—F, Nvy K7,
A—RE—I vy, BLUVOPY Y EORMEHIEE
=h?

3.0

ZEIRH

HFLLRIUTOEHRESHL T LS

e http://www.dwheeler.com/essays/apple-goto-fail.html
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VIS: ESR ROy IZET SR FEH
EIHEE
BRIREOT T r—2 3 VA ROEROBEREH-3 - L ERALET

o EDXRRAVYIHMNELWVEFTREINTIND

o EDRAOVYVICEFREZRMLIFLT HFMBRMNEESIN TS, BEREDHI &
LTIk, ERMGEVEDEEP 1EIC100 FADRAEEBNT S, BENHD.

e BWMEEZH ODESRRODYVIZEVWTERYT—XPERTIAZEELWLS. Fi:,
Y LZEL (spoofing), R&EA (tampering), &HE2 (repudiation), 1HEHRDFEHR
(information disclosure), ¥EPRFEH (elevation of privilege) HMEDXIEE{T>T

5.
Ef
ERBA 1 2 3 B A
ECRAAS Y 2O—NRAT v T EIZBERET
Sh, 2257y THAABMNERIZAES ZEETO
BIh, BokIEFTOUNELRT Y TOERE, 3l 2.0
A—HFDRTYTONE, EEShEZONRETES
FS oYL arvoRBANThETHhRE
Vilsh | T —=L 3 VI EC R R EDOEIBNEEINT
BY, 1—HEIZFALERIATNS. BFHL 20
CFEELGHRBIN L TCESEZ LT YBEEBRET ’
DEEEITAD

SERHR
HLCEUTORRESBL TS

e OWASP Testing Guide 4.0: Business Logic Testing

https://www.owasp.org/index.php/Testing for business logic

e OWASP Cheat Sheet:

https://www.owasp.org/index.php/Business Logic Security Cheat Sheet
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V1e: 774 ILEN) Y —RICET HRIEEHR

EEEE
BERROT TV 7— L a VB ROBROBESEH T EERBLET

o EETELVWIZAILDT—AEANEXa1T7HAETHEYICNEINDS
o [EETELVERENOEIBFBLI-T—42IL, webroot DA ZREFESH, 72U EAHNFIRE
=hd

2

a8l

URL @Y EA LY FEEVEEIZBLNT, RIA +

JAMIEENBZREDANHFATEIND, FIEHE 20
HETELRWAVTFUYADYE ALY FEIZITES '
RRREND

FIVr—aVICEESN-EBTELRLWI 74
LOT—EANT 74 IVAEAITY FCEEFRS
NN SR ESNAN—=%)L, O—HLT7AILA >
OIL—E, T7AL4ILO MNE 247, 0S a<> a4
oy a vOiBEEERLET 520)

BETELVERBENOCIMEBLEZZZALNT T
T—2a U BET HIEETHDII L ERIIL, BE
HMOEHA VT OYNT Y TA—RShBDZEHIE
FTEREHIZTTUFIAILRY T CTHRET D

DE—rHLLIFA—HALT7AILA T IL—FED
MESsER RN, EETELRVT—2IE12IL
—FK, ¥520—4—, YyoLyTavIcERsh
A

EROEEDIVTUOYMNEALBZWLES, 8T
EHWT—A2FI0XRKAL 1) Y—X#H (CORS)
THEALLGWN

. EETERVERENOIEBLET 7 ILIE

webroot DA Z/N—2 w3 U EFHIBL-ELTRE
Sh, TENTRABRIILSITHATLND

Web H—/34 LK ET7 T Y Tr—2 3 v—nN—H07F

T+ FTERD) Y —RAPVAFLADT IR
FHEBETHEIIZBESATINS

EETERVMEREN SIELET—2ET7 T U4
—2 3 UREF LA
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# a8l

16.9 Flash, Active-X, Silverlight, NACL, 2 547>
FoA K Java R EWC TSSO —BETRS T«
TIZHR—=— SN TWEWNI T4 72 YA FET
FFEAL TLAEWL

SERR
HLCEUTORRESBL TS

e File Extension Handling for Sensitive Information:

https://www.owasp.org/index.php/Unrestricted File Upload
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V17: B/NA JLICEE T SR EEEH

EEER

RO IVTRENMULTTICEEDEREEZHRNET. N—C a3 200U, w923y
MTEETIEERFHBREINATNS=NH, BETLHIIHDOEI L aVEEHLETEET HIDE
N"HYET.

ENAWT TIVRROEHGEH-TEERIELFET.
o H—NIBFIEBRLALALDEX LT ABEEBREZENMILIZAT U MER
%
o TNARLIZRFEIND LU T4 TLHREREEN X1 THAETRESINATLS
o TNARDNSDEUITATHT—EADEERF S VRAR—FEOEF21 YT+ 2EE
LTHbhhd

24

#

‘E-IDII:I

BR

17.1 UDID %> IMEl /BEEHLE, TNAREIZERESAMND
o7 7)) AERSaseds ID [EZEEF—Y V&L
THEALGZN

17.2 TNARALDBESIEEATOGEWAREELHLHHEH
JY—R (8D A—FPHREFIF VT E) (27T
At T4 TRT—2E2RELEGL

17.3 U T 4 TRT—ANRESNGVRETT /NS
ALIZRFESATLEL @F -G EDRES
NEVRATLTIYTDHRTH>TH)

17.4 WER AP =02, KRT—KBRT7TYATEH
BICERENn D

17.5 TFI)NED T4 THBROBZ VERHLELTL
3. BRAZLOHELTIE, EITHOTTUDRY
J—2ay bRV O TS RIZHIYEBEDH BB
ITRESID, £ T4 JREREI Y —ILIC
EEHT, LELDHS.

17.6 WELHEEE )Y —RIZHTERINRD TV R
qAE7TINERT S

17.7 TF)DEUS T4 THEI—FRFATERLET
AEYLICEESNS (ASLR 42 &)
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# HL: EA

L EAMLTTVIERT BTNV @B BE) DA
OO aVERLEFELIGEETESZTUOF T
vIBEEBALTUS

2L F 4 T Activity, Intent, Content
Provider Z#RF—TF /A1 A LEDHOT7 TV IZ 2.0
export L TULVALY

2.0

Ll | OEEELREDEY YT« TEXESICH L TAE
BENMERAL, FEBICEEZIND AEULSH 2.0
WE(IZ K HHEEDER)
1711 7 71 HNAEAT B Activity, Intent, Content Provider [Z
: BVWTITRTOANERIET S 2.0
SEEHR

FHLLFUTOR®RESELTIEZSL.

e OWASP Mobile Security Project:

https://www.owasp.org/index.php/OWASP Mobile Security Project

e i0OS Developer Cheat Sheet: https://www.owasp.org/index.php/I0S Developer Cheat Sheet
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V18: Web H—E R IZBH T A& EH
EEEZ

RESTful #F7=I1% SOAP R—Z D Web —EXEHAT HREIAEDT TV 77— 3 om, RO
WREZRA D CLZHRALEY.

o FARTD Web —ERIZDNT, BEYILRIEE LY a v EH, BA
o EEBMLALLNGHEBLAIANLEBET HTRTO/NT A —2—DANEREE
o APl ZiZ#t9 % SOAP Web H—EX LA Y—DOEARNGHEERM

Bt
i EER
DI5AT7oheH—N—RBTRLHFESILREXHI(FER 30
SNTULVS ’
18. Web H—EREEEDHN Wb 7TUHS— 3 0R 3.0
EIEMEEICT O ERTES
XML F/I1E JSON RF—<A7FEEL, ADJDOZHFIT 3.0
BICHRESINS
- FRTOANREI A ZIHBSHTND --- g
18.5 SOAP R—ZX M Web H—EXN, HIETEH, Web H 3.0

—EXRMBEERNE WS-1) EXTO 771 ILIZ#H
LT3

18.6 Y aR—ADBIERBAIZFITHo> TS, 3.0
%?aﬁﬂ DTkt 3y 2, 3, 4 258, sﬂ’l
“APl " BLUVELOEDEFALLEL
18.7 REST 4—ERXAVORYA FJ Y IR I+ —Px 3.0
UhbREINTLD

18.8 REST H—EXIZHWT, ZITH -7 Content-Type 3.0
HHEAFEI B4H D (application/xml 45
application/json # &) THBZ L EFBHTRMIZHESR
LTWL%

18.9 D34T7 0 FEY—ERMOT—2RILDEHEMEE
BRI B=-OICAvE—OR(O—FEERT D

Ll RBOEX) T4 LRNILOEWVWT I ERIRHE 3.0
TELALY
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® OWASP Testing Guide 4.0: Configuration and Deployment Management Testing
https://www.owasp.org/index.php/Testing for configuration management
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V19. &R

EHBE

BRIEREDT TUr—L a VU TOEREHET L EHELET.
e SATSNVETSYMI+—LIRFTHD
o TIALIFDERENEF2ITTHS

o A—YMNBEETIAHIMIEELTEIRTLOERICEF2Y) T4 LOBRORKM
BRELTVEDS, +HAN—FZvJFEhTWS

=

B L7 1 2 3 EA
TRTOEBRERDN, BREFICTYITF—FrSh, &
X1 T4 H/EEN—DaUITHE-oTLAS.
DEYRELGEROC I+ INE— (G TLT7 T 23
—Yay, FSYrIA—LDOKRFa AV, F7 '
FILhERFY O TILI—FHE) pEIBRESATY
)

avR—3y FEDREE (FFVr—2avd—n 3.0
e —ETF—AR—ZRHY—N—ORHE) PEBEELsh
' TW3 ¢, EaVR—RV P EBDIVTF
—POURTLLEIZELNBES)
avR—3y FEDREE (FFVr—2avd—n 3.0
02 —ETF—ER—RY—N—DRLZE) DIz, BE
' R/NEDIERZF DT HU 2 &> TERIAH
THhnsd.

WYYy FRy S R{EPvarTFH—ik, HB 0 3.0
R ET oL TT7 T T— a UABRESINTE
Y, WEHICKDZMOT7 TVyr—2avicid bR
BENEESLUMELEENS

194

FIVr—2a OBESSUVEFEOTOER 3.0

L KExaTTHE

FAISN-EEBE LX) T4 IZEET ST 3.0

L RTORENDTEEMERETEIMEEEEDL,
BENRISASATLWENWZ EZHEELTLS
FI)r—30oDFRTOaAVR—FR N 3.0

S BzanTug
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198 EETEDIRS UM BERFLIZY— F/—T 4
' DAvKR—R bEFEALTVS

VAFLURIEETOEILRTOERIZENT
ASLR, DEP, EFa VT s FzvoiGE, §RTOHE
FaUTAISINEHIZHE-L TS

SERR
HLCEUTORRESBL TS,

® OWASP Testing Guide 4.0: Configuration and Deployment Management Testing
https://www.owasp.org/index.php/Testing for configuration management
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TR A BLESN-EH

Original
#

Description

Verify that if a maximum number of
authentication attempts is exceeded, the
account is locked for a period of time long
enough to deter brute force attacks.

Verify that all authentication controls
(including libraries that call external
authentication services) have a centralized
implementation.

Verify that re-authentication is required
before any application- specific sensitive
operations are permitted.

Verify that after an administratively-
configurable period of time, authentication
credentials expire.

Verify that all authentication credentials for
accessing services external to the application
are encrypted and stored in a protected
location (not in source code).

Verify that all code implementing or using
authentication controls is not affected by any
malicious code.

Verify that the session id is changed upon re-
authentication

Verify that the session id is changed or
cleared on logout

[
[y
w

Verify that all code implementing or using
session management controls is not affected
by any malicious code

Verify that authenticated session tokens
using cookies are protected by the use of
"HttpOnly".

Deprecated

Merged

Deprecated

Deprecated

Updated

Moved

Updated

Updated

Moved

Updated
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Remov

ed

2.0

3.0

2.0

2.0

3.0

3.0

2.0

3.0

*)ownsp

Reason

A more complex requirement
replaced it (v2.20)

Genericized to include all
security controls and moved
to 1.10

Re-authentication is so rarely
observed that we decided to
remove the control

Absolute timeouts and
credential expiry removed as
not being an effective control.

Became V2.21

Moved to V13 - Malicious
Code

Rolled into 3.7
Rolled into 3.7

Moved to V13 - Malicious
code

Moved into 3.13



Verify that authenticated session tokens
using cookies are protected with the
"secure" attribute.

Verify that users can only access secured
URLs for which they possess specific
authorization.

Verify that users can only access secured
data files for which they possess specific
authorization.

Verify that limitations on input and access
imposed by the business on the application
(such as daily transaction limits or
sequencing of tasks) cannot be bypassed.

Verify that all code implementing or using
access controls is not affected by any
malicious code.

Verify that a positive validation pattern is
defined and applied to all input

Verify that a character set, such as UTF-8, is
specified for all sources of input

(5]
~N

Verify that all input validation failures are
logged.

Verify that all input data is canonicalized for
all downstream decoders or interpreters
prior to validation.

Verify that all input validation controls are
not affected by any malicious code

Verify that the runtime environment is not
susceptible to XML Injections or that security
controls prevents XML Injections

-- EMPTY REQUIREMENT --

OWASP Application Security Verification Standard 3.0

Updated

Updated

Updated

Moved

Moved

Deprecated

Deprecated

Deprecated

Deprecated

Moved

Merged

Deleted

3.0

3.0

3.0

3.0

2.0

2.0

3.0

3.0

3.0

2.0

3.0

3.0

*)ownsp

Moved into 3.13

Rolled into 4.1

Rolled into 4.1

Moved to V15 Business Logic

Moved to V13 Malicious
Controls

Removed as too difficult to
implement particularly for
free form text inputs

Removed as too difficult to
implement in most languages

Removed as would create too
many useless logs that would
be ignored

Removed as Type 1 JSP
technology specific and not
an issue for most modern
frameworks

Moved to V13 Malicious
controls

Merged with V5.13

This requirement never
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Verify that for each type of output Merged
encoding/escaping performed by the

application, there is a single security control

for that type of output for the intended

destination

~N

N N N .
W [N

Verify that all cryptographic functions used
to protect secrets from the application user
are implemented server side

Deprecated

Verify that access to any master secret(s) is Moved
protected from unauthorized access (A

master secret is an application credential

stored as plaintext on disk that is used to

protect access to security configuration

information).

B

Verify that password hashes are salted when Moved

they are created

(6}

Verify that cryptographic module failures are
logged

Deprecated

5
=
(=]

Verify that all code supporting or using a Moved
cryptographic module is not affected by any

malicious code

Verify that all error handling is performed on
trusted devices

Verify that all logging controls are Moved

implemented on the server.

Verify that there is a single application-level Moved
logging implementation that is used by the

software.

Verify that a log analysis tool is available Deprecated
which allows the analyst to search for log

events based on combinations of search

criteria across all fields in the log record

format supported by this system.
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3.0

3.0

2.0

2.0

2.0

3.0

3.0

3.0

3.0
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existed

Genericized to include all
security controls and moved
to 1.10

Many modern responsive and
mobile apps include this by
design

Moved to V2.29

Moved to V2.13

Creating unnecessary logs
that are never reviewed is
counterproductive

Moved to V13

Deprecated

Became a more generic
architectural control V1.13

Became a more generic
architectural control V1.13

Removed as not required for
secure software
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Verify that all code implementing or using Moved 2.0 Moved to V13 Malicious
error handling and logging controls is not Controls
affected by any BERmalicious code.

Verify that logging is performed before Deprecated 3.0 Removed as too detailed a
executing the transaction. If logging was control that would only be
unsuccessful (e.g. disk full, insufficient applicable to small
permissions) the application fails safe. This is percentage of all apps

for when integrity and non-repudiation are a

must.

(U2 Verify that failed TLS connections do not fall Merged 3.0 Merged with 10.3
back to an insecure HTTP connection

Verify that all connections to external
systems that involve sensitive information or
functions use an account that has been set
up to have the minimum privileges necessary
for the application to function properly

Verify that specific character encodings are
defined for all connections (e.g., UTF-8).

VAl Deprecated

\ ALt Deprecated

\ AT Deprecated

\ Ll Deprecated

byl Deprecated

VALl Deprecated

\ ALt Deprecated

Vst Deprecated

il Deprecated

\iefel - Deprecated

\ Al Deprecated
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\A=1eT - Deprecated

=1 Deprecated

4=t/ Deprecated

A=l Deprecated

\A=fel Deprecated

V17.7

V17.8

V17.10

V17.11

V17.12

V17.13

V17.14

66
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Business Logic Section. Merged

Verify that the application covers off risks Duplicate
associated with Spoofing, Tampering,

Repudiation, Information Disclosure, and

Elevation of privilege (STRIDE).

Verify that parameters obtained from Moved
untrusted sources are not used in

manipulating filenames, pathnames or any

file system object without first being

canonicalized and input validated to prevent

local file inclusion attacks.

Verify that the client validates SSL certificates Deprecated

Deprecated

Deprecated

Deprecated

Deprecated

Deprecated

Deprecated

Deprecated

OWASP Application Security Verification Standard 3.0

3.0

3.0

3.0

Most of section 15 has been
merged into 15.8 and 15.10.

Duplicated requirement.
Captured by V1.6

Moved to V16.2

Duplicated requirement.
General requirement already
captured by V10.



V17.15 Deprecated

V17.16 Deprecated

V17.17 Deprecated

V17.18 Deprecated

V17.19 Deprecated

V17.20 Deprecated

V17.22 Deprecated

V17.23 Deprecated

V17.24 Deprecated
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o TRl (Access Control) : T 7 A JLOHEEE, URL, T—RITHTEHT7IER%E, 1
—YHNFRAET B NL—TO D IZEIWTHIRT 5 F.

e Address Space Layout Randomization (ASLR) : /Ny J 7 A —/\—JO—KEXED—F%.

o F7FUYHsr—3tXal) T« (Application Security) : OS ¥oFfy kT —%4 TIlE#% <, 08
SRETINOT TV 75— avBEBAT 530 KR—3 Y FOSHICERERS, 77
Jr—2 a3 LbRNLDEXFa)Ta.

o FIUHh—atxa)TF «#RHEE (Application Security Verification) : OWASP ASVS [Z;8
STERT 57 T r—2 3 DO

o FFUH—Savtxal) T4 REEMEE (Application Security Verification Report) : %t
REBDT IV r—2a DR EBRIEREZF EO-RES.

e FBEE (Authentication) : 77U — 30 DA—HYNELHTHD Z & DHREL.

o HEEIHRFE (Automated Verification) : U R F ¥ ZE - THEFHEZEZRDIT58E Y —IL(F)
HIRRAT Y —IL, BERITY—IL, ZTOEA)ZAVRE.

e NwY F7F7 (BackDoors) : 77— a3 UICH L THRAI SN TWEWT IR EHT
EMa—Fo—7%.

o TZ59U X (Blacklist) : FFAISNTLVEWLWT—2OBRED YR MAAT—H2ELT
FRAI SN TUWRELWXFDY R Mg E).

o MRT—TFTAVTRBALINI—F(CSS) : HIMLBEEDY—H 7 v TEBTEMNE P
AAVERD, TLEVT—2a oI oT 4 RORRIZERAINEIRZIAILI—FE
i

o FRELM (CA) : EFIAEERITT HHE.

o FEEDtEFa T 4 (CommunicationSecurity) : 7 TV r—aoDavR—x2 M,
DSAT o MeY—nN—F, NEBLRATLET TV r—L 3 DRTRBEINET—4
DIREE.

e AVMR—RZ b (Component) : WL LF-a— KB, T RODPMMOaVR—RUME
BETIRY N T—VAUF—T A REDEEELD.

o JORYA FRY Y FF 4 2% (Cross-Site Scripting, XSS) : 7 SA 7 khbarvTFoy
ADRY YT FOFEAETREIZT S, Web 7 T U r—2 3 VICHBENEEX1 T L
DifasEE.
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e MEBEY1—IL (Cryptographic module) : BEE 7L I XALEZREL, BESREERT D,
N—F9zT70VYIb0x7, 727—LDx7.

o HY—FERERWHEBEME (Denial of Service (DoS) Attacks) : 7 T — a UANETE S
RAZHEZ-VI IR MEEETHIRE.

o ERFHREE (Design Verification) : 7 74— a oDt xa ) T4 7—F T F ¥ ICEAT
2 BT ETAE .

o  EJMIHREE (Dynamic Verification) : 7 74— 3 D OETHICHEBED L I RXF ¥ A
WCHIERZRET 58 Y—ILEZFERT S L.

o A—RZB—I w4 (EasterEggs) : B —FD—FE. HABTEDANAAY FHIKET
HETRERITSNGL

o NEBL R T L (External Systems) : 7 T — 3 VD—ETIEEL, Y—n\YA K7 T
)ir— 3 0P —EX.

o FIPS1402 : BESE D 1—I)LOREH EREDRILICHER SN HIRE.

e 5 0O—/\)L—E# BT (Globally Unique Identifier, GUID) : ¥ 7 b = ZIZH W THERIF &
LTERASNSI=—V GREES.

o NANR—TFRFT—4H T v TEEE (HyperText Markup Language, HTML) : Web TS5+
[CRREND Web R—DOMDERDERMICELE LTRHLWONEY— 7y TEEE.

o NANR—TF X MEEEFEE (Hyper Text Transfer Protocol, HTTP) : 781, a5/RL— 3,
NANR=A T4 FPERVATLADGT TV /r— 3> 70 b3l World Wide Web (28
T35 T—2BEOEE

e  AAMREE (Input Validation) : EEETEH NI —HANZERIEE K URIET 5.

e Lightweight Directory Access Protocol (LDAP) : 1~y kT—9 F N LE=SETa4 LY FUITE
BY—EZXNDT IR EERBITERSNST IV r—av7aball.

o EMO—F (MaliciousCode) : 7 7)o —> 3 VORARBICT T r—2 304 —FIC
R[EEINDEZELGLKBAETNDI—FTHY, 7IUr—2avotexayT4R) Y
ZEETSH. TAINRAOT—LEBEDIILI T ERFELD.

e TIIIIT (Malware) : 7TV r— a3 VOERTHEIC, A —FPEEFIZRMAIMINDLZ
LTIV r—2aVITBAT HETa—F.

e Open Web Application Security Project (OWASP) : The Open Web Application Security Project
(OWASP)I&, 7TV r—2a vy 7 b xz70EFa ) T4DALITEATSH, BET
=T33 a=T4. OWASPD v avE 7IUsr—2avotxaT4%
"BRZBHIE"THIET, APHEBA, 7IVr—a3oeFxa)T4DYRIIZDONT
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TRHIERICE DV -RMZTIZENTEDLZETHSD. http://www.owasp.org/ S
HADI>a—F (Output encoding) : Web 75 ORI RTFLISET T TV r—
AVOHENEERIEE S URIET 5.

BEAERITEER (Personally Identifiable Information, Pll) : BJE T ¥ L < [Tt DIFHR E EDHE
THEAYTHET, BEAOHER, #H CHEOHE HEHWIIUTIFRANMIBITLE
ADHR ZRTREIZT B 1FHR.

IRTT 4 THREE (Positive validation) : 7R 4 ~ ) X K E SR,

Xl T4 F7—FT49F ¥ (Security Architecture) : 7 F) r— 3 VDR FHRIE
Lizdd. ECTEDESITEF2YTABERZFERALTLSD, £, 2 —H7T—
RETFTVr—2a 0T 2REFETDIEMET—FORBEICOVTERT 5.
1) T4 8&E (Security Configuration) : 7 U —a vt FdExa)T4D
EHEEET DI U314 LERE.

Xal) T4 EE (SecurityControl) : EX 1T A Fz v (7T AFHDKRERE)%E
K795, HAWIFHLERA X2 TAICHEEEZEZASH(ERELI— FOERK
E), HEEPERER.

saQL A4 2 x¥ 23 (SQlinjection, SQLi) : T—ARBEEET T 4r—2 3 VITHT HK
BIZEASNDZI— 20023 BED 1D BiEsQL XAT—F DANERRIC
BASNhD.

B4BYRREE (Static Verification) : 7 7)) —2 30DV —XRaA— FORBERZHEHEED Y
FFrZRAVTRET 28EEY —ILZ 6 > =#&REL.

REEXTSR (Target of Verification, TOV) : OWASP ASVS DEHIZHI > T7 T H5—2 32D
X2V TABRAEETOSRIC, REMREGIREDT IV 7 —Yary. COESET
T r— 3 0% "BEXR (Target of Verification)" F&f=I1& TOV & FEAR.

BEBET Y (Threat Modeling) : ZEBEDEX, X1V T4aV—>, X2 UTAE
B EELGHMNEECEDRREEZHONITLH-00, BBLGEFa)T47—F
TIOFYOBEICEDICFE

FSURR—FBDHEX 1) T« (Transport Layer Security) : 1 4 —3 v FD@EELF
AT ERETIHES IO L.

URI/URL/URL 7 5% * > F (URI/URL/URL fragments) : Uniform Resource Identifier (URI) I,
BZRTET=[E Web )Y —RZHANT D-DITFERINEXFI. EZLDHFER)VY—A~D
SHRELTERASINS.
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o IA—HZANT R I (Useracceptance testing, UAT) : EREIRELFC K SIZEET ST
ALDEOHDRE. VI b0z 7 EXEBT HENC, HoWETX NI DRETEE
5.

o IREEH (Verifier) : OWASPASVS DEHIZEOSNTTZ I 7r—La vz LEa—FHEA
FEFIL—T.

o RIALFYRX L (Whitelist) : 7 T —aVIZEBVWTHAISNTWST—2 F1-(3#2
EDURA M ANRETHASATLEIXFD) R R E).

e XML : F¥a i rOFELICETHIL—ILEY FEERTHY—I 7V ITEHE
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The following OWASP projects are most likely to be useful to users/adopters of this
standard:

e OWASP Testing Guide

https://www.owasp.org/index.php/OWASP Testing Project

e (OWASP Code Review Guide

http://www.owasp.org/index.php/Category:OWASP Code Review Project

e OWASP Cheat Sheets
https://www.owasp.org/index.php/OWASP Cheat Sheet Series

e OWASP Proactive Controls

https://www.owasp.org/index.php/OWASP Proactive Controls

e OWASP Top 10

https://www.owasp.org/index.php/Top 10 2013-Top 10

e OWASP Mobile Top 10

https://www.owasp.org/index.php/Projects/OWASP Mobile Security Project -

Top Ten Mobile Risks

Similarly, the following web sites are most likely to be useful to users/adopters of this
standard:

e MITRE Common Weakness Enumeration - http://cwe.mitre.org/

e PCl Security Standards Council - https://www.pcisecuritystandards.org

e PCl Data Security Standard (DSS) v3.0 Requirements and Security Assessment

Procedures https://www.pcisecuritystandards.org/documents/PClI DSS v3.pdf
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£k D: L DIREE & D>t is

PCI DSS 6.5 is derived from the OWASP Top 10 2004/2007, with some recent process
extensions. The ASVS is a strict superset of the OWASP Top 10 2013 (154 items to 10 items),
so all of the issues covered by OWASP Top 10 and PCI DSS 6.5.x are handled by more fine
grained ASVS control requirements. For example, “Broken authentication and session
management” maps exactly to sections V2 Authentication and V3 Session Management.

Full mapping is achieved by verification level 3, although verification level 2 will address
most PCI DSS 6.5 requirements except 6.5.3 and 6.5.4. Process issues, such as PCI DSS 6.5.6,
are not covered by the ASVS.

PCI-DSS 3.0 ASVS 3.0 Description

6.5.1 Injection flaws, particularly 5.11,5.12,5.13, 8.14, 16.2 Exact mapping.
SQL injection. Also consider OS

Command Injection, LDAP and

XPath injection flaws as well as

other injection flaws

6.5.2 Buffer overflows 5.1 Exact mapping

6.5.3 Insecure cryptographic v7 -all Comprehensive mapping from

storage Level 1 up

6.5.4 Insecure communications v10 - all Comprehensive mapping from
Level 1 up

6.5.5 Improper error handling 3.6,7.2,8.1,8.2 Exact mapping

6.5.7 Cross-site scripting (XSS) 5.16, 5.20, 5.21, 5.24, 5.25, 5.26, ASVS breaks down XSS into

5.27,11.4,11.15 several requirements highlighting

the complexity of XSS defense
especially for legacy applications

6.5.8 Improper Access Control va - all Comprehensive mapping from
(such as insecure direct object Level 1 up

references, failure to restrict URL

access, directory traversal and

failure to restrict user access to

functions).

6.5.9 Cross-site request forgery 4.13 Exact mapping. ASVS considers
CSRF defense to be an aspect of
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(CSRF). access control.
6.5.10 Broken authentication and  v2 and v3 - all Comprehensive mapping from
session management. Level 1 up
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