: Japan Computer Emergency Response Team
Coordination Center
Japan Computer Emergency Response DN:c=JP.st=Tokyo, I=Chiyoda-ku,
. . email=office@jpcert.or.jp, o=Japan Computer Emergency
Team Coordination Center Response Team Coordination Center, cn=Japan Computer
Emergency Response Team Coordination Center
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nonce Z{EDJ=CSRFX TR

BWeb7 UG —23> L —ATJ—20D% < [ECSRF
YERICE I DHLEEZIRE L TL\D,

—"Most frameworks have built-in CSRF support such as
Joomla, Spring, Struts, Ruby on Rails, .NET and others.”

https://www.owasp.org/index.php/CSRF
—IPA [T+ 7700 >=>72358F] Tld Ruby-on-Rails
DN FBIT (2007ER D ER)
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EHl1: Spacewalk

Mm% . Spacewalk

B EEHPE . Red Hat MBI BLinuxS> XA LADHREEIEY —)LRed Hat
Network SatellitedDOSSHR

B RSBURL : http://spacewalk.redhat.com/ L SrwrEmwre

CVE : CVE-2009-4139
m 7 R)NAHTUJURL :
® http://www.redhat.com/support/errata/RHSA-2011-0879.html
® http://securitytracker.com/id?1025674
® https://bugzilla.redhat.com/show bug.cqi?1d=529483
® http://xforce.iss.net/xforce/xfdb/68074
B eSSt/ —=3> : 1.2.39
B fESsHEIE/\—23> 1 1.2.39-85
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http://www.redhat.com/support/errata/RHSA-2011-0879.html
http://www.redhat.com/support/errata/RHSA-2011-0879.html
http://www.redhat.com/support/errata/RHSA-2011-0879.html
http://www.redhat.com/support/errata/RHSA-2011-0879.html
http://www.redhat.com/support/errata/RHSA-2011-0879.html
http://www.redhat.com/support/errata/RHSA-2011-0879.html
http://securitytracker.com/id?1025674
http://securitytracker.com/id?1025674
https://bugzilla.redhat.com/show_bug.cgi?id=529483
https://bugzilla.redhat.com/show_bug.cgi?id=529483
http://xforce.iss.net/xforce/xfdb/68074
http://xforce.iss.net/xforce/xfdb/68074

Ress/ J— RDIR1 > b

<form method="POST" action="/rhn/users/DeleteUserSubmit.do?uid=2">
<div align="right">
<hr />
<input type="submit" value="Id1—H—OHIK" />
</div>
</form> N Nonce\ ZHEE T )UJ

| T — LN I EE

B X (X, CSRFIRE(CLDH 11— —HIBRHOIEE,
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> 7zZEILTULB,

® Spacewalk CldWebTJ L — /AT —7J Apache Struts ZFIFHLTH D, HRIALZFT(E
Apache Struts DHEEE

o TJA—LNEFNDBISPT 71 ILEBASENND XY LTI &IEAN

<form method="POST"
action="/rhn/users/DeleteUserSubmit.do?uid=${param.uid}">
<rhn:csrf />
<html:submit styleClass="btn btn-danger">
<bean:message key="deleteuser.jsp.delete"/>
</html:submit>
</form>

) T—0

[:@ﬂ%E(:ckD\ Web T SHOH(CEENB AN T A —AlC ]

nonceNiSEN. AN T A —LDBEHNRER(CIED TZ.
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E#12: Login Rebuilder

A4 : Login Rebuilder
B EGME . OJ1 > R—>2%5 T A)L bDOwp-login.phphNh 5 ZE

ESCRSE

B &EEUR

= C 1z

-1 U5« ZM[E_ 9 BWordPress 75201 >,

L :

® https.//wordpress.org/plugins/login-rebuilder/

® http://plugins.svn.wordpress.org/login-rebuilder

B CVE : CVE-2014-3882
B 7R)\1MHUURL :

® http://wordpress.org/plugins/login-rebuilder/changelog/

® http://12net.jp/news/n20140623_01.html

® https://jvn.|p/jp/JVNO05329568/index.html

B FEsstEiE/\—=3 >  1.1.3(U E=3>-868421)

W EsgIHEL
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https://wordpress.org/plugins/login-rebuilder/
https://wordpress.org/plugins/login-rebuilder/
https://wordpress.org/plugins/login-rebuilder/
https://wordpress.org/plugins/login-rebuilder/
http://plugins.svn.wordpress.org/login-rebuilder
http://plugins.svn.wordpress.org/login-rebuilder
http://plugins.svn.wordpress.org/login-rebuilder
http://plugins.svn.wordpress.org/login-rebuilder
http://wordpress.org/plugins/login-rebuilder/changelog/
http://wordpress.org/plugins/login-rebuilder/changelog/
http://wordpress.org/plugins/login-rebuilder/changelog/
http://wordpress.org/plugins/login-rebuilder/changelog/
http://12net.jp/news/n20140623_01.html
http://12net.jp/news/n20140623_01.html
http://jvn.jp/en/jp/JVN05329568/index.html

Ressix J 4 — LADIEFR

B WordPressEIEEEDLogin RebuilderDs%TE T 4 — Is( rx) - 1o1>~—31 )
B http://website/wordpress/wp-admin/options-general.php?page=Ilogin-rebuilder-properties

s\ —=>3>
(&R TEIRVNTE
., BHIINSHSC
EZAMS5E DR
BFENRTEINT
ALN
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@ TestBlog &1 B -+ #7iR ZAICEIE, userFA ! Il
o % =, ey
AT AR—2 BTE

N DT R OIS - ® 403257 -2
O 40427 —4H2
O Ak by PS8 ( http:/fwebsite/wordpress )

O%5 127 ILOF—2—F : login-keyword
wLLOS AT wprdpress-login.php EFAATTRE]
<Iphp

define( "LOGIN_REBUILDER _STIGNATURE®, ’login-kewword® J;
require_once .fwp-login.phe’;

Py
HsEEHOY 1271 wprdpress-login-r.php EF 2 ATTRE
AF—HR : ®© e
[ 1
WordPress D= FIEHYHESZINET. Mgl 4




formAY2ANAOAS nonceMFEE I . AT A —LDBEEHE]EE!N

<form method="post" action="/wordpress/wp-admin/options—-general.php?page=login-rebuilder-
properties">

(EHS)

<input type="radio" name="properties|[response]" id="properties response 1"

value="1"“ checked="'checked' />

<input type="radio" name="properties[response]" id="properties response 2" value="2% />
<input type="radio" name="properties[response]" id="properties response 3" value="3% />
(EHS)

<input type="text" name="properties[keyword]" id="properties keyword" value="login-keyword"
class="regular-text code" />

(ERS)

<input type="text" name="properties|[page]" id="properties page" value="wprdpress-login.php"
class="regular-text code" />

(EH%)

<textarea name="properties[content]" id="login page content" rows="4" cols="60" style="font-
family:monospace;" readonly="readonly"></textarea>

(EH%)

<input type="text" name="properties|[page subscriber]" id="properties page subscriber"
value="wprdpress-login-r.php" class="regular-text code" />

(EH%)

<input type="radio" name="properties[status]" id="properties status 0" value="0"
checked="checked' />

<input type="radio" name="properties[status]" id="properties status 1" value="1" />

(EH%)

<input type="submit" name="submit" value="ZBZ{R{F" class="button-primary" />

</form>

JPCERT CC°
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Login Rebuilder@®CSRHEIE/\—=3 > DiRkA > b

B WordPressDwp_create_nonce()= £ L C—FBY7IME $nonce ZHER L. T4 — A

DBELF D —(properties[response]) (CIENM.

B noncefERkERD

$nonce = wp create nonce (

self::LOGIN REBUILDER PROPERTIES NAME.'@'.Swp version.

'@'.LOGIN REBUILDER DB VERSION) ;

B inputEZRDOnameEHDIENDIENIF (properties[page]DiFE. EEEK)

<input type="text" name="properties <?php echo $nonce;
?>" class="regular-text code" />

value="<?php e( S$this->properties['page'] );

?>[page]" id="properties page"

B nonceDAREEER T (POSTRE DF—ADIFEHEER)

if ( isset( $ POST['properties '.Snonce] ) ) {

31
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Login Rebuilder®CSRHEIEI\—>3 > DRA1 > b

B (ZIERROHTMLDInputES= (properties[page]Diza

<input type="text" name="properties c6808428a6[page]" id="properties page"
value="wprdpress-login.php" class="regular-text code" />

® inputnamelE|%£% [properties[response]] M5
[ properties c6808428a6[response]] EWL\DE—FH/REDZFERATDLDIC

ZE
® JA4— L MNSPOSTESNEARBEDF—hH'properties c6808428a6 T (FIRXWMEFE (&
ZEZITDIRL

Login Rebuilder®nonceZz AALV/ZCSRFIITRADER (L. I
L7zinputEZR T3 < BFFDinputEZR DOnamelg £ DE%=
ZEIDENWDHETHS JDJI’L"CL\5O

(SEER LI/ \—2321.2.00%
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S%E: WordPressA{EhMRE T BnonceBEEDREIEL (1)

B WordPress(dnoncezZzEI DI SEFBEFNAHE SN TED.
TS50 57> T L — NCTIERTES,
® WordPress®noncelcdd Bd3R—> .
https://codex.wordpress.org/WordPress Nonces

e B8 J7 L >R : http://wpdocs.osdn.jp/BA%8 ) J 7 L > X

B nonce ZEUD NS EZNIREZLA(C nonce EL\VDXFIIHS
FN3B

JPCERT CC°
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http://codex.wordpress.org/WordPress_Nonces
http://wpdocs.sourceforge.jp/%E9%96%A2%E6%95%B0%E3%83%AA%E3%83%95%E3%82%A1%E3%83%AC%E3%83%B3%E3%82%B9
http://wpdocs.sourceforge.jp/%E9%96%A2%E6%95%B0%E3%83%AA%E3%83%95%E3%82%A1%E3%83%AC%E3%83%B3%E3%82%B9
http://wpdocs.sourceforge.jp/%E9%96%A2%E6%95%B0%E3%83%AA%E3%83%95%E3%82%A1%E3%83%AC%E3%83%B3%E3%82%B9
http://wpdocs.sourceforge.jp/%E9%96%A2%E6%95%B0%E3%83%AA%E3%83%95%E3%82%A1%E3%83%AC%E3%83%B3%E3%82%B9

S%E: WordPressA{EhMRE T BnonceBEDEIEL )

ERBIEEIER T 7 L2 AKD) :
® nonce®D4Rk(wp_create_nonceZ{#H) : U > Z5EURLICnonceZ A L TLVD

<?php S$nonce= wp create nonce ('my-nonce'); >
<a href='myplugin.php? wpnonce=<?php echo S$nonce ?>'>

® nonceDEER(wp_verify_nonceZz{ER) : 1REE(CKEA LTS5 T (die) I D

<?php
$nonce=5 REQUEST[' wpnonce'];
if (! wp verify nonce (Snonce, 'my-nonce') )
die ('Security check');
?>

X ., TSTA2DRER—ZIREDKDIREER—(CHIFD nonce
OFREEIBZF87E Uz check_admin_referer B32%%° check_ajax_referer [
FMEHENTLD,
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CSRFHESSIHEH&EIx I

=B (CEBRDOSEH=RAND(CE. MBI ZEEDIC
YA NTHRERT D SEF

* CVE (https://cve.mitre.org/)

* NVD (https://nvd.nist.gov/)

* JVN (https://jvn.|p/)

* OSVDB (http://www.osvdb.org/)
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https://cve.mitre.org/)
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CSRFHESSTHFEH&EIF I : cve & nvD

https://cve.mitre.org/cve/cve.html

https://nvd.nist.gov/

W y
(’c&‘mﬁh‘ 1S Years

About CVE

CVE List

CVE In Use

News & Events

Community

Search the Site

MITRE

CVE LIST

COMPATIBILITY NEWS — APRIL 10, 2015

SEARCH

Common Vulnerabilities and Exposures

The Standard for Information Security Vulnerability Names

CVE-IDs have a new format —**Learn more**

CVE List Master Copy

CVE® is a publicly available and free to use list or dictionary of standardized identifiers for
common computer vulnerabilities and exposures. You may search or download CVE, copy it,
redistribute it, reference it, and analyze it, provided you do not modify CVE itself as per our

f Use.

IMPORTANT: CVE-IDs have a new numbering format. Learn

Download CVE

Allows you to download the entire CVE

List in various formats.

Choose Format

View CVE

Provides an HTML-formatted listing of the
current version of all CVE Identifiers on
the CVE List.

View Entries

Search Master Copy of CVE

You can search for a CVE number if known. To search by keyword, use a specific term or
multiple keywords separated by a space. Your results will be the relevant CVE Identifiers.

By CVE Identifier

Submit

Page Last Updated: March 11, 2015

By Keyword(s)

Submit

CVE-ID Syntax

Change

ax T
About CVE Identifiers
Request a CVE
Identifier

ITEMS OF INTEREST

https://web.nvd.nist.gov/view/vuln/search

LA A Ay

NIST

National Institut
Standards and T

Sponsored by
DHS/NCCIC/US-CERT

National Vulne i bit:{/ tabase

automating vulnerability manage ity measurement, and compliance checking
Vulnerabilities Checklists  800-53/800-53A Product Dictionary Impact Metrics Data Feeds  Statistics FAQs
Home SCAP SCAP Validated Tools  SCAP Events About Contact dor C i i

Mission and Overview

6 el Search CVE and CCE Vulnerability Database

government repository of (Advanced Search)

standards based Keyword search:
vulnerability

management data. This
data enables automation
of vulnerability
management, security
measurement, and
compliance (e.g. FISMA).

Search Last 3 Months

NVD contains: Search Last 3 Years
69724 CVE Vulnerabilities

285 Checklists
249 US-CERT Alerts
4346 US-CERT Vuln Notes
10286 OVAL Queries
103069 cPE Names

Search

Try a product or vendor name

Only vulnerabilities that match ALL keywords will be returned
Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux
distributions

Show only vulnerabilities that have the following associated resources:

v|Software Flaws (CVE)
Misconfigurations (CCE), under development

US-CERT Tec

chnic:
US-CERT Vulnerability Notes
OVAL Queries

erts

Last updated: 4/15/2015
5:25:04 AM

CVE Publication rate: 17.8

NVD now maps to CWE! See NVD CWE for more details.

NVD provides four
mailing lists to the public.
For information and
subscription instructions
please visit NVD Mailing
Lists
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https://nvd.nist.gov/
https://web.nvd.nist.gov/view/vuln/search

CSRFHess 542 9™ svn & osvos
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Open Sourced Database

OSVDB's goal is to provide accurate, detailed, current, and unbiased technical security information.
The project currently covers 119,262 vulnerabilities, spanning 187,584 products from 4,735 researchers, over 113 years.
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J A — I\ DnoncetBHiAdr. ZEURETA—LD
nonceF T W IR ECSRFEFRDIZSHDUNIBZRIET D
>51435Y)

B OWASP CSRFGuard IBERZESDS LD EDS LLY
B ESVWDEEARD?

B Web7 U —2 3> L —AD—OTiRMEESNTLY
BDEDEAHMEDD?

N

(=Tl CSREES A TS UNRESNSBOHEERHE S,
I CICHEIT UIECSRFHESSHESEM (CIHB (CCSREMFK S TS5 U
BEERAAETEENUET,
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CSRFWRSA1I S U E(E
Java, PHP, Python(C 35|33 CSRFAESS'

TXARS AT S YD

Java é@,ﬁ ?D-rrsg;?l?iton Filter Apache TomcatDB—TJ L v O>FFHRMH I BFilterBf DO ED
Java OWASP CSRFGuard H—JLvw bWeb77 T UG —>3 > (THRMAADL T 1 )LY

Java Spring Security Spring Framework £ CT{ER T & 3 ServletFilterd*

Java csri-filter H—JLwv hWeb77 T UG —>3 > (THBAHAD T 1)L

PHP OWASP CSRFProtector PHPDAtR, ApacheDEZ1—)LEUTHRME=ND

PHP csrf-magic PHP(CFRAADTT T TERARIRERS 1 TSV

Python CSRF Protection middleware Python®WebJ? U J L — /s T —/IDjangoDCSRF X SikEE
XWeb JL—AD—IRETIRBEINTVBIHEEESATULET

B TIOBEICKBTOUS=>UEET > F>2TJICBNWTCTweb 7TV —2 3> HFICERASN
=iBDOHTldJava, PHP, Pythonh' EAZICATIE L TLVD.

B http://www.tiobe.com/index.php/content/paperinfo/tpci/index.html

B (2015828 DFRTILC, Java, C++, Objective-C, C#, JavaScript, PHP, Python &#:<)
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CSRFMRSA I SUDREKIO—F

B Java DZa
— 7TV —> 3> 9 —)\(tomcat’x E)D T« JLFHERE S U THEE
—Web 77U —2 3> 0L —AD—2DODOEe=FIFH L TWebJ?
T —> 3> DOFH]ICER

B PHPODOIZES

—PHP®Mob_start()([CKDHEI/\Y T 7 (I3 DUEIREZFED T
Eix
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Apache Tomcat CSRF Prevention Filter
OWASP CSRFGuard
Spring Security
csri-filter
OWASP CSRFProtector
csrf-magic
Django CSRF Protection middleware

W00 oo
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4| Apache Tomcat CSRF Prevention Filter
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CSRF Prevention FilteriBt 2

B Z¥R : CSRF Prevention Filter

— JO>1 27 FURL : http://tomcat.apache.org/
— REFa32A> MURL @ http:/ftomcat.apache.org/tomcat-7.0-doc/config/filter. tmI#CSRE Prevention Filter

m HE .

® Apache TomcatDt—2J L w R MR T SFilterB¥ DO &ED

® CSRFXIER&E U CTnonce FHULNEARSEZ 1T D
® S R)ILIT T THBDTomcatNICCSRFMFES AT SUICHEITDIISTANGDDE. K51
JSUzBRUEWeb 7 TS —2 3> (d, JettyEotho—TJLw MO FFTIEOS

ANSEBETEIEMELRRLY
B XRIRIE
— Javatb—J L v hOFilter#tiBx= AN TOSA 7> Y —T LW MARARDORIZEI DA
2T X ~MZnoncefdhl. L XR> XHADnoncetREE =115
W EHFIE
1. Web 77 TV —2 3> DREREEHT D web.xml (CARSATSUZRIEET D
2. 547> MMILETDWebR—ZH 4K T D ISP D formBRDEDZEZIRZ D

JPCERT CC*®
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http://tomcat.apache.org/tomcat-7.0-doc/config/filter.html
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http://tomcat.apache.org/tomcat-7.0-doc/config/filter.html
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CSRF Prevention Filterl@RA 1)

1. Web 7 U —2 3> @R EXZEEH I D web.xml (CRSA
JZoURIEEITD

<filter>
<!-- CSRF Prevention Filter®DEE -->
<filter-name>CsrfFilter</filter-name>
<filter-class>org.apache.catalina.filters.CsrfPreventionFilter
</filter-class>
<l—— NFFA—FDHREH., FMEIRR—IICERH -->
<init-param>
<param-name>entryPoints</param-name>
<param-value>/entry.jsp</param-value>
</init-param>
</filter>

<!'—-- EE LT-CSRF Prevention FilterM#EMA&HHEANEKE -->

<filter-mapping>
<filter-name>CsrfFilter</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

JPCERT CC°

47 ‘ Copyright©2015JPCERT/CC All rights reserved.




CSRF Prevention Filterl@RAZE 2
init-paramDIB(C CTIBECE D/ NS A—4

denyStatus OT X MEBIRFOHTTPL AR 403
Z:I - I<o

entryPoints nonceDF T W IZITNIRNIR—T —
ZNXRXY)D TEES.

C CICWebH -1 b A OTULIBIR T
H%d)/\o_ y%;ﬁﬂ??% o

nonceCacheSize WHDERZINIBTEZTDIKIDICITSD 5
J28(ICF 7w =19 Bnoncedl

randomClass nonceZERICAAWLD TS R, java.security.SecureRandom
java.util. Random®D-1 > X5 > XD
WMEHD,

JPCERT CC°®
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CSRF Prevention Filterl@RAZE_3)

2. 547> MIHETDBDWebR—ZZH 4RI D JSP D form

BXROE D ZESBRRD

B ZEq] :

<form action="path/to/servlet" method="POST">

B ZEE:

<%
String urlAction = "path/to/servlet";

5>
<form action="<%=urlActionEncoded %>" method="POST">

String urlActionEncoded = response.encodeURL (urlAction);

Copyright©2015JPCERT/CC All rights reserved.
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CSRF Prevention Filteri@ 7%«

® CSRFMSRE U/zU \formMix S5t Cdp D "path/to/serviet” %z
HttpServletResponse#encodeURL(String) ><‘J‘J R CUIE TS

® encodeURLA YV v RIFICSRFUFREBDHEDTIFRL., TV
F—FHARCECEYS 3> IDEfN5ITBIED

(https://tomcat.apache.org/tomcat-7.0-
doc/servletapi/javax/servlet/http/HttpServietResponse.html#encodeURL (java.lang.String)

s/

® 1T (C(IBLTF DK S [CnoncehtformDiX{E 5t path/to/servlet
DR (5 ETND

<form

action="path/to/servlet;jsessionid=7F7A056EC7C094FA2A37231852
5EE5CB?org.apache.catalina.filters.CSRF NONCE=521334A9F01F17C
4BOD3D847A221A9BB" method="POST">
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% OWASP CSRFGuard
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OWASP CSRFGuard#iiZ

B Z¥h: OWASP CSRFGuard

— 7O 27 MURL : https://lwww.owasp.org/index.php/CSRFGuard
— RF+31A> MURL : https://www.owasp.org/index.php/CSRFGuard 3 User Manual

m B
® OWASPHiEfit 9 23— L v MaAITDCSRFEEFRS A1 ISY
® CSRFXI5E & U TnonceZ AHUNEAREEAZ1TD

® T — Ls~\dDnonceDIEsIAF (CJavaScriptzfER L TULVDZs. JavaScripthMER T E R0
R CIEEELIRULY

oMY UTzjard 7ML E UL TEf SN TWLWBzsH, BH—TJLw O FTFOFEFE(CARTT LR
B R[RIE .
— Javab—J L v bODFilteriétgz= W\ TOSA 7> bEY—TLw MARIKDRBECEIDIAFH. 1
T X MZnoncefdill. L AR XHDnoncet&EE & 1T
B ERFE

1. 7FUHT—>3>0 classpath N XS4 TSUD jar ZEBINT D
2. Web 7TV —2 3> DRTEZEEHT D web.xml (CRSATSUZIEET D
3. 5% J 7 1)L Owasp.CsrfGuard.properties (CEREZCE I D
4. DS5AT > MIGET BWebR—ZHE T D ISP 22X D
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OWASP CSRFGuardi@R A&

1. 77U —=3>0 classpath ~\ Owasp.CsrfGuard.jar %
BN
B IR (EWeb7 T UL —23 >0 IWEB-INF/lib 7 L
I RUANICEET D
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OWASP CSRFGuardi@ER A ZE @2

~ ~ AN~ = - - —
2. Web 7TV —< 3> DREZEH T D web.xml (CRSA
b — B =
ISV ZEET D
<!- OWASP CSRFGuard®ListenerDEE -->
<listener><listener-class>org.owasp.csrfguard.CsrfGuardServletContextListener</listener-class></listener>
<listener><listener-class>org.owasp.csrfguard.CsrfGuardHttpSessionListener</listener-class></listener>
<= REIT7AID/IRADIEE RR—ITHHA -->
<context-param>
<param-name>Owasp.CsrfGuard.Config</param-name>
<param-value>WEB-INF/Owasp.CsrfGuard.properties</param-value>
</context-param>
<!- OWASP CSRFGuard(FilterDEE -->
<filter>
<filter-name>CSRFGuard</filter-name>
<filter-class>org.owasp.csrfguard.CsrfGuardFilter</filter-class>
</filter>
<!-- EELT-CSRF Prevention FilterMERHBHNDHKE -->
<filter-mapping>
<filter-name>CSRFGuard</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>
V== R=DIZF—Y U %EAT HJavasScriptDservlietDEE -->
<servlet>
<servlet-name>JavaScriptServlet</servlet-name>
<servlet-class>org.owasp.csrfguard.servlet.JavaScriptServlet</servlet-class>
</servlet>
<!-- JavaScript®sServliet®D/ARIEFE -->
<servlet-mapping>
<servlet-name>JavaScriptServlet</servlet-name>
<url-pattern>/JavaScriptServlet</url-pattern>
</servlet-mapping>
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OWASP CSRFGuardi@R B ZE«3)
3. WEB-INF/Owasp.CsrfGuard.properties (CEXEZECE I Do

8IE C=DF/XIAH

org.owasp.csrfguard.NewTokenLandingPage ~ &#IC h—D2ZEKT dR—>

org.owasp.csrfguard. TokenPerPage R=DZELC =D ZERTD
org.owasp.csrfguard.ProtectedMethods CSRFNMSRET DHTTPAYV W |~
org.owasp.csrfguard.UnprotectedMethods CSRFMSIREE LRV HTTPA YV W R
org.owasp.csrfguard.unprotected.* CSRFMSRELIRWT 71U
org.owasp.csrfguard.protected.* CSRFMSRETDI I 71l
org.owasp.csrfguard.action.* DO TR NZERFOZTEENE
org.owasp.csrfguard. TokenName N—D>%
org.owasp.csrfguard.SessionKey v 3> F+—-%
org.owasp.csrfguard. TokenLength =D DEE
org.owasp.csrfguard. PRNG REUBLENE P ar DIETE (SHALPRNGSS)
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OWASP CSRFGuardiBRAZE«)

4. JSPTJ 7 )LMDheadBxNZE /= (IbodyEBZRDEH U4 EHIIC
nonceZziBNN9 B fzsbdDIavaScript(OWASP CSRFGuarddServiet) &
IBEUZscriptERZEAT D

<script src="/path/to/webapp/JavaScriptServlet"></script>
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Spring Security 12 W

W %8 : Spring Security
— O=127 FURL : http://projects.spring.io/spring-security/

— R=F3 A> MURL : http://docs.spring.io/spring-
security/site/docs/3.2.5.RELEASE/reference/htmlsingle/#csrf-using

m 2
® FRFIERE] Z iR I D ServietFilterBF DR CCSRFRIEREB R RS TULND
® CSRFIR & U Tnonce AVVEAREEZITD
® Spring Framework T{#E>S Z A TR, —f#%BY(C Spring Security BEEAA T3 EZ R0
B XJRIRIE
— Java—J L v hOFilterttZ AW TO S A 7> hEY—T Ly ARIEDORE (TEI DIAF
U2 T X MCnoncefdhl. L AR XHDnoncetREEE1TD
mEAFIE
1. Web 77T UL —2 3> D&TERECEH T D web.xml (C Spring Security ZI8TFE 9 D
2. SpringMXMLEETE 7 77 - ) L(applicationSecurity.xml)D http BZERDH (CcsfEZR % S0 E
3. ISP 7 A ILDformEZR(C b—T > Z 5 & UIZinputEZRZEN T D
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http://projects.spring.io/spring-security/
http://projects.spring.io/spring-security/
http://projects.spring.io/spring-security/
http://docs.spring.io/spring-security/site/docs/3.2.5.RELEASE/reference/htmlsingle/
http://docs.spring.io/spring-security/site/docs/3.2.5.RELEASE/reference/htmlsingle/
http://docs.spring.io/spring-security/site/docs/3.2.5.RELEASE/reference/htmlsingle/
http://docs.spring.io/spring-security/site/docs/3.2.5.RELEASE/reference/htmlsingle/
http://docs.spring.io/spring-security/site/docs/3.2.5.RELEASE/reference/htmlsingle/
http://docs.spring.io/spring-security/site/docs/3.2.5.RELEASE/reference/htmlsingle/

Spring Security R EQ)

1. Web 7T U —> 3> D8 TEZLEH T D web.xml (CARS A
JZoURIEEITD

<listener>
<listener-class>org.springframework.web.context.contextLoaderListener
</listener-class>
</listener>
<context-param>
<param-name>contextConfigLocation</param-name>
<param-value>/WEB-INF/applicationContext.xml /WEB-INF/applicationSecurity.xml
</param-value>
</context-param>
<filter>
<filter-name>springSecurityFilterChain</filter-name>
<filter-class>org.springframework.web.filter.DelegatingFilterProxy
</filter-class>
</filter>
<filter-mapping>
<filter-name>springSecurityFilterChain</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

JPCERT CC°
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Spring Security BRABER)

2. SpringMXMLEETE 7 7 -1 )L DhttpEZRDH (CcsrfEZRZ 5L Ek
® Spring 4. xM5(EFT T AL FTEMCIRD TS

<http>
<csrf />
</http>
(G
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Spring Security R EE)

2. ISP 714 ILDformEXRIC b—D > % 5L& UIcinputEzxR %=
BT S
® JA—AICKDXEDHZS
<c:url var="logoutUrl" wvalue="/logout"/>
<form action="${logoutUrl}" method="post">
<input type="submit" value="Log out" />

<input type="hidden" name="${ csrf.parameterName}" value="${ csrf.token}"/>
</form>

L Ajax(c_diéu DT X BDIHE,. metaZZRI[CHTTPAORX S LNYS
ZEFRI D

<head>
<meta name=" csrf" content="${_¢srf.token}"/>
<!-- default header name is X-CSRF-TOKEN -->
<meta name=" csrf header" content="${ csrf.headerName}"/>
(EHE)
</head>
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csri-filter il &
B ZFL: csrf-filter

— ’O= 1727 FURL : https://github.com/dernasherbrezon/csrf-filter

m I

® CSRFXI5RZ 1T D ServletFilter

® CSRFXI5R & L Tnoncem ABVNIEAREEZE1TD CTL\D

® jarC(I7ix<Javad 7 1)L 1 DHMEEtE=NTULD
B XJRIRIE

— Javaty—J L v hODFilter#éi@Z FIWTO S A 7> hET =T Lw hARKRDREICE DIAH,
2T X MMCnoncefdhl. L AR AHDnoncetREEZ{TD
B ERAFIE
1. Web 77T U —2 3> DRTERELEHT D web.xml (CARSATSUZIBET D
2. 05AT > MNILETDWebR—ZZ4K T D ISP T 7 1 ILDformEBZRZEE I D
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64

csri-filter’ @A EQ

1. Web 7T U —> 3> D8 TEZLEH T D web.xml (CARS A

JSVUZRIBETD

<filter>
<!—- csrf-filterWEE -->
<filter-name>csrfFilter</filter—-name>

V== NFIA—2DOHEH ., FHEIRR—IIZER -—>
<init-param>
<param-name>csrfTokenName</param-name>
<param-value>csrf</param-value>
</init-param>
<init-param>
<param-name>exclude</param-name>
<param-value>/urll, /url/url2</param-value>
</init-param>
<init-param>
<param-name>excludeGET</param-name>
<param-value>/url3, /url/urld</param-value>
</init-param>
<init-param>
<param-name>excludeGETStartWith</param-name>
<param-value>/js/,/css/,/img/</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>csrfFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

<filter-class>com.google.code.csrf.StatelessCookieFilter</filter-class>

Copyright©2015JPCERT/CC All rights reserved.
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csri-filter’@AAE )

web.xml TERECTCED/\SA—4

csrfTokenName N—20>2(CDIEBEDHWE) _

exclude CSRFXIZRZ 1T L \URL —

excludeGET CSRF CookieZZ4 % U7XV \URL, AjaxdDJo —
T X BMCHWS,

excludeGETStartwWith ~ CSRF CookieZe &A% L7 VURL, —
servletPath().startsWith()DF T v T Z{T173
L) (CSS. JavaScript. EHfREZISTE)

cookieMaxAge CookieDBEZNEARR (72 360072
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csri-filter’ @B EER)

2. 9547 > MNILET DWebR—2ZFERT D ISP J7 1
IWDITA—LNERETD

B formEBZRAICA T DinputERZENMIT D

<input type="hidden" name="csrf" value="S{csrf}">

B 22U, J7AILOEEZDmultipart/form-data T —45 %
X529 DI E LEinputEZR TIEE < formEZ=Daction/E 1%
DIEZAZIET D

<form action="/url?csrf=S{csrfl}" method="POST"
enctype="multipart/form-data">
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®hD) OWASP CSRFProtector
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OWASP CSRFProtectortflE
B ZFR : OWASP CSRFProtector

— https://www.owasp.org/index.php/CSRFProtector Project
— https://github.com/mebjas/CSRF-Protector-PHP

m =
® PHPHR & ApacheDE 1 —)UMAMFIE (SRR U T2 D(EPHPAR)
® CSRFXI5k & U CThonceZ FBULNEAREEZ 1T D TULVD

B NSRRI
® PHPDE#Rob_startzFBL\TWeb 7 T U o—> a3 >hsndhz/\yv I 7> U,
nonce Z{IHl9 3

o AN TA—LDWIBZEITSPHPRO U T NI 74 )LDFEEEIC CSRFProtector 1— R&i1B
MIBDTET, ZITEIEUOIR MIEFNDnonce= REEFT D

B Z%E: http://php.net/manual/ja/function.ob-start.php
B ERAE:
1. formEBZRDHDPHP I 7 1 JLDFEEEEF D TARS 1 T S U Z 5+ AAHIHRE I B,
2. 5% J 7 1)L llibs/config.php ZWHE(ZIH U TYERK I 3
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OWASP CSRFProtectori@R &)

1. formEBXRDHDPHP I 71 )LD EEEFD TARS AT S &5t
HAFH. FIHERA{E T B,

include once DIR .'/libs/csrf/csrfprotector.php';
csrfProtector::init () ;

2. %€ J 7L llibs/config.php ZHAE(CIH U TYERR I D, 1B

(FLLFDED,
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OWASP CSRFProtectori@RA &2

CSRFP_TOKEN CookieY> I A —AICEEEHT D h—T>DF—% " (FEXF, EFRIC(Ecsrfp_token"&EHEN
D)
noJs JavaScriptDfE false (no-jshRDIZE)
logDirectory OJ8h7 =« Lo KU ".Jlog (CDFT« LU hUZEEEZIAHAIRECL
THK)
failedAuthAction =D AREECKRERUTEES(COSAT7MNIR « GET: O(HTTP 403)
TAYE— « POST: O(HTTP 403)

* 0: HTTP 403(Forbidden)

« 1: GET/POSTO L JZHIBR U CErX($_POSTZ
HIBR)

o 2. TS5 —R—/N\EpiX(errorRedirectionPage)

« 3: TS5—XwvtZ—=(customErrorMessage C:&

. i)HTTP 500(Internal Server Error )

errorRedirectionPage IS5 —R—ZOiEIFURL " (ZEIF)

customErrorMessage IS5 Xytz—> " (ZEXF)

jsPath JavaScriptJ 77 -1 )LMconfig.php/m S DR/ (R ".ljslcsrfprotector.js”

jsurl JavaScript 7 77 -1 JLDFEXTURL "http://localhost/test/csrf/js/csrfprotector.js"”

tokenLength N> DS 10 (X5F)

disabledJavascriptMessage ~ JavaScripthM EIDIRCR R I DAV E—> (A& CDWebT 1 MICSRFXHRZITD TL)
DAJavaScriptzBC LTS ZEWEWLD
BDRX)

verifyGetFor GETUZJUIX hDORRICHREEZITDURLU X larray()] (ZEDURX )
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@ | Csrf-magic
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csrf-magictiiE - WHBIE

B ZF8: csrf-magic
— http://csrf.htmlpurifier.org/
— https://github.com/ezyanqg/csrf-maqic

m HE
® BIFDOPHPR O UT MCAMRT A T S ZmHADIE T TEHTIRE
® CSRFXIZR & U CnonceZ BBULNEAREEZITD TLVD

B XRIRIE
® PHP®DEI# ob _startx FHLNCTWeb 7 T U — 3> st ha/)\w I 7> 200,
nonce Z{IHl9 3
& ANTA—LDWIBZITSPHPA O UT KT 7 A )LDFEA(IC csrf-magic D 1— RZENN
FBCET, ZITHOIEUOI R MIEFENDnonceZIREET D
B Z%E: http://php.net/manual/ja/function.ob-start.php
B
formBZRDHBDPHP I 7 1 ILDEIEEID TARS A TSV DFmMHAFHFZITO I— REENMT S

include once '/path/to/csrf-magic.php';
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¢ |Django CSRF Protection middleware
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Django CSRF protection middlewareftZ
B &% : CSRF Protection middleware django

— https://www.djangoproject.com/
— https://docs.djangoproject.com/en/1.8/ref/csrf/

m =
o %ﬁhon‘é‘%ﬁéﬂtWeb?ju —23> T L —AT—2DjangohM it 9 3CSRFXIER
BE

® CSRF¥%R & L Tnoncel ) J 7 SAWA ZHAWCARESEE T D TL\D

B XR[RIE
Django®middleware(dU TR b &L AR ADANIEZ T W 03 DIzsbDiEHFZ IR U
TWB. COEEBZFRAUT. 951472 MOEBD I A —AlCnonceZzBNMULED, =
FEURANIT A —ALICEFEFNBnonceDIRIEZIT D
https://docs.djangoproject.com/en/1.8/topics/http/middleware/
https://docs.djangoproject.com/en/1.8/ref/middleware/#module-django.middleware.csrf
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Django CSRF Protection middlewarei@A 75 iEq)

1. ‘django.middleware.csrf.CsrfViewMiddleware’ = KL T 7%
MIDDLEWARE_CLASSES [CIBI (BE(C k> TEHBANSESENTLS)

2. POSTUOIXR b&EXDINTOformEBIRA(Ccsrf tokenZJ %810
ERS

<form action="." method="post">{% csrf token %}

JPCERT CC°
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Django CSRF Protection middlewarei@A 7 &)

3. LEEATZEFHATERILDICTDIEH. ROWVWINHDSETH
G DEIEDE 1 —NEF T django.core.context_processors.csrf' ]
A NTOY B ZERTEDRILDICTS
® RequestContextzfEHI D

B RequestContext(d 'django.core.context_processors.csrf' Z & (C{HERT D

® ‘django.core.context_processors.cstf 1>FF X hJOtv Bz~ >
IR—hU. CSRF b—=0>Z4&mM T 20— RZENMNTD

from django.shortcuts import render to response
from django.core.context processors import csrf
def my view(request):

c = {}

c.update (csrf (request))

# ... view code here

return render to response("a template.html", c)
render to response (“a template.html”, c)
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CSRFWSRSAIISUZBRAUTHELD

JAVA#R: SPACEWALK
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Spacewalk&E2O0RYA NOIAMIA—>ST U

% . Spacewalk

B EEHE : Red Hat MR I BLinux> X LADFKEEIEY —)LRed Hat Network
SatellitedOSSHR

FmmURL : http:/spacewalk.redhat.com/ A SPACEWALK

» PRYCEMYTY

CVE : CVE-2009-4139

7 RN HUURL :

® http://www.redhat.com/support/errata/RHSA-2011-0879.html
® http://securitytracker.com/id?1025674

® https://bugzilla.redhat.com/show_bug.cgi?id=529483

® http://xforce.iss.net/xforce/xfdb/68074

fesg et/ \—=3> 1 1.2.39

AEss I EIE/\—=>3 > 1 1.2.39-85

S[ohERZ1TD IzSpacewalk(d. B UCVEDRESSEZHFFD1.5% TITo /e,
e AESsMHIEE/\—=3> : 1.5.46-1

® AESSMHEIE/\—=3 > 1 1.5.47-1
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Ress/ J— RDIR1 > b

<form method="POST" action="/rhn/users/DeleteUserSubmit.do?uid=2">
<div align="right">
<hr />
<input type="submit" value="Id1—H—OHIK" />
</div>
</form>

B U TOEETE. 1—Y —testuserzHlIfR9I D I A —LAHERR
SNTULB,

- S
?5‘7{7

FFIF17 il  AFLAN-T O REFL 0 FreFlosElR BAEE OTRLZ O GESLF

'ﬂlr_r 3 —Y —OHIFRO TS

CHUCEN, D = = ke RAUC HIFFF RSN E T .
= CIRFERREA N TS T a =L 7 s A3 TATERSN. 02— —LIRhEL 2T T,
ORI B ) DL TSN HIRRFRESE T 95010 PLERSUET,

1 —MHIER
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Spacewalk(Cd5(FSCSRFDIEIE

B RESEMHAZIE/\—>>3>1.5.47-1Cld. DAY LSTTETEEL.
JOT X MOABIC M—T>%ZBINLTULD,
o TJA—LNREHMNITISPT 71 ILEBASENVND RS P20z EA

<form method="POST"
action="/rhn/users/DeleteUserSubmit.do?uid=${param.uid}">
<rhn:csrf />
<html:submit styleClass="btn btn-danger">
<bean:message key="deleteuser.jsp.delete"/>
</html:submit>
</form>
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OWASP CSRFGuard®i&EH

Spacewalk (& Java TDOLK B CL\DEEH. Tl
Java [@Il 7D CSRFWUHR=T 1 J S THD OWASP
CSRFGuard OERZ iA1=,

1. SpacewalkdD¥ — X J1— R7Z{E1E
1. web.xml (CT« )LFTE
2. jsp 71 ILIC javascript SRR ODETE ZIENN
2. Z21IF L2V — X J— R CSpacewalk/ \\v o — ZAER
3. ERUTc/\wo—>Z FEEF A A =)L

JPCERT CC°®
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JSPI 74 )IbADJavaScriptSBDIEA

B code/webapp/WEB-INF/decorators/layout_c.jsp DFREZFT (C
OWASP CSRFGuard®JavaScriptServlietDSBRZ1EA 9 3,
B layout_c.jsp (B R—=ZDF2TL—RERDTED. 1HPh
DEBTCINTDOR—INAEEZBEHATE D,

</div><!-- end bottom-wrap -->
</div><!-- end wrap -->
<script src="/rhn/JavaScriptServlet"></script>
</body>

</html:html>
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S1J S VBERDME

B 1—Y—HIfFR T A — ADformEZRDaction/E4E &
OWASP_CSRFTOKEN&E WD EZBI CinputER=NDEN =N/,

<form method="POST"
action="/rhn/users/DeleteUserSubmit.do?uid=3&amp;OWASP CSRFTOKEN=FW
J8-NCDO-0KUN-3BIV-DGLI-U6UU-1XNT-9K4N">

<div align="right">

<hr><input value="A1—H—0DHIR" type="submit">

</div>
<input value="FWJ8-NCDO-0OKUN-3BIV-DGLI-U6UU-1XNT-9K4N"
name="OWASP_CSRFTOKEN" type="hidden"></form>
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S1J S VBERDME

Spacewalk> AT LHNDIT A —LNSINEVU T A MEXET DL
SRIE(CERE LIS 1 LT Mt TdBSpacewalkdD403R—=>
(http://website/errors/403.htmDA\ERX =N B,

¥ Tomcatd 177 catalina.out (C(ZCSRFIRE %[5\ EIBIRN EEER SN D,

E#¥x: CsrfGuard analyzing request /rhn/users/DeleteUserSubmit.do
2015/02/20 12:53:32 org.owasp.csrfguard.log.JavalLogger log
Z4&:. potential cross-site request forgery (CSRF) attack thwarted

(user:<anonymous>, 1p:192.168.80.1, method:POST,
uri:/rhn/users/DeleteUserSubmit.do, error:required token is missing from

the request)
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Spacewalk A\MDOWASP CSRFGuardi@BD&EZ 1)

®SpacewalkB B TD TZCSRFXITRIE. nonceZAALD U S AMIEN &
A —LZZZHISP T 7 1 )LOAZIE (3SPT 7 1 JL34SEDIETE 1T > TLI\D)

® OWASP CSRFGuardZFU\/ZCSRFXZR T, noncedD$&E Az JavaScript T
T35, BER=HHLBETERITDISPIT 7AINIDDHZEIET D&
CTHEATED

B /Z7Z2U. OWASP CSRFGuardDiE# (FJavaScriptZz T E /80N
SO TIERUOIRMESE SN 28, FRBRIBEOERMHTER,

®Spacewalk(C (FIRB D403R—TH D fzfzsb. OWASP CSRFGuardDEs
FEICTUOIIR MESEF(F403IR—DAEX T BLS(C L. Spacewalk> X
TALACEDIEEMEZEIT DL DICERIECTEIC
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Spacewalk A\MOWASP CSRFGuardi@BDEZ2)

®SpacewalkAStrutsZ{FEH L TL\DFEEHD. OWASP CSRFGuard®
Fa1 XA MEDDOERGETEEELRMN DT

B Struts(FAction([CAHWBISPDEEEN H D, ISPT 71 ILZMNURLICE
FENRVZSH. (BIEROISPEIER T DHEBENG DT

B TomcatDF « LI NUAEBESNIZISPI 7 AILZEIELTE. =E
BRICEITSNBDDIIEFIC O /INAILENTEISP T 7 AILDIEsD., (B
FABERBRENE0N

BZDfs,. V—RXO— RZEIE UT=SpacewalkdD/ v & — = DIER %=
7O J\wH—=2%A>2 X M—=)LUTTomeatdDF « L MUABLE
IAINENDDIC

oL M5, Spacewalk’N\DOWASP CSRFGuardDiEM (F. StrutsdDigis%
2R LU CULDEIHET. Spacewalkh'iT D fZCSRFXITR EEIFXRT(FZENUUT

DIARA MTCSRFMHRMNTR D ENTH o 1=,
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PHP#&: LOGIN REBUILDER
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PHP CREZTNIEE®ENADCSRFHERS LIS UDEH

A4 : Login Rebuilder
B EEHE . OJ1 > R—>%F T A )L hDwp-login.phphS5Z
EIRI3FETCF1UTvZE LETBWordPress 7501 >,
B XMmURL :
® https.//wordpress.org/plugins/login-rebuilder/
® http://plugins.svn.wordpress.org/login-rebuilder
B CVE : CVE-2014-3882
B 7R\ UURL :
® http://wordpress.org/plugins/login-rebuilder/changelog/
® http://12net.jp/news/n20140623_01.html
® https://jvn.|p/jp/JVNO05329568/index.html
B FEsstEiE/\—=3 >  1.1.3(U E=3>-868421)
B RESSIHEIE/\—>3> : 1.2.0(U EZ3>914619)
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Ressix J 4 — LADIEFR

B WordPressEIEEEDLogin RebuilderDs%TE T 4 — Is( rx) - 1o1>~—31 )
B http://website/wordpress/wp-admin/options-general.php?page=Ilogin-rebuilder-properties

s\ —=>3>
(&R TEIRVNTE
., BHIINSHSC
EZAMS5E DR
BFENRTEINT
ALN
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@ TestBlog &1 B -+ #7iR ZAICEIE, userFA ! Il
o % =, ey
AT AR—2 BTE

N DT R OIS - ® 403257 -2
O 40427 —4H2
O Ak by PS8 ( http:/fwebsite/wordpress )

O%5 127 ILOF—2—F : login-keyword
wLLOS AT wprdpress-login.php EFAATTRE]
<Iphp

define( "LOGIN_REBUILDER _STIGNATURE®, ’login-kewword® J;
require_once .fwp-login.phe’;

Py
HsEEHOY 1271 wprdpress-login-r.php EF 2 ATTRE
AF—HR : ®© e
[ 1
WordPress D= FIEHYHESZINET. Mgl 4




form&d 2 ADARE

<form method="post" action="/wordpress/wp-admin/options—-general.php?page=login-rebuilder-
properties">

(EHS)

<input type="radio" name="properties|[response]" id="properties response 1"

value="1"“ checked="'checked' />

<input type="radio" name="properties[response]" id="properties response 2" value="2% />
<input type="radio" name="properties[response]" id="properties response 3" value="3% />
(EHS)

<input type="text" name="properties[keyword]" id="properties keyword" value="login-keyword"
class="regular-text code" />

(ERS)

<input type="text" name="properties|[page]" id="properties page" value="wprdpress-login.php"
class="regular-text code" />

(EH%)

<textarea name="properties[content]" id="login page content" rows="4" cols="60" style="font-
family:monospace;" readonly="readonly"></textarea>

(EH%)

<input type="text" name="properties|[page subscriber]" id="properties page subscriber"
value="wprdpress-login-r.php" class="regular-text code" />

(EH%)

<input type="radio" name="properties[status]" id="properties status 0" value="0"
checked="checked' />

<input type="radio" name="properties[status]" id="properties status 1" value="1" />

(EH%)

<input type="submit" name="submit" value="ZBZ{R{F" class="button-primary" />

</form>
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Login Rebuilder@®CSRHEIE/\—=3 > DiRkA > b

B WordPressDwp_create_nonce()= £ L C—FBY7IME $nonce ZHER L. T4 — A

DBELF D —(properties[response]) (CIENM.

B noncefERkERD

$nonce = wp create nonce (

self::LOGIN REBUILDER PROPERTIES NAME.'@'.Swp version.

'@'.LOGIN REBUILDER DB VERSION) ;

B inputEZRDOnameEHDIENDIENIF (properties[page]DiFE. EEEK)

<input type="text" name="properties <?php echo $nonce;
?>" class="regular-text code" />

value="<?php e( S$this->properties['page'] );

?>[page]" id="properties page"

B nonceDAREEER T (POSTRE DF—ADIFEHEER)

if ( isset( $ POST['properties '.Snonce] ) ) {

92
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Login Rebuilder®CSRHEIEI\—>3 > DRA1 > b

B (ZIERROHTMLDInputES= (properties[page]Diza

<input type="text" name="properties c6808428a6[page]" id="properties page"
value="wprdpress-login.php" class="regular-text code" />

® inputnamelE|%£% [properties[response]] M5
[ properties c6808428a6[response]] EWL\DE—FH/REDZFERATDLDIC

ZE
® JA4— L MNSPOSTESNEARBEDF—hH'properties c6808428a6 T (FIRXWMEFE (&
ZEZITDIRL

Login Rebuilder®nonceZz AALV/ZCSRFIITRADER (L. I
L7zinputEZR T3 < BFFDinputEZR DOnamelg £ DE%=
ZEIDENWDHETHS JDJI’L"CL\5O

(SEER LI/ \—2321.2.00%
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OWASP CSRF Protector MiE A

Login Rebuilder (& PHP TOL< 5N TWWBTZsH, 2
Tld PHP @IF®D CSRFWNSRT A IS YU THD
OWASP CSRF Protector D@ % it d+ 1=,

1. OWASP CSRF Protector MY —X1— % Login
Rebuilder W5Z&ETE DiGPhI(CEL

2. Login Rebuilder Y —X 11— R%Z{21E. CSRF
Protector Z&5idHAD K DICT D
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OWASP CSRF Protector®&%i&

WordPress 75204 >7 « L7 RUMXN®D Login Rebuilder -1 > X
~N—JL7« Lo FURIC OWASP CSRF Protector Zi%iE.

wordpress/ ~WordPressA YA F—ILT 4 LY L)
+ wp-content/plugins/ ~WordPress 75494 vT4L%Y k1)
+ login-rebuilder/ ~Login Rebuilderqf X b—J)LT 4 LD k1)
+ languages/ ~BEITANLTaALY M) (FHERR)
+ csrfp/ ~OWASP CSRF Protectorf(EBT 4 LY k)
+ s/

+ csrfprotector.js —b—9 VAR DIavascript
+ index.php
+ libs/

+ csrf/ ~OWASP CSRF Protector&XfT4 L k1)
+ csrfpJdsFileBase.php
+ csrfprotector.php
+ index.php

+ config.sample.php BEIFZ7AILY2TIL

+ index.php

+ log/ ~agHAT24LO LY
+ .htaccess
+ login-rebuilder.php ~Login Rebuilder&R{K

+ uninstall.php

JPCERT CC°
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Login RebuilderA{&DiREE

® Login Rebuilder MAAK login-rebuilder.php Z#w&E U.
OWASP CSRF Protector @ csrfprotector.php & 5HAL

® JciadDdefineJ Ow DT (CECihk

(AHg)

define ( 'LOGIN REBUILDER DOMAIN', 'login-rebuilder' );

define ( 'LOGIN REBUILDER DB VERSION NAME', 'login-rebuilder-db-version' );
define ( ' LOGIN_REBUILDER_DB_VERSION' , '1.1.3" ),

define ( 'LOGIN REBUILDER PROPERTIES', 'login-rebuilder' );

// JBAl:Login Rebuilderqd YR F—JLINXDEE

define( 'LOGIN REBUILDER PLUGIN DIR', plugin dir path( _FILE ) );

// 1BIA:OWASP CSRF Protector®i#AiA# & HHE

require once( LOGIN REBUILDER PLUGIN DIR . 'csrfp/libs/csrf/csrfprotector.php’' );
csrfProtector::init () ;

$plugin login rebuilder = new login rebuilder();

€159
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CSRF Protector EFHD®IER

B EHESNBHTMLTI(ZE, formEZEA(Cnonce ' s&E =1/
csrfp_token &L\ D ZBIDInputEZRHENNETND,

<form method="post" action="/wordpress/wp-admin/options-
general .php?page=login-rebuilder-properties">

(ERS)
<input type='hidden' name='csrfp token' value='559e21982a' />

B REBUIIRANEKRETDE, IS—R—IAGLXRETORTEDE
D. WordPress 7O D kv IFR—= (hitp://website/wordpress/)/\

BLASN D,
B O« L OMNJISEMENTZTD 71 ILICIEZCSRFIREDY I T X
NOABHEEERIND,

{"timestamp":1423729288, "HOST":"192.168.80.129", "REQUEST URI":"¥/wordpre
ss¥/wp-admin¥/options—-general .php?page=login-rebuilder-

properties", "requestType" :"POST",
"query":{"properties": {"response":"3", "keyword" :"CSRF", "page":"csrf.php"

, "content":"", "page subscriber":"csrf2.php", "status":"1"},
"submit" :"¥ub909¥u606fd¥u3092¥udfdd¥ubb58"}, "cookie":[]}
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Login RebuilderANDOWASP CSRF ProtectoriBRADEE 1)

® Login RebuilderBE M/ \—=23>1.2.0T{TD IECSRFX1 R,
noncelF¥rzBED I A —LARNTDF—D—EPE U TERT D
EWVNDED

® WordPressAARIICSRFITRICFIA T E DnonceZZEX DK D Bz 124t
L CTUL\BHY. Login Rebuilder(ZnonceEmBEE DA =FER L THD.
IR MMEAE I (B DERZITD CLVE

® OWASP CSRF Protectorz FHUL\J=CSRFXIERIE. T4 — L%
SOPHP I 7 1 )LA\OWASP CSRF ProtectorZinHAFzED
PUTOEBIES XU 11IEHDEREDREDH CTITA I
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Login RebuilderANDOWASP CSRF ProtectoriBRADEE2)

® OWASP CSRF Protector (ZWordPressd TS50 A > DK D%
B IS AT AN\DBERETEETHDCEMNDTH D
® OWASP CSRF Protectors®SEZEH) (CITDEICKD. UUT A MESKRF(CIE
WordPressd® I 1 by IR—IAERET DI ELDICUTE
® > JAJMDEETIE. UITRAMESEF(CHTTP 403 AR R EUL
CWordPressDEE CIERAVBAMICEXYFTUIIT X MEGDOEMNEK
R Nd
® Login RebuilderMIEIEEH KUKEDMIREMNS., Tzl
nonceZHEX DD KD (CEE 17D fZLogin Rebuilderh T o /2
CSRFWRKI D BRI RX R TCSRFEWERMNTRA e, &EEDT
ULYULYND T ETRUNDY?
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F &80

® CSRF(ZORAYA MNUOIT A NI A4 —
> TN EWDESSEDFEEZDE
IRz IEAR T B

® CSRFMTRMDEZRD ExIEHF UXEIKT
D
o JHBEICEET D
® WebTJ L —/\T—2DCSRFXIFRIEEEZ iE
95
® CSRFURSAISURIERITD
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F EHD

® CSRFMRS 1 IS UICDNT
® Javat®PHPICHIFTBDCSRFMER S TS UDEREI7TO—
F DI
® CSRFXZRSJ S DiEAZ AT
B SpacewalkN\OWASP CSRFGuard
B Login RebuilderN~\OWASP CSRF Protector

CSRFXZRS 1T SUZMECEA T B(C(E. Web77TUT—232 7
L —AD—2DDB ECSRAFRDIFIEZEEL CVWDIRENDD

ARERITIFEEFOWeb 7T o —> 3 2 ADCSRFWHR ST
S UEAHOEAHZFBIT Uz,

FTRLCWeb 7 T UG —2 3> ZRFE T BRICHLNTE. CSRF
WERS1 IS UDERZEST I BDMETH D,

JPCERT CC°®
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&Rk

BN ATEUEN [BERILIEHEERAB(IPA)
—BERITTHA CDIEDT

(https://www.ipa.go.jp/security/vuln/websecurity.html)
—F277TOTSZ2UERE, Web7 T U — 3 4R

(https://www.ipa.go.jp/security/awareness/vendor/programmingv2/web.html)

BOWASP

— Cross-Site Request Forgery (CSRF)
(https://www.owasp.org/index.php/Cross-Site_Request _Forgery %28CSRF%29)

— Cross-Site Request Forgery (CSRF) Prevention Cheat Sheet
(https://www.owasp.org/index.php/CSRF_Prevention_Cheat_Sheet)

B Wikipedia
— (3258hR) Cross-site request forgery
https://en.wikipedia.org/wiki/Cross-site request forgery
—(BXEER) 201 NI AR IA—>T U
https://ja.wikipedia.org/wiki//ZOA YA SOOI A NI A—>1 U
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https://www.ipa.go.jp/security/vuln/websecurity.html
https://www.ipa.go.jp/security/awareness/vendor/programmingv2/web.html
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://www.owasp.org/index.php/CSRF_Prevention_Cheat_Sheet
https://en.wikipedia.org/wiki/Cross-site_request_forgery
https://en.wikipedia.org/wiki/Cross-site_request_forgery
https://en.wikipedia.org/wiki/Cross-site_request_forgery
https://en.wikipedia.org/wiki/Cross-site_request_forgery
https://en.wikipedia.org/wiki/Cross-site_request_forgery
http://ja.wikipedia.org/wiki/

ZEVE - SIBY°RFIRICDNT
BAREROZE/EE(LIPCERT/CCIZIRB LEY,

BAERDDNEZDO—EZ5|A - 853 - Bich I DBRE. 5. EREEXT URL DA
ZHRANUET,

EC &

5187 : —fEEAIPCERT I —F 4 R%—>3>t> 45—
OOXPA MNIOTIRXBTA—21 U(CSRF) & EDIR
https://www.jpcert.or.jp/securecoding/AntiCSRF-201510.pdf

BAERZ5|A - i5& - Bicha I 3R, 5IAEXE. B, ASEDBEHR%E. JPCERT O—
Fa4 %= 3>t I —LEH(pr@jpcert.or.jip)EF TA—=JLICTHISELZEETV\, BB, CD&E
FRICKDEEUEBNERIE. BIREHDIPCERT I—Fa4X%—>3>tz>5—n [FS5A)N
> —mRUS—] (CHEI> TEDOIRWET,

AREROH AR EFCEHITDIBBULEHDE ARENDOFEMNEAR(CREAT 2HBLEHhE
JPCERTO—F 4 RX—> 3 >4 — JPCERTO—F A F—>3 225 —
IR 177 1—7+0 > JBY

o E-mail : secure-coding@jpcert.or.jp
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