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Hands-on Exercise

B finalizer WEZHIEULD

BTSN S, htiCADTWLWBF— 1] D
T>MUZBEBIMN?

2 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC &


http://openclipart.org/detail/1305/roofer-by-johnny_automatic

3

Hands-on Exercise(1)

finalizer REZ[HIELUKLD
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B2V FPIVIr—S32(1/2)

public class LicenseManager {

public LicenseManager() {

if (!1icensevalidation()) {
throw new SecurityException('License Invalid!");

}
}
private boolean 1licensevalidation() {
/] SATCRT7A)LZ2 - RUTFIVIU. AT ANIEHREStrueziRd

return false;

}
}

public class SecuritySystem {
private static LicenseManager licenseManager = null;

public static void register(LicenseManager 1Im) {
// TicenseManagerHfJHHME SN TULVRWNSE DHEEK

1t (1icenseManager == null) {

it (Im == null) {
System.out.println("License Manager invalid!");

System.exit(1l);

}
TicenseManager = 1m;

Heinz M. Kabutz. Exceptional Constructors - Ressurecting the dead. Java Specialists’ Newsletter. 2001
JPCERT CC"°
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public class Application {
public static void main(String[] args) {
LicenseManager 1m;
try {
Im = new LicenseManager();
} catch(SecurityeException ex) { Im = null; }

SecuritySystem.register(im);
System.out.printin("'Now let's get things started");

% 1s *.java

IApplication. java LicenseManager.java SecuritySystem. java
% javac *.java

% java Application

License Manager invalid!

6
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I7AFSAY—REZITSI— R

public class LicenseManagerInterceptor extends LicenseManager {
private static LicenseManagerInterceptor instance = null;
public static LicenseManagerInterceptor make() {
try {
new LicenseManagerInterceptor();
} catch(Exception ex) {} // fs=EE
try {
synchronized(LicenseManagerInterceptor.class) {
while (instance == null) {
System.gc();
LicenseManagerInterceptor.class.wait(100);
}

}
} catch(InterruptedeException ex) {

return null;

}

return instance;
}
public void finalize() {
System.out.printin("In finalize of " + this);
synchronized(LicenseManagerInterceptor.class) {
instance = this;
LicenseManagerInterceptor.class.notify();
}
}

public LicenseManageriInterceptor() {
System.out.printin("Created LicenseManagerInterceptor");

}
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public class AttackerApp {

public static void main(string[] args) {
LicenseManagerInterceptor Im = LicenseManagerInterceptor.make();

SecuritySystem.register(im);
// now we call the other application

Application.main(args);

¥
¥

% 1s
IApplication.class
IAttackerApp.java
% javac *.java

% java AttakerApp

7

LicenseManager.class SecuritySystem.class

L1 censeManagerInterceptor. java

In finalize of LicenseManagerInterceptor@7dcb3cd
Now let’s get things started
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finalize AV Y RE FESESNRVWKDICERE

BB IRA ORI A . YIHREDT T Z w9 HEER

D OSAEICKRBDERZHSIZOHIC. U5 X %Zfinal
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finalize)AVw RE FESINRVWKDICERE

BIOSRILICKDERZH STZHIC. U5 R %z inal
E=93

finalize()ZzHJ UOS AT LELESZTINRRVELD
final E=ED=ETCIEE

*LicenseManager 7> X% final E
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LicenseManager MDIEIE PRI

public final class LicenseManager { << finalE=Z1E] )

public LicenseManager() {
if (!1icensevalidation()) {
throw new SecurityException('License Invalid!");

}
}

private boolean 1licensevalidation() {
/] SACRIT7AIZV—RUTCFIVIL. SATEAMNESHGEStrueZziRd
return false;

}

@override
protected final void finalize(Q{}

} ‘§§:::::f, ~
finalE = DZ Cfinalize() XYV
v RZETEER

\§ Y

JPCERT CC°
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% javac AttackerApp.java LicenseManagerlnterceptor.java
LicenseManagerInterceptor.java:1: error: cannot inherit from final LicenseManager
public class LicenseManagerInterceptor extends LicenseManager {
VAN

LicenseManagerInterceptor.java:19: error: finalize() in LicenseManagerInterceptor cannot

verride finalize() in LicenseManager

public void finalize() {

N\

overridden method is final
2 errors
|0/0
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» finalize() AYVw RZ FESFINBVELDICTESR
BB D AHI AT, YIRMEDT T Z a9 TS
OS5 2BICKBDEBRAZR S T2H(C. U5 X %Zfinal

LicenseManager ®1> X RS OIMNIERE
R T URRCEZMERTETDLDICTD
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LicenseManager MDIEIE PRI

public class LicenseManager {

boolean init = false; —— _{ HEREe T IS0 j

public LicenseManager() {
if (l1icensevalidation()) {
throw new SecurityException('License Invalid!");

}

init = true; — < )
} A ABSSOIMNIEERTID
private boolean licensevalidation() { REICHEE T IS0 DfE%

/] DA AIT7A) 2 —-—RULTCFITVIUL. 511 ZEEJ B

s " y

return false;

}

JPCERT CC°
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public class SecuritySystem {
private static LicenseManager licenseManager = null;
public static void register(LicenseManager 1Im) {
// TlicenseManagerS#JRA{E SN TLVRVNEE D HE TR
1f (licenseManager == null) {
if (Im == null) {
System.out.printin('License Manager invalid!");
System.ex1t(1);
}
if (Im.init == false) {
system.out.println("incomplete License Manager!');
System.exit(2);

i \?;

: _ <
} licenseManager = 1m; (2SS IAE L < EME S
} EDONESISHFTYVITS
¥ \- y

JPCERT CC°
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A RAZBHETEBRLDICIRD,

% java AttackerApp

In finalize of LicenseManagerInterceptor@2aalO5bc3
incomplete License Manager!
%

LML SN TIEATD!

(& J

b :
W5 — KT init DEERELTUERE...

U J
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public class AttackerApp {
public static void main(string[] args) {
LicenseManagerInterceptor Im = LicenseManagerInterceptor.make();

Im.init = true; ——— s =
SecuritySystem.register(im); |n|t O)'fﬁj&j:;ﬁ'fflz )
// now we call the other application —k‘

Application.main(args);

% javac AttackerApp.java

% java AttackerApp
In finalize of LicenseManagerInterceptor@2aaO5bc3

Now let’s get things started ___ - —
% - ERI! )
4 . ) |
FIRESE T I SO 2B SNIANKD(CT D
BN D
- A/
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LicenseManager &= 5(C{EIE SRR

public class LicenseManager { _ .
private EE9 5
private boolean init = false; o

public boolean is_init(){ return init; } — init DMEEFANRBZ AN
L W RZIEN

public LicenseManager() {
1f (!Ticensevalidation()) {
throw new SecurityException('License Invalid!"™);
}
init = true;
}

private boolean Ticensevalidation() {
/] DA RT7AILZ2)—RUTFITVILU. AT ANEHREStrueziRd
return false;

}

A/

JPCERT CC°
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SecuritySystem & 5(C{EIE FRENIE

public class SecuritySystem {
private static LicenseManager licenseManager = null;
public static void register(LicenseManager Im) {
// 1icenseManagerfJEI{E SN TULVRWIZEDHE TR
1t (l1censeManager == null) {
1f (Im == null) {
System.out.printin('License Manager invalid!"™);
System.ex1t(1l);
}
if (Am.is_init() == false) {
System.out.println("incomplete License Manager!");
System.exit(2); \QT”

~
3 R TOF T v SR Y REIFGH T
11censeManager = 1m; s (25

} \_ /

¥
}

JPCERT CC°
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AttackerApp WSWEML D SO % METE
AG AN

% javac AttackerApp.java
AttackerApp.java:4: error: init has private access in LicenseManager
Im.init = true;
N\
1 error
%

JPCERT CC*®
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Hands-on Exercise(z)

MDISAMS. htiCADTULBF
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Hands-on Exercise(2)
WDISAHS., htiCADTWBAF— 1] DI> MU ZBESIH?

import java.util.Hashtable;
import java.security.AccessController;
import java.security.SecurityPermission; .
FREDI— R
public final class SensitiveHash {
private Hashtable<Integer,String> ht = new Hashtable<Integer,String>Q;

SensitiveHash() {

ht.put(l, "one™);

ht.put(2, "two");

ht.put(3, "three"); HZ(E
}

_ _ SensitiveHash sh = new SensitiveHash();
void removeEntry(Object key) {

o . sh.removeEntry(1);
check("removekeyPermission"); h showEntri _
ht.remove(key) ; sh.showEntries();

} TFIVFsFIVIETNTVWDRESD

I>hU—ZHIZLEFTERL

public void showEntries() {
System.out.printin("" + ht.get(1));
System.out.printin("" + ht.get(2));
System.out.printin("" + ht.get(3));

}

private void check(String directive) {
SecurityPermission sp = new SecurityPermission(directive);
AccessController.checkPermission(sp);
}
}

Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC 2



Hands-on Exercise(2)
WDISAHS., htiCADTWBAF— 1] DI> MU ZBESIH?

POTHD
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Hands-on Exercise(2)
WDISAHS., htiCADTWBAF— 1] DI> MU ZBESIH?

class AttackHash extends SensitiveHash {
void removeEntry(Object key) {
ht.remove(key) ;

}

} SensitiveHashJ S X (I finalEEch

TWBADTHI U5 XIIENRLY

import java.util.Hashtable;

# public class Attack {

public static void main(string[] args){
SensitiveHash sh = new SensitiveHash();
sh.removeEntry (1) ;
sh.showEntries();

¥

1 removeKeyPermissionhEFa] = TL)

IRVDTremoveEntry(3R{ITTE R0
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Hands-on Exercise(2)
DO SAMS., htiCADTWSF— 1] DI MUZEESIH?

UIJLo3 3>z EXE
IT>MN)—ZHICENTES
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Hands-on Exercise(2)
WDISAHS., htiCADTWBAF— 1] DI> MU ZBESIH?

import java.util.Hashtable;
import java.lang.reflect.Field;
import java.lang.reflect.Method;

public class AttackAns {
public static void main(string[] args){

try {
Class<SensitiveHash> c = SensitiveHash.class;

SensitiveHash sh = new SensitiveHash(); UIL 533 >%&E->Tprivate

Y J—WREFUERTS

{ Field field = c.getDeclaredField("ht™); |

. field.setAccessible(trued; }°

. hh.remove(1); §

8 Hashtable#remove TCHIR

sh.showEntries();

} catch (Exception ex) {
ex.printStackTrace(System.out);
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Hands-on Exercise(2)
DI SAMS. htlICADTWSF— 1] DT> MU ZFEESIH?

import java.util.Hashtable;
import java.security.AccessController;
import java.security.SecurityPermission;

public final class SensitiveHash {
private Hashtable<Integer,String> ht = new Hashtable<Integer,String>(Q);

SensitiveHash() {
ht.put(l, "one");
ht.put(2, "two");
ht.put(3, "three");

¥

void removeEntry(Object key) {
check("removekeyPermission");
ht.remove(key) ;

}

public void showEntries() { :
system.out.printin("" + ht.get(1)); [removeKeyPermission] MDiEREH

system.out.printIn("" + ht.get(2)); HINESHhDFTWvVIDH>
System.out.printin("" + ht.get(3)); &

}

S AT IUTAIR—Iv
© private void check(string directive) { AACED TN

SecurityPermission sp = new SecurityPermission(directive);

J AccessController.checkPermission(sp);
1 "
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Hands-on Exercise(2)
DO SAMS., htiCADTWSF— 1] DI MUZEESIH?

EVWSCET
UJL O3 3>hMEXRT
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