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Hands-on Exercise
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Hands-on Exercise(1)
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public class LicenseManager {

public LicenseManager() {

if (!licensevalidation()) {
throw new SecurityException("License Invalid!");

}
}
private boolean 1licensevalidation() {
/] SATCRT7A)LZ2 - RUTFIVIU. AT ANIEHREStrueziRd

return false;

}
}

public class SecuritySystem {
private static LicenseManager licenseManager = null;

public static void register(LicenseManager 1Im) {
// TicenseManagerHfJHHME SN TULVRWNSE DHEEK

1t (1icenseManager == null) {

it (Im == null) {
System.out.println("License Manager invalid!");

System.exit(1l);

}
TicenseManager = 1m;

Heinz M. Kabutz. Exceptional Constructors - Ressurecting the dead. Java Specialists’ Newsletter. 2001
JPCERT CC"°
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public class Application {
public static void main(String[] args) {
LicenseManager 1m;
try {
Im = new LicenseManager();
} catch(SecurityeException ex) { Im = null; }

SecuritySystem.register(im);
System.out.printin("'Now let's get things started");

% 1s *.java

IApplication. java LicenseManager.java SecuritySystem. java
% javac *.java

% java Application

License Manager invalid!
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public class LicenseManagerInterceptor extends LicenseManager {
private static LicenseManagerInterceptor instance = null;
public static LicenseManagerInterceptor make() {
try {
new LicenseManagerInterceptor();
} catch(Exception ex) {} // fs=EE
try {
synchronized(LicenseManagerInterceptor.class) {
while (instance == null) {
System.gc();
LicenseManagerInterceptor.class.wait(100);
}

}
} catch(InterruptedeException ex) {

return null;

}

return instance;
}
public void finalize() {
System.out.printin("In finalize of " + this);
synchronized(LicenseManagerInterceptor.class) {
instance = this;
LicenseManagerInterceptor.class.notify();
}
}

public LicenseManageriInterceptor() {
System.out.printin("Created LicenseManagerInterceptor");

}
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public class AttackerApp {

public static void main(string[] args) {
LicenseManagerInterceptor.make();

LicenseManagerInterceptor Im =
SecuritySystem.register(im);
// now we call the other application

Application.main(args);

% 1s

IAttackerApp.java LicenseManagerInterceptor.java

% javac *.java
% java AttakerApp
In finalize of LicenseManagerInterceptor@7dcb3cd

Now let’'s get things started
6

IApplication.class LicenseManager.class SecuritySystem.class
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Hands-on Exercise(2)
WDISAHS., htiCADTWBAF— 1] DI> MU ZBESIH?

import java.util.Hashtable;
import java.security.AccessController;
import java.security.SecurityPermission;

public final class SensitiveHash {
private Hashtable<Integer,String> ht = new Hashtable<Integer,String>Q;

SensitiveHash() {

ht.put(l, "one™);

ht.put(2, "two");

ht.put(3, "three"); HZ(E
}

_ _ SensitiveHash sh = new SensitiveHash();
void removeEntry(Object key) {

o . sh.removeEntry(1);
check("removekeyPermission"); h showEntri _
ht.remove(key) ; sh.showEntries();

} TFIVFsFIVIETNTVWDRESD

I>hU—ZHIZLEFTERL

public void showEntries() {
System.out.printin("" + ht.get(1));
System.out.printin("" + ht.get(2));
System.out.printin("" + ht.get(3));

}

private void check(String directive) {
SecurityPermission sp = new SecurityPermission(directive);
AccessController.checkPermission(sp);
}
}
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