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AVY K&K

IS ADERER., BRZBDIEDICATI IV NDT—H
ICIREZIERT B XY Y R(method)ICEDEESENET, X
Yy R, DA TS 7 DO SRKREINTWLWBSAZBDRE
RDFMICTIEAUVLET, XV Y RORICT—Y ZREik
g5 EIED, DA TI I "R T7 I EZATERRL
KDICT B EIF. T—H DA TtE)l{t(data encapsulation)
DERPFDERTT,

JOUS =/ =:8lavatdhik. §1.8 AV REIS A4
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2DODAY w RHAEUCEZBIESIBMDBZRFTFL TWDIES,
FNS5 DAYy RIEREU ¥ RF+ (same argument
types)ZRITFIT D EICTED

JavaSEBAHRE3R. §8.4.2 XV RDIITRF v

JPCERT CC°
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class Person {
private int 1id;
private String name;
public Person(int 1, String s){ 1d=1; name=s; }
public int 1dQ){ return 1id; }
public string name(){ return name; }

public static void main(string[] args){
person p = new person(l,”“taro”);
System.out.printin(p.name() + “: “ + p.1dQ);

}
¥

» 275 APerson(c. AYvw Rid() &name() Emain(String[])HY
EEINTLD,
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JavasSsE ClEA VY FDOA—/\—0O— RHVAJEE

— 2DDAVY BFE, BIRDED/INSA—INEIRDED/ (S A4
ZFR D> CLONUE. DFEDERDIIIRF v THNL. RUERIZ
BFOCENTEET, XV Y ROLIDDEABIMMERDOEKXRZIF DD
T. COOEEE(FIA —/\—0O— F(overloading) EIE(ENZFE T

— 1DDAV Y REFUOHIIZEIC, A—/\—0O— RSN TLDIRAY
YV RDSREHI DAV Y RZRITZHIC. T2/ A5 -5
BOB=ZFERUET

JOUS=>/JE8lavas 4. §2.8 XAV ROA—/)\—O— R
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class overload {
public void 1d(String s){ System.out.println("string”); }
public void 1d(Integer 1){ System.out.println("Integer”); }

public static void main(String[] args) {
overload o = new overload();
o.1d("choicho1™);
0.1d(42);
}
}

g/

» =T

$ java overload
String

Integer

$
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B XYy Rid(int i)ZEnl

class Overload {
public void 1d(String s){ System.out.printin('string”); }
public void 1d(Integer 1){ System.out.printin("Integer'); }
public void id(int 1){ System.out.printin("int"); }

public static void main(string[] args) {

overload o = new Overload(): ENlEN=AYVwY R

o.1d("choichoi1™);

0.1d(42);

}
}
» 4751
$ java overload
String
?t O T AV Y RHEZEDD
cuEolE!
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public class Overloader {

private static String display(ArrayList<Integer> arrlist) {
return "ArrayList"; [

}
private static String display(LinkedList<String> 11list) {

return "LinkedList";

display() AV v R A—)(
—O—RENTL3

}
private static String display(List<?> Tist) {

return "List 1s not recognized";

}
public static void main(string[] args) {

List<?>[] invokeAll = new List<?>[] {

new ArrayList<Integer>(),

new LinkedList<String>(), - _

new Vector<Integer>() }; % 1> )\ )LEFDEY (FList )
for (List<?> 1 : invokeAll) {

System.out.printin(display(i));
}

}

3DETICDULY T List is not recognized” &I ETNSD

JPCERT CC°
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public class Overloader { T i [ N
private static String display(List<?> 1) {
return (1 instanceof ArrayList ? "Arraylist”
(1 instanceof LinkedList ? "LinkedList"

"List is not recognized")); \§\
~
} (TR EDE %
sl 9 B (C (.
public static void main(string[] args) { instanceof()Z{E S
_ Y

List<?>[] invokeAll = new List<?>[] {
new ArrayList<Integer>(),
new LinkedList<String>(Q),
new Vector<Integer>() };

for (List<?> 1 : invokeAll) {
System.out.printin(display(1));
¥

¥
¥
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// Effective Java, 1I8H 41
public class SetList {
public static void main(String[] args){
Set<Integer> set = new TreeSet<Integer>();
List<Integer> 1ist = new ArrayList<Integer>();

for (int 1=-3; 1<3; 1++){
set.add(1);
Tist.add(1);

}

for (Oint 1=0; 1<3; 1++){
boolean TreeSet<Integer>.remove(Object o)

set.remove ('I ) ; Integer ArrayList<Integer>.remove(int index)
. . boolean ArrayList<Integer>.remove(Object o)
Tist.remove(i);

¥ ——
System.out.printin(set + " " + list); A
; ArrayList(C(EEMEDFEIR D2 DDremove()
} Ay ROBHENTNS

JPCERT CC°
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eyt

=

$ java SetList

[_3! _2! _1] [_2! Os 2]
$

[-3,-2,-1] [-3,-2,-1]ICIRSRVD(FIRE ?
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B set.remove(i)DENME

[_31_2!_17051!2]

!

[_3!_2!_1!1!2]

set.remove(0)

(int)0Htautoboxing(C kD
(Integer)0(C785D

set.remove(l)

(int)1h'autoboxing(C kD
(Integer)1(C785

1 (int)2Htautoboxing(C kD

(Integer)2(Ciad

[_3!_2!_1]

JPCERT CC°
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B list.remove(i)DENE

[_31_2!_17051!2]

!

[_2!_15051!2]

!

[-2,0,1,2] Tist.remove(2)
1 remove(int) IO ENSD

Tist.remove(0)

remove(int)M\IFUOtHENS

Tist.remove(l)

remove(int) IO END

[_25052]

JPCERT CC°
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// Effective Java, IHH 41 EBA1—R
public class SetList {
public static void main(String[] args){
Set<Integer> set = new TreeSet<Integer>();
List<Integer> 1ist = new ArrayList<Integer>();

for (int 1=-3; 1<3; 1++){
set.add(1);
Tist.add(1);

}

for (int 1=0; 1<3; 1++){

set.remove(1);
list.remove((Integer)i); // »aL\& (Integer.valueof(i))

¥
System.out.println(set + " " + list);
¥
¥
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T

Effective Java, IEB41
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private®J 1 —JL RPAYVY RICFPIOTER?

public class Example {
private int 1 = 3;
private int j = 4;

private void zeroI() {
this.i = 0;
h
h

Example e = new Example();
System.out.println(""
e.1 = 10;

e.zeroI();

+ e.1);

Do = AW Sprivate®it?j. zerol( (L7 OTCATED?

Copyright©2013 JPCERT/CC All rights reserved.
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JSRAEATIT IV MNCETRYTILI MNMERZRIST57 X
LA VYT RZREEULET, V7LV Va>vzERTS
E. A—RSINEIVSZADT4—ILR, XYy R, LAV
NSO FICETBBHRAD AT S MMEEINE TV EAEET
L. Y7L b7 —ILR, XYYy R, ELCOAVALS
JF%FE>TCEF VT4 —DFEHANTERERDIXTINEBN = 5
ETEZET,

WHE TR ReflectPermission B TZ 284

AccessibleObject (&, 77 EXAF v CD}IIJ%U%E_Jﬁu cLXE
ER

R ——

http://docs.oracle.com/javase/ip/6/api/java/lang/reflect/package-summary.html

JPCERT CC®
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http://docs.oracle.com/javase/jp/6/api/java/lang/SecurityManager.html
http://docs.oracle.com/javase/jp/6/api/java/lang/SecurityManager.html
http://docs.oracle.com/javase/jp/6/api/java/lang/SecurityManager.html

UJULo33>%z{ESE

try {
Class<Example> c = Example.class;

Example example = new Example();

Field field = c.getDeclaredField("1");
ufie]dpsetAccessible(true)w.

“SyStém"dﬁt'prThtTh( + field. get(examp1e))

"privated T —JL R(C

} catch (Exception ex) { T TES

ex.printStackTrace(System.out);

}

setAccessiblezZzBMICITHDEVIL IS 3> %Z&{ED
CBEVICATERWVWECAICTZIOLEZATES
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try {
Class<Example> c = Example.class;

Example example = new Example();

Method method = c.getDeclaredMethod("zerol");
methqdqsetAccess1bTe(true)
“0Object ret = method.invoke(example);

B privateD AV w R(CE
PITCATED

Field field = c.getbDeclaredField("i");
field.setAccessible(true);

System.out.printin("" + field.get(example));

} catch (Exception ex) {
ex.printStackTrace(System.out) ;

26 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC i
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X2 UTF—VR—Ir—Lik FIUT—va Vbt
F1UTFA—RUY—EEETEZYTRATT,

X1V ~VXRX—Iv—ZFEZXE, EFa2VUT0s—%
BIROBND D B1REZEITI 8IIC. FTRIEIMATH S H
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DEITHFRISNTWVNWENE STV T— g5
¥R TEEX I,

PIVT—avik. ZOELOBEREZZEILELVEDEFIL
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http://docs.oracle.com/javase/ip/6/api/java/lang/SecurityManager.html
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http://docs.oracle.com/javase/jp/6/api/java/lang/SecurityManager.html

Java: EF¥1UFrEFI

B RIRYIORXICEDODTRESHNTLDS
—tF 2T RIS —(CEEDVWTCTIREEFO] T B
BEFO] SN TULVRVERIEZ T B EHISNO RS

FIXE : JavarZIL v ME

— )LDV — X(ZF T T2 AHFKIEN
A2 00— RhY—)NEDMHEET]

JPCERT CC°
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import java.util.Hashtable;

class SensitiveHash {
Hashtable<Integer,String> ht = new Hashtable<Integer,String>(Q);

public void removeEntry(Object key) {
ht.remove(key);

}

// HRH%
}

» removeEntry()HYpublic
 BEDDINEBHNBERICHOMEES
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import java.util.Hashtable;

waTI— R

class SensitiveHash {
private Hashtable<Integer,String> ht = new Hashtable<Integer,String>(Q);

public final void removeEntry(Object key) {
check (" removekKeyPermission') ;
ht.remove(key);

pr1vate vo1d check(Str1no d1rect1ve) 1

Secur1tyManager sm = System getSecur1tyManager()
if (sm != null) {
sm.checkSecurityAccess(directive);

// HPBS

31 Copyright©2013 JPCERT/CC All rights reserved. JPCERT CC®



X1V RUS—T7AI)L

HEULEE TEZSN TV IS XAICFFRIZS5A D

BEULLT v LD RUDMSO— FeNZIFRISGTaZFAD

grant S1gnedBy ”hogehoge codeBase "f11e ${user d1r}/sens1t1ve {

perm1 ss1on Java secur1ty Secur1tyPerm1 SS'IOI’I removeKeyPerm1 ss1on

}s

http://docs.oracle.com/javase/jp/6/technotes/quides/security/spec/security-spec.doc3.htmI#20128

32 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC i



http://docs.oracle.com/javase/jp/6/api/java/lang/SecurityManager.html
http://docs.oracle.com/javase/jp/6/api/java/lang/SecurityManager.html
http://docs.oracle.com/javase/jp/6/api/java/lang/SecurityManager.html

policytool

Policy Tool

MU =T 71 )L
MU E—T kY dEhn MU =Tk ORE MU =T kU DHIER
8 e MU -T2
CodeBase: |
SignedBy:
EEDEN EHEORE EEDNRR
EH
F 42 2 H DB F o AH0RIR F 47 28 D Hlk
——y
NIES ' 11— )5 g o
fEdDPolicy Tool1—F« U4 Z{ERAL T, 7N

u>—774w?¢m¢5:tﬁﬁééo

E——

http://docs.oracle.com/javase/jp/6/technotes/quides/security/PolicyGuide.html
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http://docs.oracle.com/javase/jp/6/api/java/lang/SecurityManager.html

RTUTHD

$ java -Djava.security.manager -Djava.security.policy=my.policy -

classpath “./sensitive:./” UseHash
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import java.util.Hashtable;

import java.security.AccessController; EE1— R

import java.security.SecurityPermission;

class SensitiveHash {
private Hashtable<Integer,String> ht = new Hashtable<Integer,String>Q);

public final void removeEntry(Object key) {

check("removekeyPermission');
ht.remove(key);

pr1vate void check(Str1ng d1rect1ve) {

Secur1tyPerm1 ss1on Sp new Secur1tyPerm1ss1on 'I rect1ve)
i _AccessController.checkpermission(sp);

// HEg ‘ AccessControIIer#checkPermission’Z@U
} B COFENERTN TS
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finalizeDAYwvY R

® U= X Object (C(Z, finalize &EMF(EINS
protected XVvw RHEASEESNTHD, D ISR
MSCOAIY REA—I)IN\—FA RITBZENT
=D, HDATZT U NI U TEENO]EEIRIFTE
D finalize &L, TEDATZTOMDI 714 TS
< H(finalizer) £ (EIN 3,

JavaSEEHRE3MR. §12.6 ISR + A RHIZADI7AFSA4X

JPCERT CC°
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finalizeAVYvY R

public class Object {

CDATITYI MADSRBIEEHESIBVWEHAR—I AL IV 3 VIcL>T
YRS nfc e EIC, AR—=YIALIYICE>THUEENET, Y77
ZAlE finalize XVY RZA—/IN\—F14RKULT, YATLYY—I*%&
WELED, ZOMDIT )27 v T &2{T>IEDT B ENTEXT,

JavaSE6 API{I#k. 275X 0bject, finalize XYV w RdD5REA

JPCERT CC°
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finalize(Y) AV v RZ2{EPDTRLY

finalize XYV w ROFA(CE U TIEE 2 DREI-EMNMFET D28,
T OFN R EHIFNIZS (CRDINE

EITICR U CHARELE
TEITDRIEEE
HIS+ DI

Y — X —gDBAIR (C(FEZ IR0
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RITEINBID ESHHREREE

B finalize XYV RIEETEIND EFIES LN
— AFY(CFKBHBUIGCIEEHRLY
B finalize XYV v REEITSNIR0N

4 N

AT 10 bDIRREZR T 7 1 )UICARTFE I DI EDFE
T Zfinalize XYW RTEITUTIEOFARON
EIT1 =W EERNIEZfinalize XV w R TE
1T U TIEULFRUN

N /
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ERITIAFE LI TRITDAIEETE, HISDIRLN

B finalizeXYVw ROETIER

I~}
; %

OV ZIVJERE Java T, 7704 T4 X - XYW RDE
HUIBRZHELTWRW, T T 7Aoo fidexad
= RIER CHEOH S, WIMNICECHE NS R[EE S &6 5,

Qal TFEE

JavaSEBtRE3NR. §12.6.2 J 7 A S Ui FNEFT TSN TULVRLY

EBRO(ATZ U bD)finalize Xy ROEITIEFIFIIEETERAWL
BEO(AT U bdD)finalize XV v RAEUEF(CEITESNDINE
finalizeXV v RIS AO—=NTZHIMIER=ND
finalize XYV v ROEITEREHRR

JPCERT CC*®
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Y — X —HsDRNE(C(IEEZ TR0

B finalizeXYVyw Rr&EVUY —-XEH
—finalize XV v RDOZEITIIATY DFERIRRICHKE
— AFEYUBSDU Y — X DZEIRTIEEIEFH LR

B ER  ZEESATUNERTHEMOUY — IO\ S I D0]EEHE
—GCHZEIT=N/RL\—finalizeX YV w REETN/R0N
—DoSIRE DG4

S i

Tl

finalize XY w (& C++ D destructor &E(FIEVVEKT

JPCERT CC®
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Y — X —REDRNEE (C(IEEZ TRV

Y — X —figDZIE (C (X Closeable 1>~ J 1T —X & try-with-
resources X dRAINE

(- )

UV —X... ERAMGRECA—-T > /MERE TRIICOO—-—XIDED
A BMU—=AdDclose XYV R, TimerdDcancel XYV wv ¥,
Graphics @ dispose XYVw Rig&

Closeable 1> 701 —X%XE%... close() XVwv RZEF>TULD

N

try-with-resources CTERTZ =7
part3 TE5> &fRITLIE kAl

\ J

JPCERT CC°
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finalize()ZESESDEER

B RO DX 1T DS TIERLN

B ITRBY (AT DOARE OO RUBEDFRARF TV D

FEEEUTEDS

B finalize ) AYVvY RzeA—)\Z1 KT D5,
RO ADfinalize MO LZSNT (C1TD

JPCERT CC°
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finalizer guardian

B YT OS5 XT finalize() XVwY RZzA—/)\S5ARULT
LDIRR T, TS XD finalize() MO UZ{REET
DIZEHDTF]

public class Foo {

private final Object finalizerGuardian
= new Object() {
@override protected void finalize()
throws Throwable {

...... NWNADATOIOETFAFFAXTED ...,

JPCERT CC*®
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B FIO04-). RE(CIRS B YUY — X =T D
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B oAU RBEITOUTILTFT T ) —2 3> (C
U, Java d1— RZENT BT CRaehEZiTD

IWEFK

finalizeDAVY RZERHIT B, [T7AMFSAMH-IRE]| &
[F(INDFE
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B VUKL Application 75X

B 7T UKRKRDETICHILD T, SAERAFAZITD
— LicenseManager > X: 511> X |EHROHER
— SecuritySystemZ > X : Bilt5T T Ul C &=k

[LicenseManagerj

A A S OAHR(C
S 12> AEBUIE

i SecuritySystem )
U

LicenseManagerd®
A 2R A2 E K

[ Application j
ARARET

JPCERT CC*®
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public class LicenseManager {
public LicenseManager() {
if (!Ticensevalidation()) {
throw new SecurityException('License Invalid!");

}
}

private boolean 1licensevalidation() {
/] SATCRAT7A)LZ2 - RUTCFITVIU. AT ANIEZHRStrueziRd

return false; < oo _ o
} N SO TRBTERILNT LS5 —RICLTVS

}

public class SecuritySystem {
private static LicenseManager licenseManager = null;
public static void register(LicenseManager 1m) {
// TicenseManagerJEHME SN TULVRWNEEDHERK
if (licenseManager == null) {
if (Im == null) {
System.out.println('License Manager invalid!");
System.exit(1l);
}

TicenseManager = 1m;

Heinz M. Kabutz. Exceptional Constructors - Ressurecting the dead. Java Specialists’ Newsletter. 2001
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public class Application {
public static void main(string[] args) {
LicenseManager 1m;
try {
Im = new LicenseManager();
} catch(SecurityeException ex) { Im = null; }

SecuritySystem.register(im);
System.out.printin('Now let’'s get things started™);

}

 IELWS A2 REHRZFF D TLVRL ...,
» =LicenseManager®-1 > XA > X AR b (TS FEE
» LicenseManager M1 > A XA %z=Ex UL E......
» =SecuritySystem.register() THIFFELE
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% 1s *.java

Application.java L1censeManager. java
SecuritySystem. java

% javac *.java

% java Application

L1cense Manhager invalid!

Vo
N

= UDNCREELBR LTS :)
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B IREE™N
— LicenseManager OttF+1 U5+ FTwo%Z[OhEL.
Application.main() Z%£179 3
B RS

— INBDITSAFINTCEETETRRNEDLETD

B WESE
— LicenseManagerB D0 OS5 Xz L. IREBD 7T (1&RD
AttackerApp)(CHEE57277 7 U ApplicationZz 5 A+1AD
— RSRE
B LicenseManagerO 9 OS Xz{E>CHE. I US XTI,
RIS A TCAO—=NdH9+ &+ v F TSR0
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public class MyApplication {
public static void main(string[] args) {
MyLi1censeManager 1Im;
try {
Im = new MyLicenseManager();
} catch(SecurityException ex) {
Tm = null;

}

SecuritySystem.register(im);
// ApplicationdDXA > AV w RN
Application.main(args);

public class MyLicenseManager extends LicenseManager {
public MyLicenseManager() {
System.out.println("Created MyLicenseManager");

}
}

» MyApplication ZE179 5 & - CDPDATEFDELINE
TSR0

» License Manager invalid!
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SecuritySystem (C LicenseManager O > X5 > A& &

ix CSUIHBS

LhEB>TILI7T U5 —2 3> TldlicenseManager®
ARG ADFEHFFT VI LU TULRLY
LicenseManager®-1 > X5 > A8k LY

=512 X ERZF > CLWRWES, O A NSO ETH

CHSMIRETBDT, &

1 CIECHNTLS

3 hee

finalize)&E% (3. GCESNBBERICIRSZENTES!

55 Copyright©2013 JPCERT/CC All rights reserved.

JPCERT CC®



I7AFSAY—EZITOI—FK

public class LicenseManagerInterceptor extends LicenseManager {
private static LicenseManagerInterceptor instance = null;
public static LicenseManagerInterceptor make() {
try {
new LicenseManagerInterceptor();

} catch(Exception ex) {} // #l9=EHR
try {
synchronized(LicenseManagerInterceptor.class) {
while (instance == null) {
System.gc();
LicenseManagerInterceptor.class.wait(100);

}

3
} catch(InterruptedeException ex) {

return null;

}

return instance;
}
public void finalize() {
System.out.println("In finalize of " + this);
synchronized(LicenseManagerInterceptor.class) {
instance = this;
LicenseManagerInterceptor.class.notify();
¥
¥

public LicenseManagerInterceptor() {
System.out.printIn('Created LicenseManagerInterceptor");

}
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56 Copyright©2013 JPCERT/CC All rights reserved.



JI7AFSAY—RBERFTSI— K

public class AttackerApp {
public static void main(string[] args) f{
LicenseManagerInterceptor |Im = LicenseManagerInterceptor.make();
SecuritySystem.register(im);
// now we call the other application
Application.main(args);

}
}
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[ UcenseManagerinterceptor ]

HlotzZimE L. GCHY
finalize AV v RZiEEI T DDZGFD

1/ => X LicenseManager®
S AEERNIE THINNFESE

#RA{LES 12 D 1zLicenseManager
DEPTEPITL L)

PHT. GCICLDT
finalize()tCE)

LicenseManager®
A D ARE 2 A% E iR

AMRETT

- Yy JPCERT CC®
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% Is

Application.class LicenseManager.class SecuritySystem.class
ttackerApp.java LicenseManagerInterceptor.java

% javac *.java

% java AttakerApp

In finalize of LicenseManagerInterceptor@ /dcb3cd

Now let’s get things started

%
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finalize ) AVY RZ LEZTNIBWKDICEE
BEIRA 2RI AL, YIHMEDT T Z2wh 9 HESR
B OSAEICKBDERAZRS 28, U5 X %ZfinalE=
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