: Japan Computer Emergency Response Team
Coordination Center
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Response Team Coordination Center, cn=Japan Computer
Emergency Response Team Coordination Center
:2013.06.26 14:33:26 +09'00'
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Center
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I/0O streams in Java

Java E8BTCIE, 7 —9D A hZE [ APU—A] EVWSHETHZRIE
L CU\SD

T A R DGRHES

v NDJ—08(E

DT O0S ALhEDYDEDRE

i""J
Stream Program
Z P
g = Data Source Lummmmum ( 010010101010
e
= * S
il"—’-— rF = /
P J S 7~
rogram tream \
ﬁ
_ > =
o Data Source /1 ﬁ

A

memmmm [mmmmmm
from Basic I/O, The Java Tutorials / J.
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I/0 streams in Java

I\ =D KJ—LA
InputStream Y2 OutputStream /& &

WFEFT—FDA KNI — /A
Reader 2 Writer /&£

Filter{In,Out}putStream (fiDX hU—AICHEEZENY D)
Buffered X U —/ (J\w T 7 > JtkaE

Data A MU —A (TU=ZF o TBIOStringBIDED AL S (CfE
NNd)

Object A NJ—L (SUT7SAXDR, AT 0 bDODARSIC
EHOND)

JPCERT CC°
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I/0 streams In Java

InputStream
-AudioInputStream
-ByteArrayInputStream
-FileInputStream

-InflaterInputStream
‘GZIPInputStream
ZipInputStream

-JarInputStream
-FilterInputStream

-BufferedInputStream

-DataInputStream

‘PushbackInputStream

‘CheckedInputStream

-CipherInputStream

‘DeflaterInputStream

‘DigestInputStream

‘ProgressMonitorInputStream

‘ObjectInputStream
-PipedInputStream
-SequencelInputStream

‘FileCacheImageInputStream

‘FileImageInputStream

‘MemoryCacheImageInputStream

-AudioFileReader
-ImageReader
-MidiFileReader
-SoundbankReader

-Reader

-BufferedReader
-.LineNumberReader

-CharArrayReader

-FilterReader
-PushbackReader

InputStreamReader
-FileReader

-PipedInputStream

-.StringReader
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H>7)L 31— R: xanadu.txt Z outagain.txt (C/)\A

bEAICOE—

import java.io.FileInputStream;
import java.io.FileOQutputStream;
import java.io.IOException;

public class CopyBytes {

public static void main(String[] args) throws IOException {

FileInputStream in = null;

FileOutputStream out = null;

try {

in = new FileInputStream(‘“xanadu.txt”);

out = new FileOutputStream(“outagain.txt”);

int c;
while ((c = in.read()) != -1){
out.write(c);
}
} finally {

if (in != null){
in.close();
}
if (out != null){
out.close();
}
}

¥
¥
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Input Stream
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read (b)

l

Interger Variable
| d

l

write (b)
I
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[x|a|n[afdfu] [d

Cutput Stream
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FIOOS J: XF0)\A hEFGAHEDAYV Y RODOIRD fE(
int T2(153

byte[] ¢ = new byte[1l];
while ((c[@] = (byte)in.read()) != -1){
out.write(c);

¥

A |

read() MR D{EZ byte BUCF AT D
EEDRB?

\. ,
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int TS(TS

int read() throws IOException

N

-

g

ED)\A ~E 0 h5 255 DEE
AN —=LDEDD(SELEZES

H

AN NI =L FT—=FDRDI\A b5 HAD.

D int &

~
5-—4,

(F -1 haREND.

/

read() ... oxff ZaEHAATZS5IRDE(L 0x000000ff
oxff (FMiI1/\1 MN)ICTIDIETBEND

(byte)read() ...

. 1= -1

tI:%«FiSET in

t B oxFfffffff (T LS

-~

oxffffffff ([CH&

byte B (IFFS{TSEEE

= DOS 1&55 7 ILJ\

<

RSV RSV S).

IR T, oxff (L -1(decimal) & UL TRkhON,
- F &1, end-of-stream EXBITERKIRD

~

>
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B2 d—FR: 7—IR—-XEDPDHED

public void getResults(String sqlQuery) {
try {

Connection conn = getConnection();
Statement stmt = conn.createStatement();
ResultSet rs = stmt.executeQuery(sqlQuery);
processResults(rs);
stmt.close();
conn.close();

} catch (SQLException e) { /* J\> RS(CAIBZFT */ }

< \
executeQuery()¥2processResults()C
BINDNFREET D ET—IR—RiFmEHN o0
— X ENTEN U IR

- A/
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B2 d—FR: 7—IR—-XEDPDHED

public void getResults(String sqlQuery) {
Statement stmt = null;
ResultSet rs = null;
Connection conn = getConnection();
try {
stmt = conn.createStatement();
rs = stmt.executeQuery(sglQuery);
processResults(rs);
} catch(SQLException e) {
/] I\> RS (ICUIEZFZT
} finally {
if (rs != null) { rs.close(); }
if (stmt != null) { stmt.close(); }
if (conn !=null) { conn.close(); }

4 )

| close()AYw T SQLException /Y

=~ FLELUES finally Ei(IEP T
LE» DK

g J

JPCERT CC*®
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B2 d—FR: 7—IR—-XEDPDHED

public void getResults(String sqlQuery) {
Statement stmt = null;
ResultSet rs = null;
Connection conn = getConnection();

try { try-catch-finally &
stmt = conn.createStatement(); SXfELCERTD close()
rs = stmt.executeQuery(sqlQuery); AVvw RZEH— RINE
processResults(rs); TRALED...

} catch (SQLException e) { ... J\> RS(CVIBZFET ...

} finally {
try {

if (rs != null) {rs.close();}
} catch (SQLException e) { ... /\> RS(CYIBZFET ...
} finally {

try {
if (stmt != null) {stmt.close();}

} catch (SQLException e) { ... /\> RS(CYUBZFET ...
} finally {

try {
if (conn != null) {conn.close();}

} catch (SQLException e) { ... J\> RS(CYUBZFET ...

JPCERT CC°

13333,

16 Copyright©2013 JPCERT/CC All rights reserved.



B2 d—R: 5—IR—-EDPHED

public void getResults(String sqlQuery) {
try (Connection conn = getConnection();
Statement stmt = conn.createStatement();
ResultSet rs = stmt.executeQuery(sqglQuery))

processResults(rs);
} catch (SQLException e) {
/] I\ RS (AR ZFET

Java7 @ try-with-resources %z
5 ERPRRTO— RCIRDK!
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FIO06-]. O &DD InputStream (CXF U TEED/\v T 7 f1E= 5w/ \—Z1ERk

L7380

FIO07-]. 2Ot XR(C 10 )\ D7 =T OwIEE7/30)
FIO08-]. XZ)\A haEmAHEB AV Y ROIRDEL int TRIT3
FIO09-]. 0 h'5 255 &R
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FU7R0N
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SIRWBIFUEZH N T D EE(CIE write() X
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B U@ D ([CIThNzZ & xR
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class filecat {

static private String BASEDIR="/home/yozo/tmp/"; _

static public void cat(String s) throws IOException {

BufferedReader bf =
new BufferedReader(new FileReader(BASEDIR + s));

String line;
while (null != (line = bf.readlLine())){
System.out.println(line);

¥

¥

public static void main(String[] args) throws IOException {
String filename = args[9];
cat(filename);

}
}

f HIElpart2 TN j
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B2 oNo093 40 7«4 LI MU RSIN—=B)L

$ java filecat choi ﬁ AETEE D DEME }

Hoihoi

$ java filecat ../Documents/WORK/SecureCoding/20121014.Tokyo part2/filecat.java
import java.io.BufferedReader;

Import java.io.FileReader; AEESDAS] | }
Import java.io.FileNotFoundException;

Import java.io.IOException;

Class filecat {

static private String BASEDIR=“/Users/yozo/tmp”;

f gI[Slpart2 THAIT J
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B2 0935 AMEIEH

class filecatl {

static private String BASEDIR="/home/yozo/tmp/";

static public void cat(String s) throws IOException {
File f = new File(BASEDIR + s);
String fs = f.getCanonicalFile().toString();
if (!fs.startsWith(BASEDIR)) {

throw (new IllegalArgumentException(fs));

¥

¥

BufferedReader bf =
new BufferedReader(new FileReader(f));

String line;

while (null != (line = bf.readLine())){
System.out.println(line);

¥

public static void main(String[] args) throws IOException {

}
}

String filename

cat(filename);

args[o];
za )
¥J&&: canonical/\X CAETEBDDFT 1 LI ~cUZIELT
WD EZTERT D
. _J
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FileI/O

[ RS, EATROSTEEITTEDI— RICIEDT,
VM (B KT, Javalriz) MMEHEIDIHFEEFAL T,
OSET 7ML AT ADEEZREMUIZEMNTTZ. |

Java The Good Parts, 65 Java {RAEE<Y> >

|EAYZ

oy .
The Good Parts
J N

JPCERT CC°
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File I/0

Java 777U P AILSRF L
| Java B> | i
ARL—=F A 2D AT I %
\ )

7 A2 AT A

JPCERT CC°

*JVM (& OS BADFH—IIR-1 >
AT Azt 93

*OS BT T 7 1L AT LN\DfR
—WIRA AT T — R %= IT D
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I7AIWVSAFTAICBENBNS

7 A)IL2 AT LA
POSIX X T 7 A1IL= AT A
IO A)\N—=wv> 3> (kD77 Ut Al
NFSv4, NTFS
Access Control List (C k37701 Rl
FAT (MS-DOS)
file attribute (C X770t Xl
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File I/0

~

L

BENEEINTLS.

7 A AT ACGFITF7AIVE
T4 LI MUBIROSNTULD.
TNBI(CXT9 D7 I ATl D }

~

-

RElCK>C=ENETN

=g

SNENDD.
A

J7AIV2 AT AICIFEDERL

\

~

S DOFFEN

oD, %ﬂb’ifiﬁtpb_CﬁfJJ(c_T&]

! (Solaris root)
o
G (Windows root)

l

[ home
I
wert | [usor2 | togtle (e
oo
l l

bar

‘ statusReport (file)

file separator, J 7 1 JL%&DEx
AR, 71 LU NUBEDRES,
7 A1)IVAICEZDIXFE, ...
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N—FEVUSF 4 (CET D Java DRO—H>
“Write once, run anywhere”

JRE(JavaZ1TIRIE) (& OS (k570 API ZJava 7T UI(CHE
HLUTINS

< EFITRIFAVMERES D
T3, T7 1IN RF LOHMAE
RUTHBENBS

)
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FileI/O

5771
Java 777U P AILSRF L

AR —F 4 2T X5 A i

\_ J
J7AILS R
71 )UgVEZ IVM, OS, J71)L i

S AT L7ZBE U TITHOINTLND!
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File I/0

POSIX

$ 1s -al showAttributesPosix.java
-rw-r--r-- 1 yozo staff 764 Nov 9 14:51 showAttributesPosix.java

$

NTFS

C:>dir /q showAttributesACL.java

2012/11/09 15:07 611 earlgrey¥yozo  showAttributesACL.java

C:>icacls showAttributesACL.java

showAttributesACL.java NT AUTHORITY¥SYSTEM:(I)(F)
BUILTIN¥Administrators:(I)(F)
earlgrey¥yozo:(I)(F)

30 Copyright©2013 JPCERT/CC All rights reserved.
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File I/0

POSIX

class showAttributesPosix {
public static void main(String[] args)
throws IOException {
if (args.length <= 0){ return; }
Path p = FileSystems.getDefault().getPath(args[0]);
PosixFileAttributes attrs =
Files.getFileAttributeView(p, PosixFileAttributeView.class)
.readAttributes();
System.out.format(“%s %s%n”,
attris.owner().getName(),
PosixFilePermissions.toString(attrs.permissions()));

$ java showAttributesPosix showAttributesPosix.java
YyO0zZO -rw-r--r—

$

JPCERT CC°
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File I/0

ACL

class showAttributesACL {
public static void main(String[] args) throws IOException {
if (args.length <= 0){ return; }
Path p = FileSystems.getDefault().getPath(args[0]);
List<AclEntry> acls =
Files.getFileAttributeView(p, AclFileAttributeView.class)
.getAcl();
for(AclEntry acl : acls) {
System.out.println(acl.toString());

}
}

}

C:> java showAttributesACL showAttributesACL.java

NT AUTHORITY¥SYSTEM:
READ_DATA/WRITE_DATA/APPEND DATA/READ_ NAMED ATTRS/WRITE_ NAMED ATTRS/EXECUTE/DELETE_ CHI
LD/READ ATTRIBUTES/WRITE ATTRIBUTES/DELETE/READ ACL/WRITE_ACL/WRITE_OWNER/SYNCHRONIZE:
ALLOW
BUILTIN¥Administrators:READ DATA/WRITE DATA/APPEND DATA/READ NAMED ATTRS/WRITE NAMED A
TTRS/EXECUTE/DELETE_CHILD/READ ATTRIBUTES/WRITE ATTRIBUTES/DELETE/READ_ACL/WRITE ACL/W
RITE_OWNER/SYNCHRONIZE :ALLOW

earlgrey¥Yyozo:READ DATA/WRITE_DATA/APPEND DATA/READ NAMED_ ATTRS/WRITE_NAMED_ ATTRS/EXEC
UTE/DELETE_CHILD/READ_ATTRIBUTES/WRITE ATTRIBUTES/DELETE/READ ACL/WRITE ACL/WRITE_OWNE

R/SYNCHRONIZE : ALLOW
JPCERT CC®

C:>
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IS\,

POSIX R(CHIFTD “/tmp” T Windows (CHITD
“C:¥Windows¥Temp” /& &
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Symlink ¥z

BEOENME

shared!

i1 B
a I
T O0 S LN T 7A)LIC T Ot
AURRTNIERIRE (S FEAE LR
\_ J
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Symlink I

symlink attack(1) e >
WEHIT—TY hI7AI) &
HIFR 9 S1EPRZ 7D TL VAL

H—5w N _J

% shared! \/

) N
WEEHITOUVSLANMREITDI T 71l
oM USBEIRL, 59— Y D7 A
IO RO > DI%EB.

\_ J

JO05 A
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Symlink I

symlink attack(2)

A\ \

JO0S A, S >2mRUw T2
[CESRIX SN TULWBEFFST (C
BB T 7 1)L ZHIBR T B...

- /
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Symlink I

symlink attack(3)

Copyright©2013 JPCERT/CC All rights reserved.

HIfR=MN T UZ

... ©UT target 77 1JLIZ

~

\_

Syl

JPCERT CC°



¥a1 7571 LI KNV

X170 O KMV

A (ESRTLEBEE)DHCTIOAZHRLTWNDT A LD
~NU

A

~

DI —Y NI 71L&’ AL
IRV ERMREEESND

N Y

— N l
( LF1 T4 LY R __ e
e

DI —HZTNSDT 7L -
ZNZE TSR, )

JPCERT CC°

40 Copyright©2013 JPCERT/CC All rights reserved.



= el
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Ha & (&

exception = exceptional event

T
B9t (exception) &(F. OO0 S LADEITHICHE
LEITDIEBEINRNZDMIT DA b &
B . PORE. ESIDERN T IR

C JO05

I 11
C_
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exception
object
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1—)LAASwJ(call stack)

IS A T = T 2 ST IS—HRELEZAVY R

ATEIC !
NN\ RILTBA
f=olF?

Vw R U
GIRI\> RSZFTFIEIRRVWAYVY R

>>(
> Ay RERU
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> AVwy REEH U

call stack
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WYX\ RS ZERT

B\ RSEBRT
BISIN> RSZEF/ORAVY R

VM

call stack
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Throwable

IOEXxception
VirtuzliacningEsror FileNotFoundException
A

StackOverflowError RuntimeException
O Oy SOl NullPointerException

ArithmeticException
IndexOutOfBoundsException
F v 5 RF v oHst

JPCERT CC°
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XF 1w IHI9 (unchecked exception)
Error

RuntimeException
A2 )\ A4S FFTv oL T<nEn
throws EE U< TE LW

7 T U IFIHNDSENIRVNEWNDAETE
[ S=1TEFHI9Y ] & UWNVDEREE

F1 w65 (checked exception)
I\ RSZWNTER
AI)\ASHFT vy

JPCERT CC°
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Error & RuntimeException
A2 )\ASCKDF T VO THNIRN
AV w RTwd ULBthrow Uik < TH KLY
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DLELDERRN, EVLWDFEE
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RKFTVIBNISATHBI IS —ISA(Error&E€DHT IS5 RX)
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try-catch-finallyDHl i85

4 )
try {
// RIS HDULIE
// X, Y, Z %Z throw
/] 33BBLAVSL BISR X S BISk Y 1t BISk 7 1t
\} ) ZO0—2n= 20—z xm—imr:
4 ) 4 ) 4 )
. S catch (X e) { catch (Y e) { catch (Z e) {
BITHERAO =SS TZ // handle e of // handle e of // handle e of
X Y Z
k} W, k} W, k} W,

é finally {
/) TRITEIND

* .
------------------------------------------------

54 Copyright©2013 JPCERT/CC All rights reserved. JPCERT CC ¢



FINREBOT > FING—>EtFa1 VUS54

B9+ E 7w F UL (CWE-248)
F 1 v OH5 = R/ 9D (ERROO-J, CWE-390, CWE-391)
700 S AHIEICHISNNZERT D (Effectivelava 57)

TS5—Xvb—2FBEURETE ST IRIEHRZREI D (CWE-
209)

NullPointerExceptionZz++ w392 (ERR08-]J, CWE-395)

BN ZAO—BF(CUY—=RDDU)—>77v T Z@m 17780 (CWE-
460)

AO—9 209 —fzpI I =D (CWE-397)

070 S ADOEEIREDHNZGZEY (CTFT v I UL (CWE-
754)
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HETCAI T O RNEZEDSESICIT—HFRETSD
IRE(C(FCHO7ZTO—F %2 EBDT1— RMIEREICZLY (B5ULLY)

protected void doPost (

HttpServletRequest req, HttpServletResponse res) throws IOException {
String ip = req.getRemoteAddr();
InetAddress addr = InetAddress.getByName(ip);

out.println("hello " + addr.getHostName());
}

DNS lookup(C5BY 9 B &Serviet(IFoN a2 A0 —9 BICEMNHMNDS
9. FrYvFLULTULRN

PITURISw< 7, DoSKRE(CEHIND
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public String readFile(String filename) {
String retString = null;

try {
// File BXY FileReader AT 1 MEHIEAL

File file = new File(filename);
FileReader fr = new FileReader(file);

BINDFEET DD
EZ7?

/1 XF)\w DI 7= HAL
long fLen = file.length();
char[] cBuf = new char[(int) fLen];

/] T7AIDST—5ZF50AD
int iRead = fr.read(cBuf, 0, (int) flLen);

// o0O—XU3E

fr.close();
retString = new String(cBuf);

} catch (Exception ex) { }
return retString;
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public String readFile(String filename) throws FileNotFoundException, IOException, Exception {
String retString = null;
try {
// initialize File and FileReader objects
File file =|new File(filename);
FileReader fr =|new FileReader(file); pm.

// initialize character buffer \
long fLen = file.length(); \
char [] cBuf = new char[(int) flLen];

\ ZHIIMNCT T DI\ RS ZEER
i (CDimE. HISMNCE T DFEEHk
// read data from file . N = —H(CHEDLUTHhS, St
int iRead =|fr.read(cBuf, 0, (int) fLen);l\ I' %EZD—LFCM%)

\/
// close file )
,’,—Hr'.close(); ’___/,I
4 s ‘//
/ retString = new Str'ing(cBuf);V -
/ } catch (FileNotFoundExceptiop-eX) 1

System.err.println ("Enpﬁ?: FileNotFoundException opening the input file: +
\ filename ); ,’
\\~ System.err.println (J" + ex.getMessage() );
= Tthrewjnew FileNotFd\AdException(ex.getMessage());
} catch (IOException ex) {
System.err.println("Error: IOException reading the input file.¥n" + ex.getMessage() );
throw new IOException(ex);
} catch (Exception ex) {
System.err.println("Error: Exception reading the input file.¥n" + ex.getMessage() );
throw new Exception(ex);

}

return retString;

}
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FileNotFoundException

FileNotFoundException(dF 1 v 415}

BESNIZ I 7AILHRTIRWGE, APLIE. I UTHRASHD
0232l ETEAGITD

Bl A—T(CRIDT 7ML ZIBESED

AR I— RTIE. MHU(CIEZRE T DI, BEFIYNZ X
—LCWC

java.lang.0Object

I——> java.lang.Throwable

I——> java.lang.Exception

I__) java.io.IOException

|—> java.io.FileNotFoundException
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public class Antipattern {
public static void main(String[] args) {
try {
int 1 = 0;
while (true) {
System.out.println(args[i++]);
}
} catch (ArrayIndexOutOfBoundsException e) {
}
}
}
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DR

public class Antipattern {
public static void main(String[] args) {
int 1 = 0;
for (1 = 0; 1 < args.length(); i++) {
System.out.println(args[i]);
}
}
}

HIIME D — FOEEIE(CILILTZIRN
IWWMIC K DEEf b BRI DRIREIEN D D
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> 2574 I RREHRZESTHH

e MR 9 DER/BRK

java.io.FileNotFoundException 7 A RT LD, 1—J %05

java.sql.SQLException F—INR—=ADIERK. 1—TRDIHIZE

EETERVWISAT7> MY —/DR— &R

java.net.BindException TEZIEA BN TLBR— B

java.util.ConcurrentModificationException ALvw R—JTRWI— RICETBEHR

javax.naming.InsufficientResourcesException [|A+772H—/{—UY—X (DoSIC DA BDEIEEE)

java.util.MissingResourceException Y —XDFIE
java.util.jar.JarException 7 A1)V AT LR
java.security.acl.NotOwnerException PRSI ES
java.lang.OutOfMemoryError DoS
java.lang.StackOverflowError DoS
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class FileOpen {
public static void main(String[] args)
throws FileNotFoundException, IOException {
FileReader fr = null;

try {
fr

new FileReader("fff.txt");

P XU R DD SR E
fr.close() FileNotFoundException
} MAO—=1ND
}

¥
¥

Exception in thread "main" java.io.FileNotFoundException: fff.txt (No such
file or directory)at java.io.FileInputStream.open(Native Method)

at java.io.FileInputStream.<init>(FileInputStream.java:120)

at java.io.FileInputStream.<init>(FileInputStream.java:79)

at java.io.FileReader.<init>(FileReader.java:41)

at FileOpen@.main(FileOpen@.java:9)
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class FileOpen {
public static void main(String[] args)
throws FileNotFoundException, IOException {

FileReader fr = null;

try {
fr = new FileReader(args[0]);

} catch (FileNotFoundException ex) {
String logMessage = “Unable to find file:” + arg[l];
Logger.getLogger(FileOpen.class.getName()).log(Level.SEVERE, logMessage, ex);

} finally {
if (fr != null){
fr.close(); EBESNIZI 71 ILBR D51
} W&, IS —Xvtz—IhESN.
} O 7AILICHEAETND

¥
¥

» D7 AIEATAIC [DT7AIL] WMFEITDIMNE SN
DOxBNEDM > TUED
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import java.io.FileReader;
import java.io.FileNotFoundException;
import java.io.IOException;
class FileOpen {
public static void main(String[] args)
throws FileNotFoundException, IOException {
FileReader fr = null;
try {
fr = new FileReader("fff.txt");
} catch (FileNotFoundException f){
throw new FileNotFoundException("not found");
} finally {
if (fr != null){
fr.close();

7 A IZZ2HRMNSHID

¥

Exception in thread "main" java.io.FileNotFoundException: not found
at FileOpen.main(FileOpen.java:11)
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import java.io.FileReader;
import java.io.FileNotFoundException;
import java.io.IOException;
class FileOpen {
public static void main(String[] args)
throws FileNotFoundException, IOException {
FileReader fr = null;
try {
fr = new FileReader("fff.txt");
} catch (FileNotFoundException f){
throw new FileNotFoundException("not found");
} finally {
if (fr != null){
fr.close();

IOExceptionz AO0—9 3

¥

Exception in thread "main" java.io.IOException: something wrong!
at FileOpen.main(FileOpen.java:11)
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java.lang.NullPointerException

RuntimeExceptionZzft& L TL\D
DEDXRF T v IS

AT 0 MRIEREND I— RTnullpMfEDONDS EXO—2ND
NUIAD 2T O DA RAIAAXY Y RIFH U
NnulAD 2T O DT« —=)LROT7OTCR/EE
Begl7z & B> CTnulldDlengthZz B 9 3
feH/Z EB o CTnulldXOY AP O R /EE
ThrowabledDETZ EE > Thull’z AO—9 3
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I&ENullPointerExceptionZ+1 v F U TIELFRRWLDH

21, NullPointerExceptionz=+ wF I DN ELnUllMNEDH
FIWI IR A—RZENMITDLD., A—)\— Y RREDIMNCKE
L)

B2, try2 Ow 5 01EEDILHNullPointerExceptionz® A0 —9
DA D DIEE. EONMINzRETEBTZOMZE T &
(FEIEEAO]BE

I2FR3. NullPointerException® XO—aN/z&. JO0 S LAHVEE
B (CENMET DIRRETH D EFEN

faam . TPV FIDAURRLST, BISHFEET

DIRARNRAZBIEI NS THD
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boolean isName(String s) { ZD— RN RERE ?
try {

String names[] = s.split(" ");

if (names.length != 2) {
return false;
}
return (isCapitalized(names[@0]) &&
isCapitalized(names[1]));
} catch (NullPointerException e) {
return false;

¥
}
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boolean isName(String s) {
if (s == null) {
return false;
}
String names[] = s.split(" ");
if (names.length != 2) {
return false;
}
return (isCapitalized(names[@0]) &&
isCapitalized(names[1]));

¥

sz FESHIChUullFT W I%1TD
(A RODBIEEHRET)

NullPointerExceptionzF++wvF I35 L. nullSEZEHRLIZD. 77
TJUDINTA =N AMETFULED., FRFHEHEOERWNI— RZEHET
CECIRDMRFEBA. IZDITFULL D,
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Apache ActiveMQ (AMQ-1272)

Apache ActiveMQ: Xwtt—=>20H—)(
JMS (Java Message Service)ZzEZ&E U= RILDT Y
SRATFAOAUR—=FR MEIDA YV E—-J@BEZFKIRT D

ActiveMQ
I e

1—UREECRINT D EFEEES 1 —)LIEHINNZEFRA.
LU, €OHIMIEBR SN CTEREE(CARIIUIZED E SN TULZ
D.

TR, EARI—YR/)\AT—RTEY—-EXZFIRATSEE.
https://issues.apache.org/jira/browse/AMQ-1272

7||
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Apache ActiveMQ (AMQ-1272)

ActiveMQ
A

eI —5%//(Xd— K

P

Awtz—XA(E

4 )
RN
nanE:E/j_ )I/(j:
s+ A0 —
\§ Y
4 /\ )
B IR =1,
TDEIRFAYVETE—%1F
\_ v
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Apache ActiveMQ (AMQ-1272)

public void addConnection(ConnectionContext context, ConnectionInfo info) throws Exception

{
if (context.getSecurityContext() == null) {
// Check the username and passwonrd.
String pw = (String)userPasswords.get(info.getUserName());
if (pw == null || !pw.equals(info.getPassword())) {
throw new SecurityException("User name or password is invalid.");
}
final Set groups = (Set)userGroups.get(info.getUserName());
SecurityContext s = new SecurityContext(info.getUserName()) {
public Set<?> getPrincipals() {
return groups;
}
}s 4 )
JNRA T — RA—EUC KD EBEEREN
context.setSecurityContext(s); Secu ritYEXCG ption = A0—
securityContexts.add(s); \ y
}
super.addConnection(context, info);
}

ActiveMQ-4.1.1
SimpleAuthenticationBroker.java

JPCERT CC°
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e
SeeLREND EEZHH A RO—E1,
""" response (CZD[EEHRN(ILNDTL B,

connectionInfo.setResponseRequired(true); LHL. = N
’ HFIT VI UTULRON.
connectionInfo.setUserName(login); 7 bl 7 & )

connectionInfo.setPassword(passcode);

sendToActiveMQ(connectionInfo, new ResponseHandler() {
public void onResponse(ProtocolConverter converter, Response response)
throws IOException {

final SessionInfo sessionInfo = new SessionInfo(sessionld);
sendToActiveMQ(sessionInfo, null);

final ProducerInfo producerInfo = new ProducerInfo(producerld);
sendToActiveMQ(producerInfo, new ResponseHandler() {

public void onResponse(ProtocolConverter converter, Response response) throws
IOException {

ActiveMQ-4.1.1
ProtocolConverter.java

JPCERT CC°
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Apache ActiveMQ (AMQ-1272)

ActiveMQ-5.0.0
ProtocolConverter.java

connectionInfo.setResponseRequired(true);
connectionInfo.setUserName(login);
connectionInfo.setPassword(passcode);

sendToActiveMQ(connectionInfo, new ResponseHandler() {
public void onResponse(ProtocolConverter converter, Response response) throws IOException {

if (response.isException()) {
// If the connection attempt fails we close the socket.
Throwable exception = ((ExceptionResponse)response).getException();
handleException(exception, command);
getTransportFilter().onException(IOExceptionSupport.create(exception));
return;

}

final SessionInfo sessionInfo = new SessionInfo(sessionld);
sendToActiveMQ(sessionInfo, null);

final ProducerInfo producerInfo = new ProducerInfo(producerld);

sendToActiveMQ(producerInfo, new ResponseHandler() {
public void onResponse(ProtocolConverter converter, Response response) throws IOException {

response (CHISMDNEUYD TULEIHE (FiEG R ETDAULIE

JPCERT CC°
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Effective Java 582k, 55958 HI9h
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Java Tutorials (http://docs.oracle.com/javase/tutorial/index.html)

Essential Classes °..

Exceptions
Basic I/O

Java I/0, 2nd Edition
Elliotte Rusty Harold, O’reilly

CO'REILLY”
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