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boolean
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(Primitive Type)
ZEERY
(Numeric Type)

(Integral Type)
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(Reference Type) (Interface Type)
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long
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byte, short, int, long
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float, double
IEEE 754 (IEEE ZEB)/MImEEEIZE)

Ew ~ig &%/JMIE ExANE
float 32 -3.40E+38 3.40E+38
double 64 -1.70E+308 -1.70E+308
£l 5 TEZNED IREED
float 1 bit 8 bit 23 bit
double 1 bit 11 bit 52 bit

] : 2.99792458 x 10”8 [m/sec]

<>
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byte 0
short 0
Int 0
long OL
float 0.0f
double 0.0d
char “¥u0000’
String null
boolean FALSE
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public class LongDivision { I3 R
public static void main(String[] args) {
final long MICRO _PER DAY = 24 * 60 * 60 * 1000 * 1000;
final long MILLIS PER DAY = 24 * 60 * 60 * 1000;

System.out.println(MICRO_PER_DAY / MILLIS_PER_DAY);

SOV ENYAIOMRZTAEIT DI
XA OO

2485 * 6073 * 602 * 1,000=U# * 1,000v¥r2o0O#
= UMEE. &R&D * 1,00007R0L 27
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long MICRO_PER_DAY 86,400,000,000
= 24 * 60 * 60 * 1000 * 1000 (0x141DD76000)

long MILLIS_PER_DAY
=24 * 60 * 60 * 1000

86,400,000

2 147,483,647

INtDERAE (Ox7FFFFFFF)
longDSALE 9,223,372,036,854,780,000

MICRO_PER_DAY # MILLIS PER_DAY tlong®., NNTEDER%
S e Rt e s VA i B4
MICRO PER DAY / MILLIS PER DAY (Z. 1000%iR9 (9"

CHETRRIE. SHFTRREIND, BT ?
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final long MICRO _PER DAY = 24 * 60 * 60 * 1000 * 1000;

AT (L. 32bitDintDIR TEE IND
0x141DD76000 (ZXFRIMNNTEDFER)
Ox7FFFFFFF (intexX1E)
0x1DD76000 (ERRCESNI=E. 10#D500,645,080)
CDIEZTA RZDOZHL., longBEDZEEICRA LTS

AY|

MICRO_PER_DAY / MILLIS_PER_DAY (& 500,645,080 —+
86,400,000 MEE(C/RD ., FRIEI5(CED
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final long MICRO_PER DAY = 24 * 60 * 60 * 1000 * 1000;

HIEUFS)LORE. KECLMDGSEE. long Bl 2D
i’w_ (& int BY(C718D

IRDT. BAKOARST > RIFHFASN int 8Y

int * int OFER(F int

JavalF W sRETIF (target typing) 7RSFE TIIRL)
ERZRTIDEHDE(C., STEDOR (IFEZZ (TR0
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public class LongDivision {
public static void main(String[] args) {
final long MICRO PER_DAY = ¥ 60 * 60 * 1000 * 1000;
final long MILLIS PER DAY = * 60 * 60 * 1000;

System.out.println(MICRO_PER_DAY / MILLIS_PER_DAY);

MNFTEDREHIDIEZ longBiDER TS ILICT D
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BigInteger

=% : NUM00-J. B#H A —/)\—JO— %=kt DUWIIFALET
% ( https://www.jpcert.or.jp/java-rules/num00-j.html )
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public class Multicast {

public static void main(String[] args) {
System.out.println((int) (char) (byte) -1);

}
¥

-1 = OXFFFFFFFF (int8Y)
(byte)-1 — OxFF

byteBEADFO—- > IJZH, 248w b2t DIET
(char)(byte)-1 — OxFFFF

Evw bDOMMIZD SIRW(ERZEICIE—HIint(CZ# L. inthichar
[CERENDEERD)

(int)(char)(byte)-1 — OxO0000FFFF
FEmMUBRKROIA RO T,. TOHET D
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byte b e
b & oxff; // Ew N OZFEX(L. FEILRIIITHII/RLN

char c

-1 = OXFFFFFFFF (intZY)
(byte)-1 — OxFF

byteRIADFO—+1 O, E24Ew hEEIDIET
(char)(byte)-1 — OxFFFF

Evw bDOUMMNIZD SIRW(ERZEICIE—HIint(CZ# L. inthichar
[CEPENDEEZERD)

(int)(char)(byte)-1 — Ox0000FFFF
FEmMURBRKOIA RZOZMMIRDT,. TOHEET D
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class BigDelight {
public static void main(String[] args) {
for (byte b = Byte.MIN_VALUE;
b < Byte.MAX VALUE; b++) {
if (b == 0x90)
System.out.print("Joy");

ETUTHBRAEBERRSNLL, T ?
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for (byte b = Byte.MIN VALUE; b < Byte.MAX VALUE; b++) {
if (b == ox90)
System.out.print("Joy");

¥
bE
-128 (0x80, 1000 0000)
-127 (0x81, 1000 0001) B int

10:E : 144

-113 (Ox8f, 1000 1111)
|-112 (0x90, 1001 0000)
~111 (0x91, 1001 0001)

0x90 |

HRIQDBDE=ZLER I D&, H
ZHHNECTHMDICON

126 (Ox/7e, 1111 1110)

JPCERT CC°
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J\F—>1: byte B ET DR ZITD

if (b == (byte)0x90)

JINF—=22: Ev MRRADICKDFSILERE T (ChytelEZint\ZEia =
&, InER LD ZITD

if ((b & Oxff) == 0x90)

JPCERT CC°
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class BigDelight {
private static final byte TARGET = (byte)0x90;
public static void main(String[] args) {
for (byte b = Byte.MIN VALUE; b < Byte.MAX VALUE; b++) {
if (b == TARGET)
System.out.print("Joy");
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JNX)L27 : FEEIL

public class Shifty {
public static void main(String[] args) {
int 1 = 0;
while (-1 << i != 0)
1++;
System.out.println(i);
}
}

BT S)-1F, 32EY hIAXRTITHDIintE
OxXfTfffffff

2D NEBEFIE. 2T RUTZEWETFIEY hZ0TIESH D
g MUDIEY hZ20THEDHD

EEDIL—TT. TATHE Y MEOCRD. whileSIHHET .
2R RSINDEELNED:---
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while (-1 << i != 9) i++ DETT

-1<<i: 111112112211212121212211211211212111211(-1)
-1<<i: 1111121121112121211211211211112111111110(-2)
-1<<i: 11111111112112112111111111111111100(-4)
-1<<i: 11111111112112112111111111111111000(-8)
-1<<i: 111111121111111111111111111110000(-16)
, -1<<i: 1111111211111111121111111111100000(-32)

i: 6, -1<<i: 11111111111111111111111111000000( -64)
i: 7, -1<<i: 11111111111111111111111110000000(-128)
...(snip)...
125, -1<<i: 11111110000000000000000000000000( -33554432)
126, -1<<i: 11111100000000000000000000000000( -67108864 )
127, -1<<i: 11111000000000000000000000000000( -134217728)
128, -1<<i: 11110000000000000000000000000000 ( -268435456)
129, -1<<i: 11100000000000000000000000000000( -536870912)
130, -1<<i: 11000000000000000000000000000000( -1073741824)
:31, -1<<i: 10000000000000000000000000000000( -2147483648)
:32, -1<<i: 1111211211121121121121211211211211211111(-1)
133, -1<«i: 1111112112211711211212121121112131113111110(-2) _1(:);%5@
134, -1<«i: 1111112112111121121121121111111111100(-4) ﬁititi}?
...(snip. infinite 1loop)...

o

o

)

o

N = I = I ~ T =
uvihh W NN ERO®
\o

l—lo l—lo l—lo l—lo l—lo l—lc |—|c |—|c |—|' l—li

JPCERT CC°
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(-1 << 32) (& BREOTIERRL., -1(CIRBDH. SEBiERDIL—)L
[CIEDTCEZERATCHD
EANRS R (-1) OE(Iint

EWWDCEIE. AART S ROTARISEY MU T MUK
L)

32(10i)(Z. 100000 (2)
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public class Shifty {
public static void main(String[] args) {
int distance = 0;
for (int val = -1; val = 0; val <<= 1)
distance++;
System.out.println(distance);

I—T8EICERBSIT NEEETS DI I BDOTIFRL, 1EY DD
> J U, 20 MERZRF I DIEIEZEDIRT

B8 T MERE(BIZ(E-1)ZIBESNEIZEDEESL ?
CEETIE [REEDENME]
JavaTIlE32MiE(long’e564)E UTCETESESND

JPCERT CC°®
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public class InTheLoop { INZ)V26 & TPI%R ODFE
public static final int END = Integer.MAX VALUE;
public static final int START = END - 100;

public static void main(String[] args) {
int count = ©;
for (int i = START; fi <= END;|i++)
count++;
System.out.println(count);

i == ENDDVRRIZEE., i++Z21TD EIFSY T 7SI RUT.
Integer.MIN VALUE(CIZD CULED

L= HI>5(ClonglES

JPCERT CC°
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RDIV—THERIL—T LIRBELSR i1 DEEIL?

while (i != 0 &% i == -i) {
}

-1 ([FHIEEERDOT, BECrRNES X

NaN(EH A, LHIVRDIBEEEERD.

FENVNIREEI A, EV bZE

E> b 200#33RIR
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int 65U <X long O&/IMiE

int 1 = Integer.MIN VALUE;
// or long i = Long.MIN_ VALUE;

while (i != @ && i == -i) {
}

Integer .MIN VALUE (-231)

Ev hMeRESEC1ZEYT

OxX80000000

1111]]

OxX7fffffff + 1 => Ox80000VOO
Integer .MIN VALUEICRD !

JPCERT CC°
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=YL
operandl ? operand2 : operand3
operand1DfER true’dS. operand2MILHNHIEIIN D
operand1DfEhifalse/dS. operand3MTHIEIND
S 2AVIXIERE
a?b:c?d:e?f:g (& a?b:(c?d:(e?f:g))&EU

BAZID)IL—ILMEM (RASA1 R)
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FHFADEFIUTDLSITRE=ND !
2BB E3BFBDOARS Y RPRAILATH %S (nullBTErR]) « ENHATOFRAFRDE LIRS,

2BB EIBFBEHDODANRS > RO—AHbooleanBETH D, ES—FHH'BooleanBL THBiHE. CDOEMARDE (Iboolean
E1RB,

2BEHESBHDANRS Y RO—AMnUIBETH D, E5—ANMNSRETHDIGE. COFRFHNOE(FZDSRELL1GD.
TS TIRL, 2BB E3BEBBDANRS Y RHBUERINETHARIEE (85.1.8) RETHDHE. UTDHRECHITEND !

—FHDARS > R byteBHByteBI T, ES—FHDANR S RhtshortBUHQShortBi TH BiHE. CDFAD
Bl(Ishort& 123,

—BHDART > I*‘b“byte short, charzZT&E UTEBRDTEIT,. BOI—FADANRT Y RNTRITRIZAJEEIME L TRD
INtEDOERXN THDIHEE. COFRFXDEITERD,

—FHDANRS > ROByteBITH D, EDI—FHDANRST > RNbyteBI TRIRAIGE/ME IR DINtEIDTEN TH D
ZE. COFRFRDE (Ibyte E7R D,

—FHDANRS > ROShortBI TH D, ES—FHDANRS > RHshortBI TRIROJEEME L RDINtELDOTERR TH D
HBa. COERFERDOB (Ishort&E 7B,

—BDARS > RCharacterBL TH D, £S5 —ADANRT > RHcharBE TRIFOJEE/ME LR DINtELDTEHA T
HDHE. COEHFXDE (Fchar& 2B,

SERIINE. ARS D RE(SH U TCTTIEOHBYBE& L2 (85.6.2) MERASN. COFAHDEIGIE LITE
}ﬁaéﬂf BB ESBFBBDANRT Y RELERD . ZIAOHBUEIR LITEHT(E, 772RT2 D% (8§5.1.8) &
BEESZE (§5113) b\LﬁHéngc_t(L_/Il%'\o

SERITNE. 2BB E3BEHDODANRS Y ROBEZNTNS1ES2ET D, ©€UT, SLHITW T DRI > IZTRDEH
HEET1, S2CHIT BRI S IEROBERERET2ET S, COREROEE., lub(T1, T2) (§15.12.2.7) (Tt
I DR (§5.1.13) OEAFERERD, JLS§15.25 Z{EHETF
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JL—IL operand2 operand3 fEsR DAY
1 THY THY THY
2 boolean Boolean boolean
3 Boolean boolean boolean
4 null8Y =gy ZHg R
5 =Ry nullB4 ZHgRY
6 byte H* Byte short H* Short short
7 short 7 Short byte H* Byte short
byte,short,char,Byte,Short,C o s s byte,short,char(H UintdDiENFRIFE ]
8 haracter INUAZDTEL EEANGY
ol e byte,short,char,Byte,Short -
Y *, I / / ] / =
9 |nt:|:0)L_E§&:_Et Character |__|J:
10 T DB T DAMDAE BETESNEE2E:3IARST S RDBY
11 T1=/RDOZ > /JZHa(S1) T2=/RT>>JZH(S2) lub(T1,T2)DEEE SR

49
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public class Expr {
public static void main(String[] args) {
char alpha = 'A’;
int 1 = 0;
/* i DIBEZEZEDDIMNE */
boolean trueExp = true;
System.out.print(trueExp ? alpha : 0); // AZH 7/
System.out.print(trueExp ? alpha : 1i); // 65Z&H /I

WSR2, E3ANRS S ROBEMMA(CIRDH
(L. EB3ANRS T ROBNMA[(ZIRDH
0 : charB CFRIRBJgE/MEDEE TN —>charkl
| —IEDZUEAE LITEHIDRER. intB (RSB
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public class Expr {
public static void main(String[] args) {
char alpha = 'A’;
int 1 = 0;
/¥ i DAEFENDDINE */
boolean trueExp = true;
System.out.print(truekxp ? alpha : ((char)0));
System.out.print(trueExp ? alpha : ((char)i));

i)

2. BIANRT Y RZARNCF A MU, EELZEITSD

\[x
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FRAT A ERENDENMFE & HessTE

FHAE AT (C KD CTETEINDEMEIC DN D
CIEEE S X

~_
AEENDENMED R4 TR HESSTEICFTRTV DL !

AN >R 2220232, SQL 11>>1x 0>
3>, 7«0 L2 KS)\—H)L, JOXYHA
NXOUT5F4 >0, UV —IBRERE
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class filecat {

static private String BASEDIR="/home/yozo/tmp/"; _

static public void cat(String s) throws IOException {
BufferedReader bf =
new BufferedReader(new FileReader (BASEDIR + s));

String line;
while (null != (line = bf.readlLine())){

System.out.println(line);
}

}

public static void main(String[] args) throws IOException {
String filename = args[0];
cat(filename);
}
}
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. EEEOOBE
$ java filecat choi

hoihoi
$ java
filecat ../Documents/WORK/SecureCoding/20121014.Tokyo part2/filecat.java
import java.io.BufferedReader;
import java.io.FileReader;
import java.io.FileNotFoundException; BESDAT | }
import java.io.IOException;
class filecat {

static private String BASEDIR="/Users/yozo/tmp/";
(cenen. LTEE ...... )
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B5E: AENDAAICRBR S

[FEESTURZ] (5!
BEUED AN TEENIRENRIES..
BN NERED AN ([CEEENRIZS..
IEEDEZBELTNDALS (;ﬁ@'flﬁb\;ﬁt 5...
SNXFHNDARNCINAFUFT—=FHEKZS...
[ D7 AIV&] DECBIC [JNR] hRZ5...
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Struts2 OV OXBA FROVUDT 5+ 2D HesslE
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Struts2(cH TS XSS

Struts 2 <s:submit> XSS vulnerability (CVE-2011-1772)

HTTPUO IR NTRFBS 7023 8%, BELETICT

By default, XWork doesn't escape action's names
in automatically generated error page, allowing
for a successful XSS attack.

https://cwiki.apache.org/confluence/display/WW/S2-006

JPCERT CC°
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https://issues.apache.org/jira/browse/WW-3579
https://issues.apache.org/jira/browse/WW-3579
https://issues.apache.org/jira/browse/WW-3579
https://issues.apache.org/jira/browse/WW-3579
https://cwiki.apache.org/confluence/display/WW/S2-006
https://cwiki.apache.org/confluence/display/WW/S2-006
https://cwiki.apache.org/confluence/display/WW/S2-006
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KEI—F2SCLURRVR

... m ........ ’E‘yyay@b“gbﬂ%’ .......... \ 4
s 0 /’ —
.°°-.,.@7FIE7“JR/J'J7°I\% a—#c @)
e, T BOLUSTIRE wugzLiE [ .
SRS =

RERROUTb%E e,

BLLARYR 4 o
‘e, @ .o°.

HBBBRORA L

POORYA S ROUTFa4 >0 &(F. I—HDANEZTTICHTMLD
URLIR EZ BN (CERL L TULN\BWebH 1 MMTHUWLT, WEE(CEKD
CTREBDI SIOH(CRRSINDI AT VITERDOHTMLY®
JavaScriptzZiBHIADIREE
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Struts2(CHiFHXSS

Struts Oft#EH: Model-View-controller

UJTX b ,y \
SEOLD, / — = 7—9/\—7\ 4 )
1) Java Beans = DIEIE

> DB
\ J
!
2 N
Ca=gs Web Page
(JSP)
JSP/Servlet 1> 57
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actionName=login<script>alert(document.cookie)</script>

http://...home.action?...action!logi methodName=cantLogin=some_value
n<script>alert(document.cookie)</scr

ipt>:cantLogin=some_value

Java Beans

|

Web Page

(JSP)
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{E1ERY

import java.io.Serializable;
import java.util.Locale;
import org.apache.commons.lang.StringUtils;

/**
* The Default ActionProxy implementation
*/
Protected DefaultActionProxy(..., String actionName, String methodName, ..)
{

LOG.debug("“Creating an DefaultActionProxy for namespace " + namespace
" + actionName);

+ and action name

this.actionName = actionName; 4 )
this.namespace = namespace; _ SMEFNSZITED 1=
this.executeResult = executeResult; ActionName & methodName
this.method = methodName; ZETEDEF[EHOTLND

! N Y
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Struts2(ZH[THXSS

import
import
import
import

/**
* The
*/

org.apache.commons.lang.StringEscapeUtils;

{EIE®

org.apache.commons.lang.StringUtils;
java.io.Serializable;
java.util.Locale;

Default ActionProxy implementation

Protected DefaultActionProxy(..., String actionName, String methodName, ..)

Copyright©2013 JPCERT/CC All rights reserved.

LOG.debug(“Creating an DefaultActionProxy for namespace " + namespace

this

this
this

+ and action name

+ actionName);

.actionName = StringEscapeUtils.escapeHtml(actionName);
this.

Namespace = namespace,

.executeResult = executeResult;
.method = StringEscapeUtils.escapelavaScript(

StringEscapeUtils.escapeHtml(methodName) );

Apache Commons=>-1 S5 JD
escape* () Z;EH U CTHEEL

JPCERT CC*



Struts2(cHITDHXSS: L&

EFETERRWVWANINTHSD actionName &

methodName M NEUI/MEZIF D CL\DOJEEN ==
BINEEoE

IREBTH T U ANZ Struts2 (CUUEEH,
(Struts2 FAFEE(C &> TIHETEND)T — /9%':
To5—R—>CHHDE=E/.
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ZipBomb




ZipBomb

=R T 7 1 V)R
http://ja.wikipedia.org/wiki/=E#E 2 7 - ) /REqE
Zip Bomb
http://en.wikipedia.org/wiki/Zip_bomb
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ZIP: —AEMEREROVED

MS Windows DT O T O—S(IELETHILL TLD

Java Z#E API Tld java.util.zip /\WwoO—HMEHEESNTWS
F—AICEDTIPEREICEVVEMERTEMREINSD

(= (E, 30MB 7=—4 1 100KB (C72D)

AAAAAAAA.... Q/Eﬁamoo 123

AAAAAAAA....
AAAAAAAA....
AAAAAAAA....

‘. ';&v" = — l‘ A

69 Copyright©2013 JPCERT/CC All rights reserved. JPCERF CC £




Java.util.zip I\ —=

ZIP \> GZIP J7 M )V’2iH SS9 dikEZIRFIT SIS A

ZipInputStream -- ZIPFER > — 5 Z R T D
ZipOutputStream -- —AZZIPEK(ICEMET D
ZipEntry -- ZIPFEEXAREROD > KU ICT7 Ot X
GZIPInputStream -- GZIPFERT—AZHEERT D

GZIPOutputStream -- T—AZGZIPHI(CIEHMET D

ipJ 71l
zipJ7J
\m

:
77
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zip 7-1)L
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Y- HEWREDREF: ZipBomb

ZipBomb
INEIRHA X DzipT 7 ()L ZREATESD
UDEEEME=EDTI 7 1)L
BHIDERSZTRTA DT 7AILAHTL B
AEUDPFT 1 RDZE8
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B3T3 zipbomb DAI: 42.zip
(http://www.unforgettable.dk/)

. 42.Zip /(r%’MZKBO)/J\Z—_‘TTa:zipjT/I’)I/)
.I. III J = . o A
171 =i — 42.zip DIEMMCE lib 0.zip H
mi 1 16A=ZENTULD
| lib 0.zip

JPCERT CC°®
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http://www.unforgettable.dk/

42.zip(2)

4 )

lib 0.zip lib 0.zip M7EH(C(E book 0.zip
L M16EEFENTLD

_— y

- LI ————

book 0.zip

JPCERT CC®
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4 )
book 0.zip book 0.zip D&M (E chapter 0.zip
MIEZFENTLD
] /\ J
chapter 0.zip|
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42.zip(4)

chapter 0.zip| g 0
=l ichapter 0.zip D&M (E doc 0.zip

J =l M16ESENTLD
__:. | L | /_\ y

= s e

doc 0.zip

JPCERT CC°
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42.zip(5)

~

doc 0.zip oc 0.zip DIZMC(E page 0.zip
V16fASENTULS

J

~
Ejajg:eEOd.)zm (& 0.dll Z=zip 0.dll (ﬁ,‘,\J43GB)
J

\ 1010101010. . . .
g \ [lelelelele....

> 1010101010. . . .
1010101010. . . .

page 0.zip

ECD zip T7AMIVZERIDE
16*¥16*16*16*16 fEd 0.dll HHETL D
> 4.3GB * 16"5 == 4.5PB (C78D!!

JPCERT CC*®
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INSTIRB A ADEHT —F 2 ANTELTER.
RSB AXDIT7AILICEBHETESD

) —RHBEWE!

s
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ZipBombIC KD INE

Bl: 7>FTAILAY T bADIRE
A= )UICHIESNIZZIP D 7 AN 2BRE U CHEZF TV D

BHEOBE T >FIAILAY T MMELE, DWVWIEPCEHN D
J—X
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ZipBombDxEZ32(T251— RFl(1)

class Unzip {
static final int BUFFER = 512;

public static void main(String[] args) throws FileNotFoundException,IOException {
BufferedOutputStream dest = null;
ZipInputStream zis =
new ZipInputStream(new BufferedInputStream(new FileInputStream(args[0])));
ZipEntry entry;
while ((entry = zis.getNextEntry()) != null){
System.out.println(“Extracting: “ + entry);
int count;
byte data[] = new byte[BUFFER];
FileOutputStream fos = new FileOutputStream(entry.getName());
dest = new BufferedOutputStream(fos, BUFFER);
while ((count=zis.read(data,@,BUFFER)) != -1){
dest.write(data, @, count);

}
dest.flush();
dest.close();
}
zis.close();

}
}
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ZipBombDxEZ32(T251— RHl(1)

class Unzip {
static fina

public stat
BufferedO
ZipInputsS
new
ZipEntry
while ((e
Syste
int ¢
byte
FileO
dest = new BufferedOutputStream(fos, BUFFER);
while ((count=zis.read(data,@,BUFFER)) != -1){
dest.write(data, @, count);

}
dest.flush();
dest.close();
}
zis.close();

}

}
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ZipBomb®Dxz&%& 32 (75 1— RFl(3)

class Unzip {

static final int TOOBIG = @x6400000; // 100MB < RO Y A XD ERZRDD )
static final int BUFFER = 512;

public static void main(String[] args) throws FileNotFoundException,IOException {
BufferedOutputStream dest = null;
ZipInputStream zis = new ZipInputStream(new BufferedInputStream(new
FileInputStream(args[0])));
ZipEntry entry;
while ((entry = zis.getNextEntry()) != null){
if (entry.getSize() > TOOBIG){
throw new IllegalStateException(“uncompressed size too huge”);

}
else if (entry.getSize() == -1){
throw new IllegalStateException(“uncompressed size unknown”);
}
System.out.println(“Extracting: “ + entry); E%‘i%d)ﬂ%?’i%ﬁﬁ(:?’—wa}
int count;

byte data[] = new byte[BUFFER];
FileOutputStream fos = new FileOutputStream(entry.getName());
dest = new BufferedOutputStream(fos, BUFFER);
while ((count=zis.read(data,@,BUFFER)) != -1){ dest.write(data, 0, count); }
dest.flush();
dest.close();

}

zis.close();

}
}
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ZipBomb: F¥& &

ZIP7—NA2D T 7 1) &R Diga, iU
1277 A)VCKDVY—-RXAHEREDGIKRZE
F9 D!
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y
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More Bombs...

CCATCZNDOTC...
ZIP77—HA T D7 AILIZITF UK

JPCERT CC°
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ZIPLAGYDIEME D 7 1 LT
gzip, bzip2, lha, rar, ......

y
\k NS OERERICHIE UTe 7T U (3Kt

J

E5E77)LJ Y X LD CEREHER (CBENN T L
jpeg, png, gif, ......
Yﬁm_w 5 T 7 - )L TDOSKEE éﬂ’S\’DDD‘E'?)

http DEmX AT (C deflate [E#E/RA TH DK
Y%@a,%iazz;wew—/ ADTIERTISTFNISYS T tm?)
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More Bombs...

Decompression bomb vulnerabilities

AERAsec Network Services and Security GmbH
http://www.aerasec.de/security/advisories/decompression-bomb-
vulnerability.html

JPCERT CC°
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http://www.aerasec.de/security/advisories/decompression-bomb-vulnerability.html
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[Java Puzzlers B. &&UIN. O—3F——XJ 3>37 -0
wOME, E7YV > 2005
Javatt+1 77 1—5+« > X5 >4 — RCERT/Oracleh
https://www.jpcert.or.jp/java-rules/
The CERT Oracle Secure Coding Standard for Java Wiki
https://www.securecoding.cert.org/
OWASP Input Validation Cheat Sheet

https://www.owasp.org/index.php/Input_Validation_Cheat
_Sheet

JPCERT CC*®
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Java ¥ 73—F1 2P0 RF>4S— RCERT/Oraclehft

IDS: ANBEREB ET—FDEEA
IDS00-]). EFIRFRZHR TESNDEFETETRWVWT—H(IEE(LTD
IDS01-]. XFH(IMERE I DHIICEEELT D
IDS02-]. J\RA(FAREE T DRIICIEMRET D
IDS03-]). I—HY ANZJEENLE T (COT IR F LRV
IDS04-]. ZipInputStream (CHTz9 T 71 ILH A XIFHIPE TS
IDS05-]. 71L& T 7 1)L\ XICIFASCIIXF Y hDO—EPDXFDHZFHT S
IDS06-). 1—MS5DANZFED> TEXZHAHIL TR

IDS07-]. EEETERRL, EBELLINTULVRLST—4 % Runtime.exec() XVwv RITEXR
()

IDS08-]. EFaTERVT—H X regex (CEITRIICEELT S

IDS09-). EY)RO0 —I)LZEIBER S (COT —)UMEKEXYV Y REOT —I)IU1KEST —F ([ U
TIEA UL

IDS10-). —XF&IEBR T DT —F=DE LR
IDS11-]. IEXFO— Rk > MIAREEE T OEIICHIBR T D
IDS12-]). BRABAXFI— RADXFHFT—SFDEMEIT —INRIBURWELDITITD

DS13:). I7 AILAHAPFY M —I DO CERIEDBSXFT> I =7 1>
2
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J\wEaF—TJ)UFF—aE&(CE=Niz/\vS 1EZR"ZIFEL
JcECHI TH D, BE. BLIDRZIFICIZIEEEIR UHNIRZ TR,

ZTCTC. F—%ZBHNIBMETCHD/\vS18xRmZIFEUTEZER
FBCET, BREVDENMZERINCKIS T EEHEFEIO(1) TEIRIT B,

LU/ \wW 2 1 BEEODED S (HIZ (S, ﬁh%ljr—b\b‘fﬁ?%(c_ﬂ b/ \
w1 ENERRSNDIHE)CKD TE. MENSBILLU T =)
O(nN)&EEX>TCLED,

https://ja.wikipedia.org/wiki//\w=315>—J)L
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JavalF#ESAISUDI\Y>157—=T )

Object VS ADAYV W K& L ThashCode()IEEIN TS
L7z > T, £THIUS X (ChashCode () HMREAINTULS

JavaSEDIZ#ES =5 & U CHashtable”7 5 X, HashMapZZ/ =X
IREMREETNTND

Hashtable S XDHY T OS5 X & U CJava.util.PropertiesZ7=> X

String”7 5 XA Cldhashcode()ZA—/\—51 R

I\ aF—JILICHBIFTBDF—EUTStringAT > 10 bH KL<
Fhnsd
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String.hashCode() D%

// String 35X
public final class String {
private final char value[]; // XZF¥|57—%5
private final int offset;
private final int count; // XF#
private int hash; // STBU/\Vv> 1{EDF+v v

public int hashCode() {
int h = hash;
if (h == 0 & count > 0) {
int off = offset;
char val[] = value;
int len = count;

for (int i = @; 1 < len; i++) {
h = 31*h + val[off++];

}
hash = h;

¥

return h;

¥

} JavaSE7 @ src.zip
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String.hashCode() D=

NMFEMNSIEBXFE) s[0] s[1] ... s[n-1]D/\w =2 BIFLLTFDLD
[CETEEND
s[0]*31™M(n-1) + s[1]*317~(n-2) + ... + s[n-1]

hash==0/25I(4L. FETEUECENRWEHR LT/ \VS 1{8%ETE
STEREEVLDEBREU

4 )

J\W = IMENEZET DR DA ZRE (T
HEE3ZENTENL DoSIHETIHE!!

= /
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String®/\v > 118

Aa — 2122
BB — 2122
AaAa — 2031744
AaBB — 2031744
BBAa — 2031744
BBBB — 2031744
AaAaAaAa — -540425984
N
AaAaAaBB 540425984 \ §

AaBBAaAa — -540425984 - e —_
I\ 2 ENEZE T DXFH =L <
AaBBAaBB — -540425984 STHEEDRCENTES

\ )

JPCERT CC°
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USENIX Security Symposium 2003
http://static.usenix.org/events/sec03/tech/crosby.html

Chaos Communication Congress 2011

http://events.ccc.de/congress/2011/Fahrplan/events/4680.
en.html
vt

A8 :2012/01/04 =mMEHAD 0 2012/02/10

JVNVU#903934

Ny Y 1BBEERLTWSY 2 T7 7V r—Yav ik —ERERYGE (DoS) DRESHE
BE

Ny Y1 BBEEERLTVWAERO VT 777U r—ya vk, Y—EEREE (DoS) DML EE
LET,

HEEZIDVATL

WREGHDHBEFEPFELER T, FULEERELVRHT IERE CEIBLLET W,

B
RO T T F IV r—va v I L—LAT— I TERENTVS/\Y V1 BROEEICE, N\yYaF—T
ADF—FBILECRIEN B D, H—E REMAHE (DoS) DRBUNEELE T,

HETNZE

B—0ON\NYY1{EERB VI IANERBICRET ST, Y—EERAPBE (DoS) HBAF T 504EMH
MRHhxT,
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Web7 U —23>TJL—AD—70
.Net Framework, ...
7IVo—2329—)\
Tomcat, -

A
(=]

i

Perl, Python, PHP, ...
FZ— =)\

MaraDNSs, ...
ke ALY

libxml2, glib2, ...
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http://openclipart.org/detail/1305/roofer-by-johnny_automatic

aLZE/\v > 1 X

Perlm 2003 (C1T/E D fEXTsR

Bob Jenkin @ one-at-a-time /\w =1 &MFEENSZ7)LT U X A

JOCRBICERMUEELSZ. /\V2 1BROFHECERD AND
JOvRE(C)\v I 1BEOMENELT D

J\W AENEEITDRDORBRANZLS S UHHET D ENEEE(C

T8D

s ™\
LITFOd— RHEITIECEEETE NN Perl
DO1— R%Z Java O 1— R(C\EEBEULFL
/=

- Y,
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class RString { RString 27=5.2(1/2)

String string;
static SecureRandom seed;
static byte bytes|[];

static {
seed = new SecureRandom();
bytes = new byte[4];
seed.nextBytes(bytes);

}

public RString(String s){
string = s;

¥
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@Override RStrmg 051(2/2)
public int hashCode() {
int h = 0;

for (int i=0; i<4; i++){
h = h * 256 + bytes[i];

int len = string.length();
for (int i=len-1; O<=1i; i--){
+= string.charAt(i);

+= (h << 10);

A= (h >> 6);

5 5 S

+= (h << 3);
A= (h >> 11);
= (h + (h << 15));
return h;
}
@Override
public String toString(){ return string; }

¥
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class RStringTest {

RStringTesto = X

public static void main(String[] args){
String[] strlist =
{“Aa”, “BB”, “AaAa”, “BBAa”};
for (String s : strlist){
System.out.println(s + “ ->
+ “String “ + s.hashCode()
+ “¥tRString
+ new RString(s).hashCode());
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$ java RStringTest

RStringTest MEITHEE

Aa -> String 2112 RString -1651452168
BB -> String 2112 RString 381866510

AaAa -> String 2031744
BBAa -> String 2031744
$ java RStringTest
Aa -> String 2112
BB -> String 2112
AaAa -> String 2031744
BBAa -> String 2031744
$ java RStringTest
Aa -> String 2112
BB -> String 2112
AaAa -> String 2031744
BBAa -> String 2031744

$

RString 1684681767
RString 2050901943

RString 1407843984
RString -1833917312

Copyright©2013 JPCERT/CC All rights reserved.

RString 1223770847
RString 1278012906

RString 691142468
RString -1042126578

RString 1548747896
RString 1136654132
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