: Japan Computer Emergency Response Team Coordination Center
Japan Computer Emergency Response Team DN : c=JP, st=Tokyo, |=Chiyoda-ku, email=office@jpcert.or.jp, o=Japan Computer
Emergency Response Team Coordination Center, cn=Japan Computer Emergency
CoordinationCenter = Response Team Coordination Center

[JavarZ V4o —<3 /ﬂf‘aﬁﬁ'lﬁ%ﬁ']uﬁﬁéﬂj (c_Db\'C

] c_d):jf*—ual' JavajEIOj?_CZiZo *%(L_\ Hf%%li%g’
IREREE U TCRUTESV, X2 70—F1>200D
SEYZRHELUCWEE<ZEZBIE U TERKR L TULE

3_0

B [lavatFa171—F+4 >0 —R
CERT/Oracleiir] &E&HET, TFa 77—+ >7IC
B9 RIRAEAREDDI=HICSHFIALSIZE0N,

JPCERTO—F«%—>3>t>45—
X1 70->207J0O0>T0 b
secure-coding@jpcert.or.jp

1 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC 4




Apache Axis2 [CHITSD
XMLEB IR A ®

CVE-2012-4418
JVNDB-2012-004882




Apache Axis2& (&

B XMLER—XEUEXAYtT—23310'0 )L SOAP %=
EEUEWeb7TUS—>23>TJL—AD—70

B SOAP ([CF1 VT v #EEZIENNT D WS-Security (.
Axis2 C(IRampantE®> 1 —J)L TEESIN TS

l /\ Axis2 Tb—LD—D
S
i oS0

o == N
e ey Java VM

JPCERT CC°®

3 Copyright©2013 JPCERT/CC All rights reserved.



4

SOAP(XML) & (&

B SOAP(Simple Object Access Protocol)

- XY NDJ—OFATHEIRZRBIDIEHOTO 8L
o XMLEEKIC KB > TILigtEE
» HeaderZB & BodyEih S8Rk =N D

» WS-Security ZHU\ TEZERI@H A]EE

SOAPAwvVtT—=

<soap:Envelope >

jHeader &B
AWt A

LmﬁM%ﬁ%ﬁ%@%

|

[ Body &B ]

__________________ .
i < soap:Header> ]
o il
I </soap:Header> i
I=================;\

| < soap:Body> :

I e
1

1

s ]
</soap:Body> .
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WS-Security &I

m WS- Security(Web Services Security)

* SOAPAY T L TCFa1 T v ZRMEITDTHD
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- OASIS 'dDWeb Service Security TC ([C kD THERERE NI

« WS-Security®Dtz41 U5 #EE
1. t:F:L U o =22 GEREEH KUEEE] (CFIA)
2. >HIEHA
3. ’E.I%—ﬂ:

*1 OASIS ... A—T 2 ARIBIREZRIE - HHET DIFEFIEHA.

https: //www oasis-open.org/ OASIS q

ng open standards for the information society
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o« XMLOXEZEERTZIT TR, XMLOEPZHIRER(CXT U

CEZNE]EE
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<Signature >
<Signedinfo>

XMLEBZEZR
ELIFRER

<Reference URI=... >

ZRE% (URBEENROEET)

<DigestValue>
</Reference>
</Signedinfo>

BEHRDI (ST A MEBE

< SignatureValue>

</SignhatureValue>
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EZEEZR \

</Signature>
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<soap:Envelope >

<Signature>

< Reference URI="#123" >
< DigestValue >
<SignatureValue>

Body BBMD id=123 ZIELTL\D

EZ TSR (Body) DTSR
E(Reference) EIFIEI D

EiE

EZEZPOE

%%i\]‘%%@ﬁ@‘@(ifdla

EBELNROAYEZ—25A
SIAMIHUTERAL.
TDERZEZ
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Hello world 7b502c3a1f48c8609ae212cdfb639dee39673f5e

A—E

attack world d4018309b7da546c8ba030b01cefcd85a1a0dfcO

[SOAPX w1 —2AROIESAEEERENR O MO eV ENS, ]

PURTIERLLAYVE—DF ST A MEICH U TUIBEZS D,
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® SOAP Xw—S(CHEATI I EF1IUFTARUS—DBEREINTWND
e VSA4T7 > MIlEH—)\HIOmAICBERETNIERD/I\AHNEUAE
DRVUS—T 7L I %ETFD

RUS—T7A)L ] | AxisB—EXT7ALIL L
OSATYP-NE  [——m——— == ---—-—= \
EBRHEINDEBEZRD) ZANEUA ( )

SCRHANTNG — WeB-INF={ servce xm |

i)

policy.xml

service.jks

NNIEHR

|
: \%client.jks |
TN EERT e o -
—_— IR | ] client.jks : XEB DT $Eﬁ(:deploy
|

service.jks : IX{EBA D FHHE
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Q@MU —T 7 A IViidHiAFH(2/2)
B2 5EPELERSEHEINTNB I 7L

policy.xml

/ <sp:Body /> = Body BZREt FADER

2004/01/oasis-rity-utility-l.o.xsd"
09/policy” wsu:ld=" -igOnIy" > i
Sighnly = BEBLZDH

<sp:SignedParts xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy" >
<sp:Body />

</sp:SighedParts>

<ramp:RampartConfig xmIns:ramp="http://ws.apache.org/rampart/policy" >
<ramp:user>client</ramp:user>
<ramp:encryptionUser>service</ramp:encryptionUser>

<wsp:Policy xmins:wsu="http://docs.oasis-open.org/

xmins:wsp="http://schemas.xmlsoap.org/ws/2

<wsp:ExactlyOne>
<wsp:All>

<ramp:passwordCallbackClass>org.apache.rampart.samples.policy.sample02.PWCBHandler</ramp:passwordCallbackClass>
<ramp:signatureCrypto>
<ramp:crypto provider="org.apache.ws.security.components.crypto.Merlin" >
<ramp:property name="org.apache.ws.security.crypto.merlin.keystore.type" >JKS</ramp:property>
<ramp:property name="org.apache.ws.security.crypto.merlin.file" >client.jks</ramp:property>
<ramp:property name="org.apache.ws.security.crypto.merlin.keystore.password" >apache</ramp:property>
</ramp:crypto>
</ramp:signatureCrypto>
</ramp:RampartConfig>
</wsp:All>
</wsp:ExactlyOne>
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SignatureValue = Ak
Body 1d="123"

Hello world

IRUS—T7A)LICHED TBELEND ]
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Signaturelnfo
Reference URI="#123"

! RA4Ydrc(’)j]MME]iqusﬁanXZMOkLubegvl
SignatureValue "1 | MvFrqDnNIIHSAI1KLgrb4G4QPCLWIQDPt4 - - -
B I /ﬁ SRIERECC

echo
param attack world
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MNERNEIE
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DNy VAEERY HT
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S E s PolicyBasedResultsValidator (C T/
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([SIER U TUVVRWHMREET B

AW =T DEBIREEIFOUIE T O0—(PolicyBasedResultsValidator)
1. EF21UFas =02 (A—YF6ESF) TIS—HRELTVDIIES

(& Exception 4Rk

ES{EERTIS—HREUTVBIBSIE ExceptionERK
EBRERTIS—HREUTVWSIIESI(E ExceptionERK
BERETNTVBIEZRHLVWINHIMFEULRVMEE(T ExceptionERK
EHEINTUVWRWVWEBRIS—HHBIEE(E ExceptionERK

soap\V DI A LR T HHIBUINEDIE &AL Exception R
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Signaturelnfo
Reference URI="# "

SignatureValue

B — WEA (JEA) ESNJ=Body &b
- (& AFIORIB(CIE. BIEL
— echo 72D (7999”) ZIFEA LT,
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param — attack world masd
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Signaturelnfo
Reference URI="# " G

SignatureValue

URIDMEE TS )
BFhzS8R 9 S/
&b, <wrapper>T
SvE>daEniz
SR =SRI D, )

Body 1d=999"

— echo

l-— param

— wrapper

BEA (EA) Sniz Body B

= attack world

echo

Hello world

IEXR Body 3P <wrapper>IA FDOXMLEZR (E
TTDEXRFXRRDT., Avtz—

D)\ BN L.
FREEANIER (CRRINT B .
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EERVITIRE HEASTNZEVIIA L

<soap:Envelope > IE<7%*H§@% '@%335 <soap:Envelope >
XC [[EFD
Awvtz—=] B8

<Signature> ‘A [SHLTOED <Signature>
< Reference URI="#123"> < Reference URI=“#123">

t’fg&g;&; <soap:Body Id=“999">
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=

W3C@DBest Practices FH1 A2 MIER U TSB!
W3C XML Signature Best Practices W3C
http://www.w3.0org/TR/xmldsig-bestpractices/

Best Practice 14 : #R5E& (X, XMLERZRIREDIBIET
ZaEfAIEOmMBZEFIVIITDIMNELSDET,
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XML EBLIRSENIBODZIE: ¥R — RYERK

IEEVUOITRA D @RI —T7A)LICHEVRU S —(C
BR U TWRWNZIREET D1 OUEZIZIET D,
/| [EROUBEFIYVY] ZENTIHELNSD |

AW = (T DEBIREWFOUIE T O0—(PolicyBasedResultsValidator)

1. EF¥21VUF+0 b—9> (A—YRISE) TIS—HRERELTVWDIIES
(& ExceptionfE

2. ES{EEFRTI/S—HFHELUTLWBIIESIE ExceptionERK

3. BREFRTIS—HFEELUTVWBIIEEIL ExceptionERK
X BRERICWISZIFIVISERIELE
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XML E R IR DIEIE: WHRI— R(E38)

PolicyBasedResultsValidator

protected void validateSignedPartsHeaders(ValidatorData data,
List<WSEncryptionPart> signatureParts, List<WSSecurityEngineResult> results)

throws RampartException {
| BREThE2RURERE |

for (final WSSecurityEngineResult actionResult : actionResults) { /
List wsDataRefs = (List) actionResuIt.get[WSSecurityEngineResuIt.TAG_DATA_REF_URIS); |

for (final Object objectDataReference : wsDataRefs) {
WSDataRef wsDataRef = (WSDataRef) objectDataReference;A RUS—TJ7A1ILEEHD

EBLINIER

|L|st<WSEncrypt|onPart> S|gnedParts = rpd.getSignedParts();
boolean find = false;
for (final WSEncryptionPart __encParts : signedParts) { EEOXMLESZ SRS —

iff(encParts.getXpath().equals(wsDataRef.getXpath()) s
find = true; 774’)[/.:35!50)Xpathﬂ2§§

break;

}
}

} ERMED—BURINEHNER

leiﬂf‘ 591 (SIRBF R THRIEIE(Apache Axis2/Java 1.6.2)
CCIHMBICER UZEIEd— RERT
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B XML Signature Wrapping Attack
> C TR UERETFXLIL “XML Signature Wrapping Attack” &
WDRIRTHENTULD,
> Apache Axis2 MDEZFRDEIFEIL. USENIX Security 2012 THEX
SNEwmXICHWTEEREINTLS,

» “On Breaking SAML: Be Whoever You Want to Be”, USENIX
Security Symposium 2012

» https://www.usenix.org/system/files/conference/usenixsecurityl?2/sec12-final91.pdf

21st USENIX

Security Sympos:um

JPCERT CC°®
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