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@ EBRSE@mICPITCARKIIC. PITUTS—>3alEb—o>&FEiTUForm
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GET M—o>

/manager/html/stop?path=/&prg.apache.catalina.filters. CSRF_NONCE=1A740989DB7347FB6FE1FFO02EC6A2C59
HTTP/1.1

Host: www.example.com
Cookie: JSESSIONID=F11C4A2BDEE2759214A79D46F69B283E
Authorization: Basic Og==

CSRF =225, RIEBENTLS,
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doFilter AV Y RICKD b—D > DIREIE

N—2 > DIREE(ICsriPreventionFilterd S5 AM doFilter XYW RT

TSNS,

" Apache
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&
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[ public void doFilter(...
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doFilter XYY RICKD =D > D&EE: v 3> hs M—J 2 0SS

CsrfPreventionFilter.java

public class CsrfPreventionFilter extends FilterBase {

public void doFilter(ServiletRequest request, ServletResponse response,FilterChain chain)
throws IOException, ServletException {
DOTAbDEYEI>h5tY
S3SEHRESL. T
nonceCachelci&iNd S,

HttpServletRequest req = (HttpServietRequest) request;

@ SuppressWarnings("unchecked")

w3, )
LruCache<String> nonceCache = ATSTH N noncecache
(LruCache<String>) req.getSession(true).getAttribute( N—2> | —=D>
Constants.CSRF_NONCE_SESSION_ATTR_NAME); JA
—
if (!skipNonceCheck) { X5l "org.apache.catalina.filters. CSRF_NONCE"

String previousNonce =
reqg.getParameter(Constants.CSRF_NONCE_REQUEST_ PARAM); ...(B)

if (nonceCache != null &&!nonceCache.contains(previousNonce)){ ...(C)
res.sendError(HttpServietResponse.SC_FORBIDDEN); /[T = —ALi#

return;

}
}

8 ‘ Copyright©2013 JPCERT/CC All rights reserved. JP CERT CC®




doFilter XYY RICEKD =D > DGR UDOITABMHS =D > DS

CsrfPreventionFilter.java

throws IOException, ServletException {

public class CsrfPreventionFilter extends FilterBase {

public void doFilter(ServiletRequest request, ServletResponse response,FilterChain chain)

HttpServletRequest req = (HttpServietRequest) request;

VOTAMDINSGA—IHEEHEZRGU.
Z#previousNoncell&#d S,

' HTTPUOIRX b
@ SuppressWarnings("unchecked") GET .
LruCache<String> nonceCache = NN CE LA 4SBT SR LFFORECONZCSS T/
(LruCache<String>) req.getSession(true).getAttribute( Host: whw.example.com
Constants.CSRF_NONCE_SESSION_ATTR_NAME); O CARZBDEE275921/9DAEF6B283E
if (!skipNonceCheck) { 1
tring previousNonce = previousNonce
reg.getParameter(Constants.CSRFE_NONCE_REQUEST_ PARAM); k=2

if (nonceCache != null &&!nonceCache.contains(previousNonce)) {
res.sendError(HttpServietResponse.SC_FORBIDDEN); //T=—ALi#

) return, 3F51 "org.apache.catalina.filters. CSRF_NONCE"
}
9 ‘ Copyright©2013 JPCERT/CC All rights reserved. JP CERT CC 2



doFilter XYY RICEKD =D >DHUS: =D > DL

CsrfPreventionFilter.java

I =2 > DRI EZRITT B
public class CsrfPreventionFilter extends Fil§ FEE2D2DD&E AN IS EEMDIIDIEE(E
: IS5—¢LULUTUEENS,
public void doFilter(ServletRequest request, | @ Z#nonceCacheDfE(CZEZL
throws IOException, ServletException { previousNonce B EENTUVEL.
- @ ZE#nonceCacheb*null TRRLY,

HttpServletRequest req = (HttpServietRequest) request;

& ® : nonceCachelCpreviousNonce
DIENEFENTNDH ?

@Suppresswarnings("unCheCked") P— Include?[" previousNonc
LruCache<String> nonceCache = nonceCache e
(LruCache<String>) req.getSession(true).getAttribute( | P

Constants.CSRF_NONCE_SESSION_ATTR_NAME); —_—

if (!skipNonceCheck) { omeeCache
String previousNonce = Is not null ?
req.getParameter(Constants.CSRF_NONCE_REQUEST PAR/

if (honceCache !=null &&!'nonceCache.contains(previousNonce)) {
res.sendError(HttpServietResponse.SC_FORBIDDEN); //T=5—4Li%

return;

;
D ERNE ] &H4D, QBEBICHRILBNEEICERWNBERS,|
}
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GET N—=o>
/manager/html/stop?path=/&org.apache.catalina.filters. CSRF NONCE=1A74098

9DB7347FB6FE1FFO2EC6A2C59 HTTP/1.1
Host: www.example.com

: ttvs3> \
Cookie: JSESSIONID=F11C4A2BDEE2759214A79D46F69B28
Authorization: Basic Og==

WEI—FK

GET /manager/html/stop?path=/HTTP/1.1
Host: www.example.com

[ DWTWRL |

Authorization: Basic Og==

mIET— RORA> -
UOTABMIEEND =T (GET/I\SA—=5FD
ord.apache.catalina.filters. CSRF_NONCE) &1t7w = 3 > (Cookie\w SO HIBR =

ncnd
JPCERT CC°®
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HA MEIE#EERRIT I DIEDApache TomcatDNIE IO —
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95,
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@ FESNTEEb—02 &Y S a>EHD b—D > DL

CsrfPreventionFilter.java

public class CsrfPreventionFilter extends FilterBase {

public void doFilter(ServletRequest request, ServletResponse response,FilterChain chain)
throws IOException, ServletException {

: UOIRRDEYSaoDERY
HttpServietR treq = (HttpServietR t t: 2AVEHEBMSL. B
fttpServletRequest req = (HttpServietRequest) reques e Cachol B 3.

@SuppressWarnings(“"unchecked")

tys3>
LruCache<String> nonceCache = ATSTUN TEMEECAEINE
(LruCache<String>) req.getSession(true).getAttribute( -y M—T>
Constants.CSRF_NONCE_SESSION_ATTR_NAME); J
if (IskipNonceCheck) { 35l "org.apache.catalina.filters. CSRF_NONCE" nonceCache
String previousNonce = null
req.getParameter(Constants.CSRF_NONCE_REQUEST_ PARAM); ...(B) 1 o

REI—RTEEY
>3 hHIBRENT
AL N A DY
TSI MIEFEL
RLES. nullhitg
mEns,

if (nonceCache != null &&!nonceCache.contains(previousNonce)){ ...(C)
res.sendError(HttpServietResponse.SC_FORBIDDEN); /[T =5 —4Li#
return;
}
}
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@ FESNTEEb—02 &Y S a>EHD b—D > DL

CsrfPreventionFilter.java

public class CsrfPreventionFilter extends FilterBase {

public void doFilter(ServletRequest request, ServletResponse response,FilterChain chain)

throws IOException, ServletException { UOTZRD)S A—Sh 5 EEHER
' BU. ZE#previousNoncelci&iNd S,

HttpServletRequest req = (HttpServietRequest) request;

: HTTPUOIX
@SuppressWarnings("unchecked") GET /manager/htmi/stop?path=/ HTTP/1.1
LruCache<String> nonceCache = Flost wanexample.com
(LruCache<String>) req.getSession(true).getAttribute( Authorization: Basic Og
Constants.CSRF_NONCE_SESSION_ATTR_NAME); \
previousNonce
if ('skipNonceCheck) { null
String previousNonce =
req.getParameter(Constants.CSRF NONCE_REQUEST PARAM); /N
KEI—RICE =2
if (nonceCache != null &&!nonceCache.contains(previousNonce)) { ...(C) ZHEENTLRND
res.sendError(HttpServletResponse.SC_FORBIDDEN); /TS5 —4Li2 | ThulbigEns.
return;
} =%l "org.apache.catalina.filters. CSRF_NONCE"
}
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@ FESNTEEb—02 &Y S a>EHD b—D > DL

CsrfPreventionFilter.java

public class CsrfPreventionFilter extends FilterBase {

public void doFilter(ServletRequest request, ServletResponse response,FilterChain chain)
throws IOException, ServletException {

—2 > DEEILEZRITI D,
TED2DDEMAL TS EEMDIIDES(R

' : " " IS5—&UTUEETND,
@SuppressWarnings("unchecked") @ Z#nonceCacheDIBECZEH

LruCache<String> nonceCache = previousNonce & ENTLVRL,

(LruCache<String>) req.getSession(true).getAttriby @) zZs#inonceCachebinull THLY,
Constants.CSRF_NONCE_SESSION_ATTR_NAkre=y;

HttpServiletRequest req = (HttpServietRequest) requestl

if ('skipNonceCheck) {
String previousNonce =
req.getParameter(Constants.CSRF_NONCE_REQUEST_PARAM);

if (nonceCache !=null &&!'nonceCache.contains(previousNonce)) {
res.sendError(HttpServietResponse.SC_FORBIDDEN); /[T =5 —4Li%2

return;

e

}
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@ FESNTEEb—02 &Y S a>EHD b—D > DL

CsrfPreventionFilter.java

OIFEFERR b—2 > DWREENE D= HREIEZRVD, BRI
D&M,

[Z#nonceCachebbnulll = TRYS 3 >R EDEDHELE
92~{AY|
ThD. Ty 3>BAEZHIBRYT B (CookienNy S &HIIRY

nse response,FilterChain chain)

B)Z & TE#nonceCachenullERD, TDOM—=I2DIR 5> pRFNEEETT S,
SEEBZEINA )R T B ENTES! uEODZ’.DG)%#b‘I'ﬁH EERDIOESE
@ SuppressWarnings("unchecked' D ZﬁnonceCached)ﬂE(:_Eﬁ
LruCache<String> nonceCache = previousNonceN& ENTLVERL,
(LruCache<String>) req.getSession(true).getAttrib§ @) zZE#inonceCachebinull THLY,
Constants.CSRF_NONCE_SESSION_ATTR_NA s

if ('skipNonceCheck) {
String previousNonce =
req.getParameter(Constants.CSRF_NONCE_REQUEST_PARAM);

if (nonceCache !=null &&!'nonceCache.contains(previousNonce)) {
res.sendError(HttpServietResponse.SC_FORBIDDEN); /[T =5 —4Li%2

return;

e

}
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public class CsrfPreventionFilter extends FilterBase { CsrfPreventionFilter.java

public void doFilter(ServletRequest request, ServletResponse response,FilterChain chain)
throws IOException, ServletException {

HttpServletRequest req = (HttpServletRequest) request;

HttpSession session = req.getSession(false);

@ SuppressWarnings("unchecked")
LruCache<String> nonceCache = (session == null) ? null
. (LruCache<String>) session.getAttribute(
Constants.CSRF_NONCE_SESSION_ATTR_NAME);

if ('skipNonceCheck) {
String previousNonce =
req.getParameter(Constants.CSRF_NONCE_REQUEST_PARAM);

if (nonceCache == null || previousNonce == null || tv>3>hnullTHS
InonceCache.contains(previousNonce)) { mea. RICIEFUITIR
res.sendError(denyStatus); M h=O2hFEN
return; TLWRWSSIETS—
} } ELUTUETS
: IEEE

}
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