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WELCOME to

RED HAT NETWORK

Spacewalk is an open source (GPLvZ) Linux systems management solution. Below
Passwaord: are some links that should prove useful if you have any questions regarding your
Spacewalk server.

Spacewalk Login:

Sign In
For details on Spacewalk, please visit our web-site at
http:/ /spacewalk.redhat.com.

For details on interacting with the Spacewalk community, please visit us at
http:/ /spacewalk.redhat. com/communicate. html
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Are you sure you want to deactivate your account?

Owerview

Your Account

Your Preferences ) ) ) ) , ) ,
You will be logged out immediately after pressing the ‘Deactivate Account’ button below, and
Locale Preferences . .
will be unable to log back in.

[ Deactivate Account ]
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POST /rhn/account/AccountDeactivationConfirm.do HTTP/1.1

Host: www.example.com

Content-Length: 14

Cookie: JSESSIONID=81099D8047CF94FEA3FB447C3C24AF98;
pxt-session-cookie=29x6ad3ed33446e2669c5e60a4b3080713a

submitted=true
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unable to log back in</b>.
</p>
</div>

<hr />

You will be logged out immediately after pressing the ‘Deactivate Account’ button below, and <b>will be

[Deactivate Account]
DOV ITEREETND
FormE3&

<div align="right">

<input type="submit" value="Deactivate Account" />
</div>

<input type="hidden" name="submitted" value="true" />
</form>

<form method="POST" name="rhn_list" action="/rhn/account/AccountDeactivationConfirm.do">

Deactivate IR > ZB U EEFIHXREBEBNBHTTPUOIIRA M

POST /rhn/account/AccountDeactivationConfirm.do HTTP/1.1
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[CWE-352 20X MIIARIA—->T V]
http://cwe.mitre.org/data/definitions/352.html
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(disableselfconfirm.jsp

HTTPL AR R e
HTTP/1.1 200 OK — ZEAZEN

<form method="POST" name="rhn_list"
action="/rhn/account/AccountDeactivationConfirm.do">

<input type="hidden" name="csrf_token* R EB(Ch—T>
value="-5813750909365530134" /> HZHTTPL R

<div align="right"> ZDF

. . . ormEZ=AD
<input type="submit" value="Deactivate Account" /> . o
Sty hidden/B 14 (A&
<input type="hidden" name="submitted" value="true" />
</form>
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disableselfconfirm.jsp ({EIE&D)

<form method="post" name="rhn_list" action="/rhn/account/AccountDeactivationSubmit.do">
<div align="right">
<html:submit>
<bean:message key="disableself.jsp.deactivate"/>
</html:submit>
</div>
</form>

disableselfconfirm.jsp ({ZIE#)

<form method="post" name="rhn_list" action="/rhn/account/AccountDeactivationSubmit.do">
|<rhn:csrf />.l e — o
<div align:"right"> | Z@A’S’O rhn:csrf b LD"ZhTL‘% I
<html:submit>
<bean:message key="disableself.jsp.deactivate"/>
</html:submit>
</div>
</form>
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FRHE IS T (CLKDCsrfTagZ = XA DdoStartTagA Vv RBPFENHEND
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CsrfTag.java

public class CsrfTag extends HiddenTag {

public int doStartTag() throws JspException {

HttpServietRequest request = (HttpServletRequest) pageContext.getRequest();
| HttpSession session = request.getSession(true); I\l =

v 3 ERE |

this.setProperty("csrf_token");
this.setValue{CSRFTokenValidator.getToken(session));

super.doStartTag(); E\Tg\/?%gftﬁg-a ‘
return SKIP_BODY; Y >3 it
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[£%] CSRFTokenValidator 7= X MDgetToken XYV w R

public final class CSRFTokenValidator {

public static String getToken(HttpSession session) {
String tokenValue = (String) session.getAttribute(TOKEN_KEY);
If (tokenValue == null) {

/[ Create new token if necessary

tokenValue = createNew Token(DEFAULT_ALGORITHM);

session.setAttribute(TOKEN_KEY, tokenValue);

}

return tokenValue;

}

\ \
| Tysa>noiEm | | b= DR |
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CsrfTagZ 5 AldHiddenTagZD S Az kA& L CTH D . setProperty XV w KA
setValue XV v R TIEESNIEIFFormEBRADhiddenEHE T HEN 3,

CsrfTag.java

public class CsrfTag extends HiddenTag {

public int doStartTag() throws JspException {
HttpServietRequest request = (HttpServletRequest) pageContext.getRequest();
HttpSession session = request.getSession(true);

this.setProperty("csrf_token");
this.setValue(CSRFTokenValidator.getToken(session));

super.doStartTag();
return SKIP_BODY;

) J0N\71Z2tY FFBIZETHIMLOFormEBRAICUTOL SR THIETNDS.
<input type=“hidden” name=“csrf_token” value=“<getToken() CfEREhiz b—0>>" />
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CSRFTokenValidator .java
public final class CSRFTokenValidator {

public static void validate(HttpServletRequest request) throws CSRFTokenException {
HttpSession session = request.getSession(); w3 EMEUITANC
r—=o>hEFNTLSIHZIREL

if (session.getAttribute(TOKEN_KEY) == null}+
throw new CSRFTokenException("Session does rjot contain a CSRF security token");

}

if [request.getParameter(TOKEN_KEY) == null}~=

throw new CSRFTokenException("Request does not contain a CSRF security token™);

}

if ('session.getAttribute(TOKEN_KEY).equals(request.getParameter(TOKEN_KEY))) {
throw new CSRFTokenException("Validation of CSRF security token failed");

}
}
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CSRFTokenValidator .java
public final class CSRFTokenValidator {

public static void validate(HttpServletRequest request) throws CSRFTokenException {
HttpSession session = request.getSession();

if (session.getAttribute(TOKEN_KEY) == null) {

throw new CSRFTokenException("Session does not contain a CSRF security token");
} LYSa>EHREVITIRANMIEENS
r—2 > hE—TH S hEREE

if (request.getParameter(TOKEN_KEY) ==|null) {
throw new CSRFTokenException("Reque$t does not contain a CSRF security token");

}

if (!session.getAttribute(TOKEN_KEY).equals(request.getParameter(TOKEN_KEY))) {
throw new CSRFTokenException("Validation of CSRF security token failed");

}
}
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Cookie:
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B OWASP CSRFGuard Project
https://www.owasp.org/index.php/Category:OWASP CSRFGuard Project

€

>

mIPAISECTFa17 - JOTJS =R

Web 7 UL —= 3> %R
EAE v g yik  UOIT X MEE (CSRF) MR

https://www.ipa.qo.jp/security/awareness/vendor/programmingv2/contents/301.html
|PA mufEszA WEDEHEERHE
E¥a7- 0555 BE

SECURE PROGRAMMING COURSE

RO TIHYA MOED A, IPA

https://www.ipa.qo.jp/security/vuln/websecurity.html
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