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Apache Commons &(&

B F(C Apache BEHERFETHU\SNSD. B ARIEER Java
dAi—R> haFEHTWBRTOZT I b

B IRIFLRTIIOU OB T TO T MHFIE
TRYIIOSTY M
WebB:E FileUpload, HttpClient=, Net ...

XML& Betwixt, Designer, Jelly, IXPath ... ...etc
d—7«'J7« BeanUtils, Configuration, Logging ...
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HttpClient &(&

BHTTPOUSA 7> eHEHFREITDICHDITSASA
J=Y

B HTTPEE(ICEADB3IEARNRQUIEN S TS U1k
SNTWL3S

B HttpClientZzFIF 9 3 E CHTTPEEZITD 7
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MessTE DI E

B HttpClienthSSLIBIEZITDIRIC. &=k —/oH—/\
SEBAZ DAREEMTHON TR D TE

B ZDfz&. HttpClientz{ER U7 TV —2 3203, 1E
FROEEZF VWS — ) \ANDSSLIBIEEZ TS —73 L
CiFnJLCUZEDIZ

XARARFI A MME BEFEEZEARE I D Apache Commons 2.0.1 ZXISRICEEE L TL\D,
(e384 (& Apache Commons 2.0.1 LA (CFF1E)
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m RFC5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile
(http://tools.ietf.org/html/rfc5280)

SSLAERAZ DIREENE & U CU T O KL SRIEEZ T,
REEICBEEIT 37 TUXLZEREL TS,
(Section6. Certification Path Validation)

1. FAITo DR (CA)NMEHEESNTUVWSCATH D EZHER I D

2. IREOHANTEBEANICHIH ESHEHERIT D

BIRFRAICHENT, SBEIE U TULWRWC EZHEIR T D

4. FITICCADONRHF—(CELD., REEDTSHINBAZIRIET D

5. 5 —/)\—DiEBAED RAA ALY —/)\—BEDO RAAL 2 E—H
?573\&573\&5&%@3_5

COBERITE. 5. DRAADELIRZ )%
FREE I DUIEZ RO CRETUN,
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H—/)GEAZE DR HAE
H—)GIRE(ICE. UTOLSBIERNSENS.

CN H—)& (RXA2ED) WWW,pCErt.or.jp
ou BEERIRDOENE S System Administration Group
B = R Japan Computer Emergency Response Team Coordination Center
L EEMEAEOPRE (HXHEAT) Chiyoda-ku
ST EZEMEAEORE (BhERTFR) Tokyo
C E=ERAEOPE (Ef) Japan
—sIEBAZE DB RNEAME

—sEBAZE Z F1T UTZEEBRTEREA(C A)D/ X

XCNICIE 1 DDIRRA MUDGRTERWVESD., EBHIRA MJ\—F ¥ ILRRA
NERZEEE UEIESR T « —JL R subjectAltName EAERENTHD.

CNI1—=ILREDEEFETND.
JPCERT CC°
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H— ) GEBEDIRIINS
RFC 2818 [HTTP Over TLS] TIEATOLDICEE NTLDB,

~

the client MUST check it against the server's identity as presented in the

ser\égr'g Certificate message, in order to prevent man-in-the-middle attacks.
()

the (most specific) Common Name field in the Subject field of the certificate

MUST be used.

HAE \
FEECRBIBEREFH I DEHIC. 9517 ME. cnzES—/){—D
SEBAEA Y -2 RSN —/\—DER(CES UL TFI v I URT
NUITRDEFHA(MUST),.

(FREX)
SIEBAZE D Subject T+ —)L R C D (m=EHEMRRY)7E Common Name 7 —
JL RZFERURITNIERD FEA(MUST),

RFC TlX MBEASDCN(EKz(EsubjectAltName)DiiE] &
[IRA Ml O—RZRIEIT D EDA. EETNTWNWSD.
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Middle INE)H\ O] BE
—SSLIBENEDER. S AN E]EE,
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H—)\(CIEHRSED
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JINEBIELU. 951472 MW UTIEIERDY—/NEL
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HTTPSZ Ot ABOETIO—

e D347 > bk
) D347> b \
PIVor—>3> ] | HttpClient
— i SSLSocketFactory
HttpClient::executeMethod(): Java Native
I
Z SSLSocketFactory:: PRIt L
H—)GIBRZEE S createSocket() == _ S_Shiﬁ_ﬁ._ e H—)(
SSLSocketATS1 U b%& ; EHELE ||| e ———— -
Z(FED. HitpClientISR 5 N emsn =
w e SSLSocket [l 4€&== &
HCERTS ATSTIN o —) IS
L -
VITARXE wrreuszz b |
USTRRRE | >
:E | 7
- R ERER R
BEER | | € mren 57
N

DSATP > NFPTUT—S 32 ([CIHERRDY VIR MR EFRDHDIRENSD
XY —) GIAERERESELSSLSocketAT S 1T P MIEEZNRLY
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VYV —X— R

O OISAT7> NPT —23 > HitpClient> -1 S5 UD
executeMethod XV v RZIFUH T,

@ executeMethod XY v RHv5javax.net.ssl.SSLSocketFactory 27
> ADcreateSocket AV w RO . —/NEDSSL 7
AN AVAC IS

@ HttpClient> 1 J S U(CORT> 3> AT > 1 MSSLSocketA
J2x 0 MR ENS,

@ HttpClienthSSLSocketZ{ERA LU CHTTPU UL X hEXET D,

® B—)WBHTTPL AN AZZRTERD TOSA 7> 7T
T—232(ORENIT S,
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OQIPSAT7 > b P IT Vo —=3 > hHttpClient@executeMethod X
Vv REFOHT

SimpleClient.java

public class SimpleClient {
public static void main(String[] args) {
try {

HttpClient httpclient = new HttpClient();

GetMethod httpget = new GetMethod(“https://www.jpcert.or.jp/”’);

try {
int statusCode = httpclient.executeMethod(httpget);
if (statusCode != HttpStatus.SC_OK) {
\ // Error handling here Ht&pCIie‘-‘nto*_f)ZG’)Z’é{’Fﬁlz\ Get =

}ﬁggtlﬁl[]{response = httpget.getResponseBody(); ;(:c‘ﬁtgh;étjh;;_&%%*iﬁg%
httpget.releaseConnection(); o

}
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@ executeMethodPITSSLSocketFactoryZZ 5 AMcreateSocket X
Vv RREFUHEN, Y—)NEDSSLIEGRD TS,

HttpConnection.java (HttpClient.executeMethod >> HttpConnection.open) T

executeMethod bS5 I
viiEchsig

public class HttpConnection {
public void open()|throws TOException {

L

this.socket = socketFactory.createSocket(
host, port,
localAddress, 0,
this.params);

CALL

SSLProtocolSocketFactory.java

public class SSLProtocolSocketFactory implements SecureProtocolSocketFactory {

public Socket createSocket(String host, int port, InetAddress clientHost, int clientPort)

throws IOException, UnknownHostException { JE4E TR
return SSLSocketFactory.getDefault().createSocket(host, port, clientHost, clientPort);

16 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC S



@HttpClientSAIT S VICARISI AT TP MSSLSocketAT
ST MDEREIEhS.

SSLProtocolSocketFactory.java

public class SSLProtocolSocketFactory implements SecureProtocolSocketFactory {

public Socket createSocket(String host, int port, InetAddress clientHost, int clientPort)

throws IOException, UnknownHostException {

return SSLSocketFactory.getDefault().createSocket(host, port, clientHost, clientPort);

SSLSocketAIT 1T hEIRANT S

SSLSocketFactory::createSocketAYwW Rk }

HttpConnection.java (HttpClient.executeMethod >> HttpConnection.open)

Return

>

public class HttpConnection {
public void open() throws IOException {

this.sockelg = socketFactory.createSocket(
OSTt, port,
localAddress, 0,
~arams);

}

- HttpClientS - 'S UMHttpConnectionZ? S5 XM

} AIEBIC. SSLSocketAT ST Y NEISNT 3.
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@ HttpClienth'SSLSocketZ{ERA UTHTTPUI IR b2&2iX{ET B,

HttpMethodDirector.java (HttpClient.executeMethod > HttpMethodDirector.executeWithRetry)

private void executeWithRetry(final HttpMethod method)
throws IOException, HttpException {

this.conn.open();

applyConnectionParams(method):

method.execute(state, this.conn);
DO IR MR {E0E

TDE. HttpClientS1 IS URICHRIFLI=SSLSocket
AT O MEFIAUTUOIIR MEELNTONSD,
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® H—)\DSHTTPLARI RZRITRDIOSA 7> NPT UI—>3

ICIRAT Do

SimpleClient.java

public class SimpleClient {
public static void main(String[] args) {
try {
HttpClient httpclient = new HttpClient();

try { PVEEPFIE]

GetMethod httpget = new GetMethod(“https://lwww.jpcert.or.jp/”’);

int statusCode = httpclient.executeMethod (httpget);

if (statusCode != HttpStatus.SC_OK) {

/[ Error handling here
}

byte[] response = httpget.getResponseBody();
} finally {
httpget.releaseConnection();

P
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R & EDXR
e SEIDF7IT VS —3>(CHBITFB3EFENLRIRERS
BIIRD RFC 2818 [HTTP Over TLS| (38D TLVRLY !

GERREZEDIRIESEE U T, )SEBHZ D Subject T —JL RICHD(REBEEARD)A
Common Name 7« —)L RZER URITUIIRD FHAMUST)

H— ) \NIEHEE. SSLSocket i’ — ) GERFEZEZEEL T
WD, EDRREEZ—tiTo CLViaofzfzsd, B—/)($
(CNA2subjectAltName)H'B/x D3 — )\ TEIEFE ([CEH D
TLZFEDIC

® BRARICHUTESIANETEZOIEDL
B — ) GIBREZEDRIIZE I D, ANERY—/GEBETH
DCEMHBALES. ITS5—KREBELTIRS,
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HTTPSFZ VT ARDRITIO—(CH T DEER

D347 > bk

(==
) D347>b

ZIUor—>3> ] _—| HttpClient

— SSLSocketFactory
HttpClient::executeMethod(): Java Native
I
ZSSLSocketFactory:: PRIt L
createSocket () === SSLiER H—/)

HtpClientZSSLE | S emm || oo

el (C o —) GERRE K —b

DIREZITO TS5 ssLsocket £ 4€—P|LEFEH a—

9. Y—)\DEHE ATSION H—) GERE

Z S U TLVR L =T n

SR wrrruozz s |
USTRRRE | >
" N\, R ;S prype d
BRER | | € wean 57

\ DS54 > RPTV—23>TlE.
\_ H—)GEBEEi#E%E SO SSLSocket A

TSI haRFBRNWEs), RS
DRGEETERN! !
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HTTPSFZ VT ARDRITIO—(CH T DEER

[ @HttpClientSAITSVUICARISIAAT ST UM (SSLSocket
ATSTOBR) BiRFPEND. 1| OO— RICEENDD.

SSLProtocolSocketFactory.java

public class SSLProtocolSocketFactory implements SecureProtocolSocketFactory {

public Socket createSocket(String host, int port, InetAddress clientHost, int clientPort)

throws IOException, UnknownHostException {

return SSLSocketFactory.getDefault().createSocket(host, port, clientHost, clientPort);

[ Point! ]
createSocket ZIFUN Uz, IREIESMND Socket AT 10 b
NEx e < @EFE IO USRI U TLS,
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EIEMd—F
B — ) UEibF D J O — (CEEASHREEIE G hENlE=Nn/z.
O OSAT7 > 7TV —23 28— ) \ANDOEFEFIR(CHSNT
HttpClient= -1 2 = L MexecuteMethod X Vv RZMEUH T,
2@ executeMethod XY v RhvSjavax.net.ssl.SSLSocketFactory 275 AMD
createSocket XV w RMIFENH =N, H—/)NEDSSLIEEHINHEIL T D,
@ HttpClientS 1 IS UICORIZ 3> AT 1 MSSLSocketA T
I 0 MMREND,
3’ SSLSocketAT ST I MMCEFNDIY—/)GIAEERIRIIT S
@ HttpClientH)'SSLSocketZ{HEAH U CHTTPU O IR hEX(ET Do
® Y— )\ SHTTPL ARV AZRTM O TIOSA 7> b7 T UG —
>3RI D,
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{ZIERR— R

Yoy MBI SHEIAZE RS U. TRA MARRELE
Z1T D,

| SSLProtocolSocketFactory.java

public Socket createSocket(String host, int port, InetAddress clientHost, int clientPort)
throws IOException, UnknownHostException {

Socket sslSocket = SSLSocketFactory.getDefault().createSocket(host, port, clientHost, clientPort);
e

verifyHostName(host, (SSLSocket) ssISocket);
return sslSocket; KRR NAIRSELER

=

}

RENENT=V v MEHR(SSLSocket) % ssISocket (CH&AL . R b
ZZRIET DAYV W R verifyHostName() (SE I KD ITIELE,

IRA R U D IEHE(X. SSLException M AO—2N. &
IR EER T I DRI,

% SSLException (& I0Exception DikEDT S X
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e : /RA MAIRELNE
1) SsLiEmENIztY S 3 > 15Hb SR ERIRENS

| SSLProtoclSocketFactory.java > verifyHostName(SSLSocket)

EIEEHEEE@JGDHQ%

<
$og,
+@g§ —
SEBAETIERIS

verifyHostName(host.trim().toLowerCase(Locale.US), (X509Certificate) certs[0]);
\f}ﬁ%ﬁ?ﬁﬁ—/ (DBEEET
+

H— )\DIAZECOIRIIANIE R
\ )
8=

2 ) EEM%’I%*E’J\B CN(subjectAItName) I> l\ IJ EHX??EI lth ! (0]

| SSLProtoclSocketFactory.java >...> verifyHostName(X509Certificate)

String cn = getCN(cert); €=
CN#&H{S(cn)

Certificate[] ¢ erts = session.getPeerCertificates();

verifyHostName (host, cn.toLowerCase(Locale.US), subjectAlts);
host & cn DIRSEALE

X 2) THUH =N B verifyHostName RIC T, @HICD 1)L RA— RHMEIDONTLY
DCNBHBTHER=N., EFHRULD EULTULDRA Mhost) EEEBAEDCNL J1—
RenMW—¥ET3MNFTVvIoETnsd,
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Y —) GERAEIREEICET 325158 (1)
(F318)

m RFC5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile
(http://tools.ietf.org/html/rfc5280)

SSLEAFAZEDIREANET & U CAT DKL DIRIEEHZZEIT .
FREECBIT D77 ILTUXLZERLTULD,
(Section6. Certification Path Validation)

1. FAT T DR (CAMMEHRENTWVWSCATH B &R I D

2. HEDRMH BHHERICH I ESHEHERET D

BIMIFRICHNT, SEBAELNRZIUTWNERWNE L2 R T D

4. FITITRCADLHAF—(CX D, REEHEDTSIINERZIRELIT D

5. 5 —/\—DFAED RXA 22T —)\—B&ED RXAA1 > %L —H
?573‘&573"&@%@?5
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B —) GEASIRIEICRIT 5215382

m Microsoft [SSL/\> RS T A OTOY— )\ O X(CEAIBERA] L0
http://support.microsoft.com/kb/257587/ja

SSLZBICULIZOSA77> hTld. UTOFIEZRTLUTY—/\—DE =B LE T,

1. IRECHMNHTBEHHMBEACH I ESHEHER LU F T,

2. FATITDRHERE (CAMMERENT LS CA THH L &EMHERB LT T .

3. 1T CADLHF—(CEKD. REHEDTSHINBRAEIRELF T,

4. 5 —)\—FAZED RAA AP —/)\—BED RAA 22 E—HIT I ESHEHER L
ES IR

mGoogle [Browser Security Handbook| &b
http://code.qoogle.com/p/browsersec/wiki/Part2

C CCIIUTZAIE/REEBAZE S UTIRD TULNV D,
« EFESN BB IC K> THA > SN TLVRL
- HABR N
« RAA>ZESEUIRL

BIAH. RXZDFFE)
invalid certificates (not signed by a trusted entity, expired, not matching the
current domain, or suffering from any other malady)
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http://code.google.com/p/browsersec/wiki/Part2

CWE: Common Weakness Enumeration

« CWE-295: Improper Certificate Validation
=>EfgiREE. SEBAZZIE U <AREEL CTLVRLY

* CWE-296: Improper Following of a Certificate's Chain of Trust
=IEAEF T — > Z1E U <ARFEL TULVRLY

*CWE-298: Improper Validation of Certificate Expiration
= HARMIN TV ZIE U <ARFEL TLVRLY

*CWE-299: Improper Check for Certificate Revocation
=S NI (C78 D TLVRWLWAZ IE U <AREEL TLVRLY

http://cwe.mitre.org/

c W Common Weakness Enumeration
A Community-Developed Dictionary of Software Weakness Types
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BABROE/EEFIPCERT/CCICIEE LE T,

BAERSD DN GTED—EIZ5IM - Ir#) - BRI DER(E. 51T, EREE XU URL DRAR%ZE
HRAWLLET,

sCEkI

5|Am : —MHEEEAIPCERT d—F 4 %—>3>t> 45—
Java 7T UG —2 3 2 HEssE IR ER
Apache Commons @ HttpClient (Cd5(F23 SSL H—) GEBAERETE il
https://www.jpcert.or.jp/securecoding/2012/No.07_Apache_Commons.pdf
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