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JPCERT CC°®

Application Server

JBoss Microcontainer

[ MetaMatrix (coming soen) |

5 Copyright©2013 JPCERT/CC All rights reserved.



http://docs.jboss.org/jbossas/docs/Server_Configuration_Guide/beta500/html-single/index.html
http://docs.jboss.org/jbossas/docs/Server_Configuration_Guide/beta500/html-single/index.html
http://docs.jboss.org/jbossas/docs/Server_Configuration_Guide/beta500/html-single/index.html
http://docs.jboss.org/jbossas/docs/Server_Configuration_Guide/beta500/html-single/index.html

6

ReSsTEDIE

—JBoss Application Server(C(&. IMXO>YV—)LEWDETE

PEEMMFIE T Do

—IMXA> YV —)LIE. HEIS S —)NDS 7w T AD
J71)LD77wvTO— RIREDOEIBHEEETIRHE LU TULB,
— Z0HRDT 7 A )AREMEE(CPWN T LI MY hS5)(—

SILDIESSENMFIET Do

——]

o

Copyright©2013 JPCERT/CC All rights reserved.

|- 11I]

-
aS,

JPCERT CC°®




T4 LI RURSI\—B)LEE

B/ ADEZEARIECIEEESNDZCET, BEHNDT 71U
O L O MUK UTERENMTON T UEDINE,

B J71IVRE Gt UIZEHIBRSE) (CHITD/IAD
B%x., WS SZ(TE > e AN ETICEIRIICERNRT DT
JU— 3> TRET D,

@ J71IVERE %
‘ L

@ http:/iwww.example.com/
?file=../..1../..]..Ietc/passwd

E%U\
A
® HE B
HRE M}?ﬁ AR
2<
7 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC S




fessENEBRENEIZSDIYRD

BER B ERDITmA LN
T -3 A EET 3T — /DT 71 ILDK
BHEAH SN, HERIEHRNTER T BEEEENEH D 2
9,

B> AT/ APPTF—HDRIE - i A
T T — 3 hEHET R —/\ DT 7 1L
A HIBgEN., Z7TUS—S 3> D8EIE. EIERE
H— IR (C BN R NTTREE NS D E T,

/1]

&=
B=

8 Copyright©2013 JPCERT/CC All rights reserv

Vi S

JPCERT CC°®



JMXd>YV—=ILE&X

—IMXO> V=)L, H—=)\DOERITIKREZS Y > THE
DERIREZITDOHEEE
—IMXTI> Y — LD T A JUARAFAE T (U F IR TR
m D77 )LAERK
m 7 -)LHIER
B D7 1) UIF1EHEER

—AREETTI—2a3>0T7O00 S AREBEINTULDI/N
ABRTFDIT7AILICH U TDH. LERDIRVENBIEETH D,

9 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC 4



JIMXO>V—ILDOEH

—IMXI 2V —=)LDNSAIERUIT R NzXET DI
[T CRESEMNERTSE, 77U —2 a3 M BE@d
D —)\NDEEDT 71 )UERK. BHIPR. F1EhE:R
ZITD C ENBIREE TR D,

— JBoss Application Server®J A )L &k

H=)
iboss | AT 7 1 ViRIEDTIRE SR |

l serverl

MfessE%E BRI D ET.
H—)\RDERD/IN\ADT 7
1 IVIE{ED\RIGEL 1R

10 ‘ Copyright©2013 JPCERT/CC All rights reserved.

JPCERT CC°®



IMXAA>YV—JLDEH

BIMXO2 Y —)L%&8E U T I 7 1 JAER/BIBRFIERERR AR & &
I DTETIART EN AR
7 7 1 JVLIERR%RE T 7 - )VBIBRIEHE
OREDT 7 A ILOHIBRHERIC LB LB
STFIUTREDEE, 1T —DEiE
& RIER/ (1 FUDEE
=T LR\ I RP DEEES
&5 —) (L THBT 3H — EXNDKE
=>WebI>F 2 WYDHEAE

T 7 1 )VIF1EERHLEE
=74 L O NIBEZRARBCET. OS/\—2g> S ESE

11 Copyright©2013 JPCERT/CC All rights reserved. JPCER’F CC 4



IMXA YV =)LICHTDT 71 ILIERL

IMXOY —)L&FAUTZ T 7 A JAFREFOAIE T O —
(FLAF DK DICIRD,

© 95472 b5 UTITA MIEEETND
@ 7TULT—= 3> (Iboss Application ServeniU O TR b &S

L. IAILSE. T7AIVEA. HiakF. 7M7) —5FDEHR%
BROH9

3 DeploymentFileRepository’”Z 5 AMstore XAV w R TIJ 7 1)L 7=
AR
@ BERZSODL AR AT SAT > MANXESND

12 Copyright©2013 JPCERT/CC All rights reserved. J P CER’F CC 4




OQOI5A7 > b SVUDIX MEEENSD

J7 1)L [.hestfolder/testfile.txt] YERXV 2T X Y E
DEDIHWIBENBINRTHLD,

~
JMXA>YV—=Ib
€ MBean Inspector - Windows Internst Explorer =
ArAI(E) B|EE) FERN) BRICADRA) YT ~LF(H)
2 BRICAD | <. MBean Inspector

|
?

void store()

MBean Operation.

ParamType ParamDescription

pl java.lang.5tring | testfolder (no description)
I p2 java.lang.String | testfile (no description)
p3 java.lang.String | t« (no description)
p4 java.lang.String | testcontent (no description)
p5 boolean @ True © False (no description)

Invoke
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OQISAT7 > OB UDITRA MhYSEEEND
HTTPUJIAX b

POST /jmx-console/Html|Adaptor HTTP/1.1
Host: localhost:8080

action=invokeOp&name=jboss.admin%3Aservice%3DDeploymentFileRepository&
methodIndex=5&arg0=testfolder&argl=testfile&arg2=.txt&arg3=testcontentar
g4=True

arg0 : fE I3 I 71 ILDLEI T A ILF %
argl: J71I 4

ERHTTPUSIA NERET BIhOHTML || ass ' 301 rone

<form action=‘/jmx-console/HtmlAdaptor’ method="POST' >

<input type=‘hidden’jname="arg0’ value="testfolder’>
<input type=‘hidden’jname="arg1’ value="testfile’>
<input type=‘hidden’jname="arg?2’ value=".txt’>

<input type=‘hidden’lname="arg3’ value=‘testcontent’

</form>
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@F7ITV—>3>hUOIAMERZEL. JE—UBERHK
7 7 1 )LERK I DeploymentFileRepositoryZ7 = XM
store XY v RTITHND,

p—

HTTPUO IR b

POST /jmx-console/HtmlAdaptor HTTP/1.1
Host: localhost:8080

...&argO0=testfolder&argl=testfile&arg2=.txt&a
rg3=testcontent&arg4=True

BEIDIAVY R

HtmlAdaptorServlet.doPost()
HtmlAdaptorServlet.processRequest()
HtmlAdaptorServlet.invokeOp()
Server.invokeOp()
Server.invokeOpByName()
MBeanServerimpl.invoke()
XMBean(AbstractMBeanlnvoker).invoke()
Invocation.invoke()

Invocation.dispatch()
ReflectedDispatcher.invoke()
Method.invoke()
DelegatingMethodAccessorimpl.invoke() ]
NativeMethodAccessorimpl.invoke() public class

NativeMethOdAccessorlmpl.inVOkeO() DeploymentFlIeRepOSItory...
DeploymentFileRepository.store() ) public void store(

-
JPCERT CC°®
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@ DeploymentFileRepositoryZ S AMstore XYY RTI 71 IV {Em%

DeploymentFileRepository.java

public class DeploymentFileRepository extends ServiceMBeanSupport
Implements DeploymentFileRepositoryMBean

{

public void store(String folder, String name, String fileExtension, String data,
boojéan noHotDeploy) throws I0EXception

{

arg0:"testfolder” arg2:”.txt” arg3:"testcontent”
arg1:"testfile”

storeXYw RDE151# (folden)CUOI IR FDarg0. 525|#(name)lc
argl. E835l#(fileExtension)lc(3arg2. 8845l (data)lc(Farg3DiED
EEhs.

16 ‘ Copyright©2013 JPCERT/CC All rights reserved. JP CERT CC®




@ DeploymentFileRepositoryZ S AMstore XYY RTI 71 IV {Em%

DeploymentFileRepository.java

public class DeploymentFileRepository ...{ (IFFNSrNppes

public void store(String foldér, String name, String fileExtension,
String data, boolean noHotDeploy) throws IOException
{
log.debug("store called");
File dir = new File(base, folder);
log.debug(“respository folder: " + dir.toString());
log.debug("absolute: " + dir.getAbsolutePath());
if (!dir.exists())
{
if ('dir.mkdirs())
{
throw new RuntimeException("Failed to create directory: " +
dir.toString());

17 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC 4



®DeploymentFileRepositoryZ S AMstore XYY RTI 71 IL&{ER%

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

public void store(String folder, String name, String fileExtension,
String data, boolean noHotDeploy) throws IOException
{

testfolder

log.debug("store called");
File dir = new Flle(base folder)

5|&folderz{EA LU CFileAT > 10 bR T B
base(djmxI> Y —)L ETRESNIZI 25T 2 VERSF
DT 4 LI KNIKADFileATZT O THD., T
JAJL Tl [./deploy/management] &7x3,

} TDIES. S TERRESNBFileAT 210 bR
} (& [./deploy/management/testfolder] 733,

JPCERT CC°®

throw new RuntimeExc
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@ DeploymentFileRepositoryZ2 S AMstore AVY RTI 7 1 IV ZIER

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

public void store(String folder, String name, String fileExtension,
String data, boolean noHotDeploy) throws IOException

|Og debug("store called"\:: Jdeploy/management/testfolder

File dir=T1€éw File(base, folder);
log.debug("respository folder: " + dir.toString());
log.debug("absolute: " + dir.getAbsolutePath());

if (!dir.exists())

{
i ({dir.mkdirsOb Ib[\.{{‘g%p;;//llméanagement/testfolderJ ‘
{

throw new RuntimeException("Failed to create directory: " +
dir.toString());

}
}

JPCERT CC°®
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@ DeploymentFileRepositoryZ2 S AMstore AVY RTI 7 1 IV ZIER

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

public void store(String folder, String name, String fileExtension,
String data, boolean noHotDeploy) throws IOException

{ 25|28 & 5635|807z {F > CfilenameZERk

9B, < Cld ltestfile.txt] &18D,

if ('dir.mkdirs())

String filename = name.replace('', ' ') + fileExtension;
File file = new File(dir, filename);

File tmpfile = new File(dir, filename + ".tmp");
PrintWriter writer = new PrintWriter(new FileOutputStream(tmpfile));
writer.write(data);

writer.close();

20 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC S



@ DeploymentFileRepositoryZ2 S AMstore AVY RTI 7 1 IV ZIER

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

folder, String name, String fileExtension,
n noHotDeploy) throws IOException

public void store(String

Jdeploy/management/testfolder/testfile.txt

Jdeploy/management/testfolder

fillename = nang eplaceﬁ","M;

File file = new File(dir, filename);
File tmpfile = new Fil&(dir, fillename + ".tmp");
PrintWriter writer = new\PrintWriter(new FileOutputStream(tmpfile));

writer.write(data); \
_ (data) FileA T
writer.close(); [ ./deploy/management/testfolder /testfile.txt |
& ARRK.

JPCERT CC°®
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@ DeploymentFileRepositoryZ2 S AMstore AVY RTI 7 1 IV ZIER

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

public void store(String folder, String name, String fileExtension,
otDeploy) throws IOException

Jdeploy/management/testfolder /testfile.txt.tmp

ion;

File tmpfile = new File(dir, fillename + ".tmp");
PrintWriter writer = new‘irintWriter(new FileOutputStream(tmpfile));

writer.write(data);

- . —J 7 IILADFileATZT O
erlter.CIose(), [ ./deploy/management/testfolder /testfile.txt .tmp ]

ZER T D,
JPCERT CC°®

22 Copyright©2013 JPCERT/CC All rights reserved.



@ DeploymentFileRepositoryZ2 S AMstore AVY RTI 7 1 IV ZIER

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

public void store(String folder, String name, String fileExtension,
String data, boolean noHotDeploy) throws IOException

{

—B 271
if (1dir.mkdirs! | /deploy/management/testfolder /testfile.txt .tmp |
( (C2E45|&dataDfEZES 2,

String filename = name.replace( + fileExtension;
File file = new File(dir, filename);
File tmpfile = new File(dir, filenamye + ".tmp");

PrintWriter writer = new PrintWriter(new FileOutputStream(tmpfile));
writer.write(data);

writer.close();

Jdeploy/management/testfolder /testfile.txt.tmp

JPCERT CC°®
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@ DeploymentFileRepositoryZ2 S AMstore AVY RTI 7 1 IV ZIER

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

public void store(String folder, String name, String fileExtension,
String data, boolean noHotDeploy) throws IOException
{ FileAZ>1IOb
: [ ./deploy/management/testfolder /testfile.txt ]

File file'= new File(dir, filename);
File tmpfile = new File(dir, filename + ".tmp");
PrintWriter writer = new PrintWriter(new FileOutputStream(tmpfile));

Wr.iter.write(d ata); [ ./deploy/management/testfolder /testfile.txt |
_writer.close(); | "BECTFIEL TLIZSHIBR 9 2.

if (file.exists() && noHotDeploy)

{ /

file.delete();

J

If ('tmpfile.renameTo(file))

{

24

Copyright©2013 JPCERT/CC All rights reserved.



@ DeploymentFileRepositoryZ2 S AMstore AVY RTI 7 1 IV ZIER

DeploymentFileRepository.java

public class DeploymentFileRepositor

FileAZ Tk
[ ./deploy/management/testfolder /testfile.txt ] btring fileExtension,

{ | FileAD'STO N
) [ ./deploy/management/testfolder/testfile.txt.tmp]

File file = new File(di § ,
File tmpfile= new File(dir, filename + ".tmp");
PrintWriter writer = new PrintWriter(new FileOutputStream(tmpfile));
writer.write(data);

writer.close();

if (file.exists() && noHotDeploy)

{ —KIJ7AIL
: [ ./deploy/management/testfolder /testfile.txt.tmpl Z
file.delete(); [ ./deploy/management/testfolder /testfile.txt | (C
1 ZE LU TCUIEN T T,
if (Itmpfile.renameTo(file)) _—
{

25 Copyright©2013 JPCERT/CC All rights reserved.



@DFRBRESTL AR AR SAT7 > bNEEETNS.

7 A IANERIMENME T U, BRZL AR AELTISAT7> b
NIXET Do

@Q @ | <. http://localhost:8080/jmx-console/HtmIAdaptor

J7PAILE) #|EE) FER(N) BIUTADA) Y—ILT) ~ILF(H)
o BACAD | *.. Operation Results

‘Boss JMX MBean Operation Re:
o0

Back to Agent View Back to MBean View Reinvoke MBean Operation

Operation completed successfully without a return value.

2 | &5

JPCERT CC°®
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IEJ—R

HTTPUOIRX b

POST /jmx-console/HtmIAdaptor HTTP/1.1
Host: localhost:8080

action=invokeOp&name=jboss.admin%3Aservice%3DDeploymentFileRepository&methodind
ex=5&arg0=..¥. ¥ ¥ ¥testfolder&argl=testfile&arg2=.txt&arg3=testcontent&arg4=True

~

arg0 : fE I DT 71 IWNDER T A IV T
argl: I71 )4

arg2 : I 7 1 JVHLEF

arg3: 771 IOAE

mIET— ROIRA > b
IS A—=Farg0DfEE LT LT« LU hUZRRIIEZZ AT
[..¥.¥ ¥ ¥estfolder] MEESNTLD,
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IEJ—R

WEI—RDOHTTPUI IR haXEET DI2HDHTML

<form action=‘/jmx-console/HtmlAdaptor’ method="POST >

<input type=‘hidden|name="‘arg0’ value="..¥. ¥ ¥, ¥testfolder’>
<input type=‘hidden]name="‘arg1’ value=‘testfile’>

<input type=‘hiddenjname="‘arg?2’ value=".txt’>

<input type=‘hidden|name="arg3’ value=‘testcontent’

</form>

S
arg0 : YE I BT 71 IWNDLEHMT AT 5
argl: I7 1)
arg2 : 771 )VLEF
arg3: 771 ILOAE
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@ 7TV —=3>(Iboss Application Server)NJ T X ha={E
L. AT Tr7AIV&. kT J7A0IILT7—5DERZ
BOHd

[ 3 DeploymentFileRepositoryZ 5 A MDstore XV R CTI 7 1)L 7zZF ]

DERS
@ BERZZIDL AN AMDTSAT > MANIXESND

WEIJ— RBRITENEZRIC, COUETST 1L
I U RSI\—BILEREDRIZIT B
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WE]— REITHS

@DeploymentFileRepositoryZ S AMstore AV Y R T I 7 1 JLIERK

DeploymentFileRepository.java

public class DeploymentFileRepository extends ServiceMBeanSupport
Implements DeploymentFileRepositoryMBean

{

public void store(String folder, String name, String fileExtension, String data,

boojéan noHotDeploy) throws I0EXception
{

arg0:”..¥. ¥ ¥ ¥testfolder”

arg1:"testfile”

arg2:”.txt”

arg3:’testcontent”

store XY v RDEE151# (folder)[CUOI T X bDarg0. 251#(name)
[Cargl. 5B35|&(fileExtension)(ClXarg2. 45|#(data)lClEarg3dDiil

hiEENnd.

Copyright©2013 JPCERT/CC All rights reserved.
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WE]— REITHS

@DeploymentFileRepositoryZ S AMstore AV Y R T I 7 1 JLIERK

DeploymentFileRepository.java ¥ Y ¥ Vtestfolder

public class DeploymentFileRepository ...

public void store(String folder, String name, String fileExtension,
String data, boolean noHotDeploy) throws IOException
{
log.debug("store called");
File dir = new File(base, folder);
log.debug("respository folder: " + dir.toString());
log.debug("absolute: " + dir.getAbsolutePath());
If ('dir.exists())
{
if ('dir.mkdirs())
{
throw new RuntimeException("Failed to create directory: " +
dir.toString());

}
}

31 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC 4
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WE]— REITHS

@DeploymentFileRepositoryZ S AMstore AV Y R T I 7 1 JLIERK

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

public void store(String folder, String
String data, boolea

log.debug("store called");

¥ ¥ ¥ ¥Mtestfolder

e, String fileExtension,
HotDeploy) throws IOException

File dir = new File(base, folder);

log.debug("respositg
log.debug("absolutg
if (!dir.exists())

{ Jdeploy/management

if ('dir.mkdirs())

folder:
dir.getAbsol

"+ di

oString());
ePath());

{

throw new RuntimeExce

}

51&5folderz{E/H U CIERK LTcFile AT =10 ~&
[ ./deploy/management/../../../../testfolder ]

ETRD,

CNUET A )L deployD2BEfE L (CAIiET D
[testfolder] T ALY ZEBIKT D,

}

Copyright©2013 JPCERT/CC All rights reserved.
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IE]— RETHS
@DeploymentFileRepositoryZ S AMstore AV Y R T I 7 1 JLIERK

DeploymentFileRepository.java

public class DeploymentFileRepository ...{

public void store(String folder, String name, String fileExtension,
String data, boolean noHotDeploy) throws IOException
{ [ ./deploy/management/../../..]../testfolder ] ]
log.debug("store called™): EWSFileAT>xT Ok
File dir=new File(base, folder);
log.debug("respository folder: " + dir.toString());
log.debug("absolute: " + dir.getAbsolutePath());

DN
T (Idir.exists() [ ./deploy/management/...../..]../ltestfolder |

{ : )¢
it ({dir.mkdirs() PMERENTLES.

throw new RuntimeException("Failed to create directory: " +
dir.toString());

33 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC 4



WE]— REITHS

@DeploymentFileRepositoryZ S AMstore AV Y R T I 7 1 JLIERK

TDESIEFENIR EBERROUIBNERITEIN., TEDBAICT 71 ILMERREN
TUZEDS. &¥E(Z ./deploy/management BB F(C T A LS. T 7 A ILHMERRS
NBEITH,. WEI—RT/\RZIEET DI ETERED/\R(CT 71 )L ERK

D ENTREETRD,
JBoss Application Server®J # )L 1B%

e
AEIAINIT 71 IIVHMERREND /KR
(./deploy/management B2F)

KEI—RICEODTIZ7AILBMERR NS /IR
(./deploy/management/../../../../testfolder)
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IMXAN = )UICIE T 7 A )IAERRAIMNCE. IRDIDDBERE (C[EIFRDRAEIETHE
NE1ET B,

1.7 7 A I)VHIFR(remove AV Y R)
public void remove(String folder, String name, String fileExtension)

{

File dir = new File(base, folder);
String filename = name.replace(' ', ' ') + fileExtension;
File file = new File(dir, filename);
file.delete();
}

2.7 71 I F1EiEsa(isStored AV Y R)
public boolean isStored(String folder, String name, String fileExtension)

{

File dir = new File(base, folder);

String filename = name.replace('', ' ') + fileExtension;
File file = new File(dir, filename);

return file.exists();

}

35 Copyright©2013 JPCERT/CC All rights reserved. J P CER’T CC 4



3.7 71 IMURTFI\RAFE (setBaseDir AV v R)
public void setBaseDir(String baseDir)
{

this.baseDir = baseDir;
this.base = new File(serverHome, baseDir);

}

36 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC S
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®DeploymentFileRepositoryZ 5 AMstore XYY RT I 7 1 JLIERL

DeploymentFileRepository.java ({&IERI)

public class DeploymentFileRepository .. .{

public void store(String folder, String name, String fileExtension, String data, boolean
noHotDeploy) throws IOException

{

log.debug(“store called");
[File dir = new File(base, folder);]
log.debug("respository folder: " + dir.toString());

DeploymentFileRepository.java ({EIE#)

public class DeploymentFileRepository ...{

public void store(String folder, String name, String fileExtension, String data, boolean
noHotDeploy) throws IOException

{ getFileXYw REFAT 3L

log.debug("store called"); J - e
| File dir = getFile(base, folder); I/ S(cd—RHhEEENTNSD,

log.debug("respository folder: " + dir.toString());

40 ‘ Copyright©2013 JPCERT/CC All rights reserved. JP CERT CC®




{ZIERIASIE{RDNIE LS

®DeploymentFileRepositoryZ 5 AMstore XAV Y RT I 7 1 ILIERK

Jdeploy/management storeXYV FODE1513
getFileXYw R (FAINT %)

private File getFile(File parent, String child) throws IOException
S . . FRNER T 3 T AILID
| File childFile = new File(parent, child); Filet 7= T 2 NEVERR
if |chi|dFiIe.getCanonicaIPath().indexOf(parent.getCanonicalPath()l) 1=0)
throw new lllegalArgumentExcepteg(
"child ™ + child + ™ should be a child o ent" + parent + "
);
o getCanonicalPath XV w RTIERM{bZ LIz1&(C.
return childFile; indexOf XY RZfEFR L T parentfHichildFiled
} —EBCEFNTULVDIMMRIEL TLVD,

X getCanonicalPath XYVw RZE{FEHTD &
[ /parent/child1/child2/../../child0] — [ /parent/childO |

EWVWD KD ICIERREEND.

JPCERT CC°®
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{ZIERIASIE{RDNIE LS

®DeploymentFileRepositoryZ 5 AMstore XYY RT I 7 1 JLIERL
BZIENRI— RHRREZRZITDEEDRDN

getFile XY w R TgetCanonicalPathX¥w R(CKD
parent :

[ ./deploy/management] —

[ /jposs/server/default/deploy/management]
childFile :

[ ./deploy/management/../../../../testfolder] —

[ /jboss/server/testfolder |

EIERIEEND.

JNRZHREET D — RHY childFile®D) A (CparenthhEFEALTL VRN
CEZEBAL. TS5—&EUTUET B,
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TODMDIZIE

B FEEDAYVwY RE getFile XVw RZEFIH U/ CADIE
FUCEARIEZITD K DICIEBEIEESNTULD,
—J 71 )LHIBR(remove XYV v R)
— I 7 1 )R (isStored X Y v R)
— I 7 1 )URTF/ URERTE (setBaseDir X Vv )

(G
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SEDT—XTlE. T7AIUT+« LD NURETIKRD /(R
%%Hiléﬂéc_c‘:f T+ LD KU RS/\—)LDMEESE(CD

IR oz,

B FEEADNEE
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BARERIDDWNIZD—EZ5IA - &# - Bich 9 DBR(E. 5IAxR. ERAB LU URL DIFRZS
FALVLE T,

sCEkfI

5| : —MR#EEEANIPCERT O —F 4 *—>3 >t > 45—
Java 7T ULT—2 3 2 MEss SR ER
Jboss Application Server (CHIFTD7« LT U bZ/\—)LDHESSHE
https://www.jpcert.or.jp/securecoding/2012/No.05_JBoss.pdf
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KDEE U ANIEHRE. BIEESHDIPCERT I—F 4% —>3>t>45—0 [TS514)Z—RU
>—] (CRI> CTEDIRWET,

AREROHBAEZFICEAIIEMULEHDE ERORMNIRRNE(CET 3B HBULEHhE
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