: Japan Computer Emergency Response Team Coordination Center
Japan Computer Emergency Response Team DN : c=JP, st=Tokyo, I=Chiyoda-ku, email=office@jpcert.or.jp, o=Japan Computer
Emergency Response Team Coordination Center, cn =Japan Computer Emergency
CoordinationCenter =~ Response Team Coordination Center

[JavaZ VU4 —<3 /Hf‘aEE'IE%W'JuHEéﬂJ (c_Db\'C

] c_d):jf*—“al' JavajEIOj?_CZBZo SERIC. Hﬁjﬁgli%g’
FERBEELTRUTESVL, CFa77d—F4>20D
SEMNZRELU CWEE< 2 EZBIEUTERR UL TULVE

ER

B [Javatxa 71—+ 0RIAEAF—R
CERT/Oracleklr] &&HET, TFa 77— >7IC
B9 RIRRREAEDDIZHICTHIALIZELN,

JPCERTO—F % —>3>t> 5 —
X1 70— >207J0O0>T 06
secure-coding@jpcert.or.jp
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MySQL Connector & (&

B MySQLT —AIXR—=X(CTFVITRTBzHD Java 77T
—2a>BRIAI/I\NVIT DT

B MySQLZFIB T BdJavar’ T Uo—= 3 > ZfGE (CVERK
TED

&

. . > bbb h IS
Application

4 4 4444 444444

JIAWVATZ U — 5> RZAN F_AN—Z
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ReSs XD E

B MySQL Connector/J (C(ZSQLT T XFF DAL
B(CAMENd D, SQLr>> 10> 3> halge

ETRBRESTENNFIE T Do
BJava)’ Vo — 3> 0 T URF7—RIAT—
A REOBEYBUIBZERE U TCULBIGAETHE
SQL1 > 0> 3> h'egEe,
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SQLL>>x 33> &3

9/\1

0@1

SQL X D=ETT

@

® SQLXZZOVARIERYUTTR SDIXE

‘or ‘a'="a

Jav ﬁ?‘)

=

F— ! ~ [ SELECT * FROM user WHERE
name='"or'a'='a’
WEEH
@
HWEBRORBAO

ATMEZ TTICSQL ZER (CERM L TWB P T US—23>(C
WU, iTURANDZSEZRBCETO U —2 3> 0RK
LI2WK D) IEEDSQLY ZIEA/EITI D&,

[? HIR—Z DT — Q@EiMb&€h\J

IBIR/S EDRE =T DRIEEEN DD
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TURTF—RRAT—PMABMEF
B ERICEREURSQLX DT L —XRILE (F#i5
PNICANT—AZEN DT DHEE,

E 70'J/\J’ RAF— X2 MEFIRTDE. AL
F— S IFUETEEOXZINTEENE U THEAAAE
N, XFFELTIRMONDZ EITRD,

B—ARR(CSOLM > > 0> 3> uikE UTER
é“%o

—
SELECT * from user WHERE name = "

l

SELECT * from user WHERE name = "
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TURTP—RATFT—FMA>REF: o7 La—R

1: Connection conn = DriverManager.getConnection(
"jdbc:mysql://192.168.xxx.xxx/?characterEncoding=Windows-31J",“id", "password");

2. String input = request.getParameter("name");

3: String sql = "SELECT * FROM user WHERE name=?";

4: PreparedStatement ps = conn.prepareStatement(sql);

5: ps.setString(1, input); / 1 (F1EBEDT L —ARILFZERT

6: ResultSet resultSet = ps.executeQuery();

fi# s
> 1178 : T—AINR—R LIEH®IT D

> 2978 : UOI XA MRDINSA—FnameDIEZEE U TEHinput(CI&MHNT S

> 3t78 : 2] XFELKTL—RATRIILES

> 4478 : SQLXX DU IINAL IV ETS,

> 5178 : T L —RARILY EFHOBEEMTZEITS. CORITIE. 1BEDOI L —IRKRIL
HNICERinputZRET B.

> 6fTH : SQLXZETURRESS.
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MySQL Connector DILEBAE
BTROYH S )L — R R U T RS 3.

1. Connection conn = DriverManager.getConnection( ]

"jdbc:mysql://192.168.xxx.xxx/?characterEncoding=Windows-31J",“id", "password");

2. String input = request.getParameter("name");
3: String sql = "SELECT * FROM user WHERE name="2?";
4. PreparedStatement ps = conn.prepareStatement(sql);

5: ps.setString (1, input);

6: ResultSet resultSet = ps.executeQuery();

— - $)
MySQL Connector{li TE L ITIONSEPR ?a
.com.mysgl.jdbc.ConnectionZ35 X
-com.mysql.jdbc.PreparedStatementZ S5 X
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MySQL Connector DILEBAE

1: Connection conn = DriverManager.getConnection(
"jdbc:mysql://192.168.xxx.xxx/?characterEncoding=Windows-31J",“id", "password");

2. String input = request.getParameter("name");

3: String sql = "SELECT * FROM user WHERE name="2?";
4. PreparedStatement ps = conn.prepareStatement(sql);
5: ps.setString(1, input); < Point!!
6: ResultSet resultSet = ps.executeQuery();

B> )L 0— RMNEITEINIEIHZE DMy SQL Connecterff) DYLIE T O0—
@ UTETT—IR-X(IiEHRIT B,

—_® 5{TEDPreparedStatement::setString XYW RATE25|EinputXF
SIDIRT—IThRTEND,

® B U< PreparedStatement:: setStringAYw RRTXFFIH ByteFl(CZE
e, JL—RXARIVY ICEDEREETNDS.

@ 6{THTSQLUTUNREITEND,

9 ‘ Copyright©2013 JPCERT/CC All rights reserved. J P CER’F CC 4




MySQL Connector (OYLEE
OF —=HAN—ANDIER

| 1: Connection conn = DriverManager.getConnection(
"jdbc:mysql://192.168.xxx.xxx/?characterEncoding=Windows-31J",“id", "password");

2. String input = request.getParameter("name");

3: String sql = "SELECT * FROM user WHERE narge=?";

4: PreparedStatement ps = conn.prepareStatemexnt(sql);

5: ps.setString (1, input);

6: ResultSet resultSet = ps.executeQuery();

F—HAN—R(IEHET D /NS A—%HcharacterEncoding T
PIOXUT—33>TERIBIXFI>I—51 0 %BET S

JPCERT CC°®
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MySQL Connector LIS
@PreparedStatement::setString CEE25|18IDI R —T

1: Connection conn = DriverManager.getConnection(
"jdbc:mysql://192.168.xxx.xxx/?characterEncoding=Windows-31J" “id", "password");

2: String input = request.getParameter("name");

3: String sqgl = "SELECT * FROM user WHERE name="?";

4: PreparedStatement ps = conn.prepareStatement(sql);

5: ps.setString(1, input);

6: ResultSet resultSet = ps.executeQuery();

Z#inputZUOIA MHSERITED,
PreparedStatement::setString AYwY R®dD
F25|MEUVTET,

JPCERT CC°®
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MySQL Connector LIS
@PreparedStatement::setString CEE25|18IDI R —T

setString XY v RDE251E
DO T L—RARIVAF Y

public class PreparedStatement extends « « + « - - - f hEnaxzsl.
public voidsetString(int parameterindex, String x) throws SQLException {

StringBuffer buf = new StringBuffer((int) (x.length() * 1.1));

for (inti = 0; i < stringLength; ++i) {
char ¢ = x.charAt(i);

: Xh51XFF DERDHUT.
switch (c) { BIXFIH LTI RS —
case 0: /* Must be escaped for 'mysql' */ | TWEZITS,
buf.append(¥¥);
buf.append('0");
break;

base P24

base ¥

default:
buf.append(c);

}

12 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC S




MySQL Connector LIS
@PreparedStatement::setString CEE25|18IDI R —T

BT XO—TWNIBDOFED

NULL ¥0

¥n ¥n

¥r ¥r
¥(Rowv>1) ¥¥
‘EOINTA—R) ¥
“FIINTA—R) ¥
¥032 ¥Z

e LAt F5 (SRR U

setString AV w RIOEENBDIEN ['or 1=1] DIFEE
FEOIRT—TUIB(CKDOT [¥orl=1l] &123B,
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MySQL Connector LIS
@ PreparedStatement::setString TByteFINDZE A

public class PreparedStatement extends com.mysql.jdbc.Statementimpl
implements java.sql.PreparedStatement {

public void setString(int parameterindex, String x) throws SQLEXxception {

' : _ IR —T NBEDFIIH
parameterAsString = buf.toString(); StringBZE#parameterAs String
byte[] parameterAsBytes = null; [CRFEND.

parameterAsBytes = StringUtils.getBytes(parameterAsString,
this.charConverter, this.charEncoding, this.connection
aracterEncoding(), this.connection
JparserkKnowsUnicode());

setinternal(parameterindex, parameterAsBytes);

StringUtils::parameterAsString XY v RTXF5%&Bytedll(CEIT S,
TDBICIBESENBcharEncoding (HEHRIFICIEELEXFEI—R

(Windows-31J)h\EREEND.
JPCERT CC°®
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MySQL Connector LIS
@ PreparedStatement::setString TByteFINDZE A

B StringUtils.getBytes X Y v R (C KD ByteFll A\DZEHE
StringUtils.getBytes X Y v RTI(IABBEY(CString.getBytes X Y v RMMIFEUNH
SNTLB,

StringUtils.java

public static final byte[] getBytes(String s,
SingleByteCharsetConverter converter, String encoding,
String serverEncoding, boolean parserKnowsUnicode)
throws SQLEXxception {

b = s.getBytes(encoding);

return b;

BTG RODNFY] (F15E8s) B [ ¥ or1=1 | DiznE
= [92,39, 32, 111,114, 32, 49,61,49] &UL\SBytedl| (CEHREND,
¥ ' space O I space 1 = 1

JPCERT CC°®
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MySQL Connector LIS
@ PreparedStatement::setString TByteFINDZE L

public class PreparedStatement extends com.mysql.jdbc.Statementimpl
implements java.sgl.PreparedStatement {

public void setString(int parameterindex, String x) throws SQLEXception {

parameterAsString = buf.toString();
byte[] parameterAsBytes = null;

parameterAsBytes = StringUtils.getBytes(parameterAsString,
this.charConverter, this.charEncoding, this.connection
.getServerCharacterEncoding(), this.connection
JparserkKnowsUnicode());

setinternal(parameterindex, parameterAsBytes);

com.mysql.jdbc.PreparedStatement.setinternal XYY KT,
KFEEBMUEBYteIBTURT —RRAT— A MMtZY 93,
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MySQL Connector YLEE
@SQLY TYDELT

SQLARITEN D, faRELTEITSNDSQLIE - - -

mZ#inputh® ltest] DIHFS
EITINBSQLIE
[ SELECT * FROM user WHERE name=‘test’]
ETRB,

mZ#inputh® ["or 1=1]1 DIEE
EIT=NDSQLIE
[ SELECT * FROM user WHERE name=*¥’ or 1=1"]
ERRD . ERinputlCEFENDS > TILIOA— IR —T
=Nd,
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MySQL Connector MDD FE & &

DT — AR — ZANDIEST

@PreparedStatement::setString X Vv RATEIEDXFIIDI R —T
["or1=11 — [¥orl1=1]

@PreparedStatement:: setString XYV v RPNT X F57Z Byte5! (C
[¥Yori1=1] —

192,39,32,111,114,32,49,61,49]
¥ space O [ space 1 =
TL—=ZRILAIANDEY ~
[92,39,32,111,114, 32, 49,61,49]
0] r

space space

—_—
SELECT * FROM user WHERE name="? °

@SQLDZELT ‘} SELECT * FROM user WHERE name="¥’ or 1=1’

@ MySQL Connector PIip

MySQL Connector PI5E !
MysQL @ IRT—T ® MysQL . @
Connector F—INR=2R gz ~ etBytes() Connector FoIN—R
CONNECTI) ‘ N
3333 or 1=1 ¥ or 1=1 ¥Yor1=1+1 Q [92,39, o o o ] >>>>>>>
String ) N Bytel (V]| \ &%/

Select * from user ...
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WE]—R

1: Connection conn = DriverManager.getConnection(
"jdbc:mysql://192.168.xxx.xxx/?characterEncoding=Windows-31J",“id", "password");

2: String sql = "SELECT * FROM user WHERE name="?";

3: PreparedStatement ps = conn.prepareStatement(sql);

4: ps.setString(1, "¥u00a5' or 1 = 1#");

5: ResultSet resultSet = ps.executeQuery();

mIYET— ROMRA> b

« 44TE DsetString XYV v RDBIE(T L —ARILF ([CANBIE)(C

UNICODEC¥ (YEN SIGN) (C5%=9 DU+00ASZ=EA L. €D

Z(C "or1=1#] EWLWDIEZEELTULB,

« 1ITEDOFT —AIR—-RIEGROXYFI>A—54>0& 0T
[Windows-31J] ZIEEULTHD., BRBAXFEI>>I—F—0>

DEFRAUEXFINEENTNBZ ECRD,
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IEJ—R

B> T )L d— REITESNZHE DMy SQL ConnecterffllDYLIE T O0—
® 1TETT—IR—X(IEHKT D,
@ 5fTEDPreparedStatement::setString AV Y RRTEE25&inputDXF
FIOITRT—IHhEITENB,
® EU < PreparedStatement::setString AY W R TgetBytes AYW R(C
KD FIHByteFl(CEFETN, TL—RARIVSY [CEHEEETNDS.
@ 6{TETSQLUTUNEITEND,

| @& THSEEDREALRDNELETEND |
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KWE]— RHERTFENEFRONE
@PreparedStatement::setString G251 DI R —2

[ ¥ or1=1%#

¥ (FXUNICODE®D'¥ TdpD¥u00a5
public class PreparedStatement extends -« « - - - /

public void|setString(int parameterindex, String X) throws SQLException {

DxHTL—RRIIF [CEY

StringBuffer buf = new StringBuffer((int) (x.length() * JI SEERE A ) el
rEh3,

for (inti=0:i < strinaLenath; ++i) {
char ¢ = x.charAt(i);

: XH51XF I DEDH LT,
switch (c) { WHXFCHUTIRT—
case 0: /* Must be escaped for 'mysql' */ | TWBEITS.

buf.append(¥¥),
buf.append('0’);
| break;
case M
default: | ULHU. UNICODE®D’'¥' T B¥u00as5(dIRI—T &Nk,

TDI=H. TR—TNHEDFRERE
[Yor1=1#] —» [¥¥ or1=1#]
ERB

XY¥(FUNICODE®D'¥ TdpS¥u00ab
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buf.append(c);

}




WEJ— RHEFIFTENEZFEOUNE
®PreparedStatement::setString TgetBytes AY W R(C K DByteFINDZEH

public class PreparedStatement extends com.mysql.jdbc.Statementimpl
iImplements
java.sgl.PreparedStatement {

¥¥'or1=1#

->Z<¥(iUNICODEO)’¥’"C‘355¥uOOa5]

public void setString(int par ndex, String x) throws SQLEXxception {

TR —JBEDFHINStringB

parameterAsString = buf.toString(); Z#parameterAsString [CREENSB,

byte[] parameterAsBytes = null;

parameterAsBytes = StringUtils.getBytes(parameterAsString,

this.charConverter, this.ch_arEnco_ding, this._connection

[ Windows-31J | -getserverCharacterEncoding(), this.connection
JparserkKnowsUnicode());

setinternal(parameterindex, parameterAsBytes);

StringUtils::parameterAsString AY W RTXF5%&Bytedll(CZEI#T B,
FTDRICIBEENScharEncoding (JEGEIFICIBELEI>O—F 0 >0
(Windows-31))H\EREEND.
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WEJ— RHEFIFTENEZFEOUNE
®PreparedStatement::setString TgetBytes AY W R(C K DByteFINDZEH

B StringUtils.getBytes X Y v R (C KB ByteF \DZHA
StringUtils.getBytesMABB T (L String.getBytes XV w RZEE>TULD,

. cr - ( ’ =
StringUtils.java ->Z<¥(¢U§'N4I¥:O([))IEO;I’¥’_C%§¥UOOa5 Windows-31J ]

public static final byte[] getBytes(String s,
SingleByteCharsetConverter converter, String encoding,
String serverEncoding, boolean parserkKnowsUnicode)
throws SQLEXxception {

b = s.getBytes(encoding);

return b;

BIRE]— RHAERITNEEZS
getBytesAY W RTU+00A5(EShift JIISD’¥YEUTEBRENTULES!
[¥¥ or1=1#] — [92 92 39, 32,111,114, 32,49, 61 49 35]

space (0] ' space 1

K¥(IUNICODED'Y’ _Ca‘55¥u00a5
REDI) A BFHIS[165,92,39,32,111,114,32,49,61,49,35]
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WEJ— RHEFIFTENEZFEOUNE
®PreparedStatement::setString TgetBytes AY W R(C K DByteFINDZEH

public class PreparedStatement extends com.mysql.jdbc.Statementimpl
implements java.sqgl.PreparedStatement {

public void setString(int parameterindex, String x) throws SQLEXxception {

parameterAsString = buf.toString();
byte[] parameterAsBytes = null;

[92,92,39, 32,111,114,32,49,61,49,35]

¥ ¥ ' space o r space1l = 1 #

parameterAsBytes = StringUtils.getBytes(parameterAsString,
this.charConverter, this.charEncoding, this.connection
.getServerCharacterEncoding(), this.connection
.parserkKnowsUnicode());

setinternal(parameterindex, parameterAsBytes);

com.mysql.jdbc.PreparedStatement.setinternal XY v R T,
F(FELHUTByted|Z T URT — RRXF7— M2 MMItzy T3,
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KEJ— RHEETNZERONE
L —ZRILAIANDEY
ZHEINTzByteFI W T L — ALY ICy hansd,

92,92,39,32,111,114,32,49,61,49,35]
¥ ¥ ’ space 0] r space 1 = 1 #

< L
SELECT * FROM user WHERE name="?°

—

SELECT * FROM user WHERE name=¥¥’ or 1=1#’

SQLXMDWherefald,

[nameb¥N\wozxS5v>)EZFE UL HBWNE. 1H1EF UL
EWVWSEMHFICRD, AREITEINBIRZTITUHMSAHABHIZEEEZTNTUL
FDOIE! #HIMYySQLTODIOAA>Y MXFTHD. chBlEIERETND)
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WEI— RHRITESNIZEROUNE
DF —HINR—ANDIER:
@PreparedStatement::setString XY RN TEIEDOXFIDIRT—T
[Yori1=1] — [¥¥ori1=1] | X¥IUNICODED¥ TdrS¥ud0a5
@PreparedStatement:: setString XYV v RNT X F 5 —Bytel (CZEH#

[ ¥Worl=1] — [92,92,39,32,111,114,32,49,61,49]
¥ ¥ , space O I space 1 — 1

TL—ZILEADTEY ‘lLL—

SELECT * FROM user WHERE name="7?
@SQLDELT » SELECT * FROM user WHERE name="¥¥’ or 1=1#

Windows-31J Windows-31J

¢) \MySOL Connector Pl ) M |
ySQL Cennector PIEE
|
MySQL @ o9 I25—7 @ ?’“‘ getBytes() © MysaL - ox g?
C t _'_9’\‘_1 - :J c 1 F—_ N\ —
onnec oa ONNE CTj'I-I ‘ String Bytell onnec OéXE S
@ ¥ or 1=1+ b VY or 1=1 ¥Wor l=H L [92,92,39, -+ - > > > bbb b
. < 444444
QQ . UNICODE UNICODE UNICODE ™~ Windows-31J
Windows-31J Select * from user ...
coTl Ub LALET 3250113 BACEELVEXFI>O—5F1>
pndows SUERNETUL  ynicobEXFHEFNTLS DT)A PIIICEBULER, 1B

DBETERRBIXFI>I—FT1>
IWREIT D LICRB.
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[alEa s

@ ST —< 3> (CHBITDEARNIERES

JEESNIEIT>O—F+4 > ION\OZORIC T X — L8
HITOTHD, BYIRIXR—TUBNTESTLVRN DT

‘\\\\\\\v//////"

UITOO—5F+ 2081 RIGERLTLD!N
[IDS01-J. XFH(IRE I dFXICIEFEEE{(LT S

[IDS13-J. T 7 A ILARDVPARY NDO—D AR DD THERE
DHANFI>A—FT+14 0% ES]

SZDR/E, TRT—NBEI)\A)INALUTSQLLI>> 1> 3
>SRRIZI S BRZICTRD TULVE,
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[alEa s

XFIT>OA—7 1 2D DE#ZE U TXFIIDT
AT—JNBaRlEINETHOI,

Application

28 Copyright©2013 JPCERT/CC All rights reserved. J P CER’F CC 4



{ZIERRI— R

C DIEFFEXT IS E/\—=3 > 5.1.8TITHNTL\B,

B> F)ILD— ROEITEINIEIHZE DMy SQL Connecterf] DYLIE T 01—
@ PITETT —AIXR—X(IEH T Do

@ 5fTBE®DPreparedStatement::setString XYW RATE 25| #inputdXF
SIOITRAT—IHhEITENB,

® RBU < PreparedStatement:: setSfring AYw RATgetBytesAY W R(C
KD XFFIHByteFICEEN., DL —ARIVA ICEDEREETNDS.

@ 6ITETSQLUITUMNEITENDS

| @DUEBICIEELMZ SN TS|
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{EIENRd— R
@PreparedStatement::setString XYw RPN TE25I1 DI R —T
public class PreparedStatement extends com.mysql.jdbc.Statementimpl

implements java.sql.PreparedStatement {
public void setString(int parameterindex, String x) throws SQLEXxception {

switch (c) {
: setString XYW RICT¥u00as5(Cx 9T B
case '¥u00a5' TIR—JNEHNEINETNTLDS.
case '¥u20a9'
/[ escape characters interpreted as backslash by mysq|
if(charsetEncoder !'= null) {
CharBuffer cbuf = CharBuffer.allocate(1);
ByteBuffer bbuf = ByteBuffer.allocate(1);
cbuf.put(c);
cbuf.position(0);
charsetEncoder.encode(cbuf, bbuf, true);
if(bbuf.get(0) == "¥¥') {
buf.append('¥¥');

buf.append(c);
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ZIEOAS

B U+00A5(CXT I B TR —JUIBHNBIIESNTULSD,

SIEESNEXFELI>A—F 4 2 J1CEHRL. ZIREREMN
¥ N\wozsSvsNIE O EBEIEEDOED ¥ lvozxSyia)
ZEBIMUCIR—T93,
B U+20a9(JA >N —72) [CDWTHEREBROMSS N FRLE
9 BcH. TR —TUIEBHENNESNTLS,
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EBIEMRI—RICHTDIER

B BEERBXNZFICITNBZITD [JDSvIOUX K]
R JO—F., BEEROBIRENRET D0 —AHMBICTFETE
ERSYANS

\/

B U+00A5YPU+20a9/Z2 17 T <. XZFHRK(C[EIFRDULIE
ZITONRETT(EL?

B casef)DRIC AN FIN SR ZIEESNEXXFILI 1—
TA BT D, (RR—=Z(CH T )L &)
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B —DDIEIERE
IRT—TNBORICKXFI>I—FT 1 I EH

public class PreparedStatement extends « « « « = - - {
public void setString(int parameterindex, String x) throws SQLException {

StrinaBuffer buf = new StrinaBuffer((int) (x.lenath() * 1.1));
byte[] bytex = x.getBytes(common_encoding);

for (int1=0; i < stringLength; ++i) { T 25— B CSIE
I>a—F4>P0%&EBEL

byte ¢ = bytex[i]; TINA MICE]/T S,
switch (c) { Z#common_encoding
case 0: /* Must be escaped for 'mysql' */ (&7 Uﬂfﬁm‘?éf_f?
: I>—F+1 D %&EE.
case 92:
case 39:

default:
buf.append(c);

} TN byte I THBZITV\,. TR —TWNHBETS,

ChNIEKD, XFI>O—-5F1 2P DFREEZERL
IR —TUEBDINA)INR[ETE R 2B,
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NEI>A—T 4 DR ESICKDUE DA
YNEI>A—F 4 > (CEEY VRO THRE LT
991 (IMBICBER D> TULD,

JVN ipediaT [XFI— K] TRRZMNMTD EELNDREES
ey 9B, (2012811 B T241%)

JVN ipedia DIRFTRFER K D IR#E

54 b

JVNDB-2006- PostgreSQL ([CHITDIFEDVILF/\ A bXFI— RIC
000306 XD SQLA>>T >3 > DR

JVNDB-2012- 29D Siemens RFD HMI Web U — )N BITDEE
001321 DAEUOT—> 3> 8T —SaRENDEHEMNE
JVNDB-2007- SquirrelMail (CHFTBDoOXBA S ROUTF4 20D
000398 Aess 4

34 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC 4



= Yl )

B COMESEIENSFENDT ﬁa:/ﬁmgaé
SEFFNCXT U THEIERDIEZ 1T DS5E. JEDIERF(C
55 TEENE T SNRMESIRNBANE S

SEIDT—XATIE. SQLOAAINF(CHT DT RT—TA
BEXYFT A5+ D) ZHRE

B S2ADNEE
« VTUABPOXZFNNIBT(E, FIMICXFEIL>I—
S+ 20— BIHDORILIEE AND
« AJRE CHNIE. XFEHICERBXZEI>A—FT4>20D
T—INEFENTVWEHREETIS—ETD

35 Copyright©2013 JPCERT/CC All rights reserved. J P CEm CC 4



Z1F1E - SIAPZRFIAICDNT
BAREROZE/FHE(FIPCERT/CCICIFR LE T,

BARERIDDWNIZD—EZ5IA - &# - Bich 9 DBR(E. 5IAxR. ERAB LU URL DIFRZS
FALVLE T,

sCak I

S5IAT : —tEEAIPCERT O—F 4 %—>3>t> 45—
Java 77U —2 3 Mess SRR ER
MySQL Connector/] (C3HIFTD SQL 1>> 10> 3> DHEsE
https://www.jpcert.or.jp/securecoding/2012/No.04_MySQL_Connector.pdf

BAENZS| A - 8ns) - BECME I DR(E. 5IAKEXE. . I8FDEikZ. JPCERT J—7«
F—> 3>t —IL#H(office@jpcert.or.ip) E TA—=)LICTHIRS B ZE L\, IRB. CDEFE(C
KDEE LB ANIBEHRE. BIEESHDIPCERT I—F 4% —>3>t>45—0 [TS5A)Z—RU
>—] (CRI> CTEDIRWET,

SRORASESICHY SBMLanE BRI NS LT 3HMLAant
JPCERTO—F 4 R—>3>t>45— JPCERTO—F 4 R—>3>1>45—
it EE tF17I—F 1 2B

E-mail : office@jpcert.or.ip E-mail : secure-coding@jpcert.or.jp

JPCERT CC°®

36 Copyright©2013 JPCERT/CC All rights reserved.



mailto:office@jpcert.or.jp

		2013-09-27T09:12:08+0900
	Japan Computer Emergency Response Team Coordination Center




