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X ClEIN\T A—4 “rss-enclosure-url” (C3EBE I D,

HTTPUOIRX b

POST /blojsom/blog/default/ HTTP/1.1
Host: 192.168.XXX. XXX
Content-Length: 370

CCTIRINGA—H
rss-enclosure-url DB test

action=add-blog-entry&flavor=....&rss-enclosure-url=test§...&submit=Add+blog+entry

LESRHTTPUO I A MEXEET BIZHDHTML
<form action=‘/blojsom/blog/default/’ method="POST" >

<input type="text’' name=‘rss-enclosure-url’ value=‘test’>

<input type=‘submit’ name="post’ value=‘Add blog entry’>
</form>
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Add Blog Entry

Blog entry title test title

test entry

Blog entry text

Blog entry publish date and time
(MM dd/yyyy HH:mim:ss)

INS A —%4 rss-enclosure-url
DANITA—LI

RSS Enclosure asual-bg.jpg -
\ Or, you may provide explicit values for the enclosure. If you only provide the enclosure URL, blojsom wil try and discover the othg

LURL to enclosure test enclosure

‘ Proposed name

Length of enclosure 30

MIME type of enclosure

Language
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RSSEnclosurePlugin.java
public class RSSEnclosurePlugin implements BlojsomPlugin, BlojsomListener {

public static final String RSS _ENCLOSURE_URL = "rss-enclosure-url";
public void processEvent(BlojsomEvent event) {

ProcessBlogEntryEvent processBlogEntryEvent =
(ProcessBlogEntryEvent) event;

U TZRDS)S A—Hrss-enclosure-urlDEZIRD T

String rssEnclosureURL =
BlojsomUtils.getRequestValue(RSS_ENCLOSURE_URL,
processBlogEntryEvent.getHttpServletRequest());

(T OYADEZAHINE)
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RSSEnclosurePlugin.java
public class RSSEnclosurePlugin implements BlojsomPlugin, BlojsomListener {

public void processEvent(BlojsomEvent event) {

No=>47> MIEZIRT
processBlogEntryEvent.getContext().put(RSS _ENCLOSURE_URL_ITEM,
rssénclosureURL);
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HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Pragma: no-cache

Content-Type: text/html;charset=UTF-8
Date: Fri, 05 Oct 2012 07:29:17 GMT
Content-Length: 26881

<htmI>
<head>

<tr>

<td>URL to enclosure</td>

<td><input type="text" name="rss-enclosure-url" value="test" size="60" /></td>
</tr>
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Iitatus: Added blog entry test title

EEAHTTORRERR |

’ Reload blog entry ]

Edit Blog Entry

Blog entry title test title
test entry

Blog entry text

POSTUIZABNEDFFER
=y (R

RLS Enclosure - Select a file a§ an enclosure - -

Or, yvou may provide explicit values for the enclosure. I you cnjf provide the enclosure URL, blojsom will try and dis|

AL to snclosure Itest Erll::IDSLIrEI

Length of enclosure 30

MIME type of enclosure
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POST /blojsom/blog/default/ HTTP/1.1
Host: 192.168.xXxXX.XXX
Content-Length: 370

action=add-blog-entry&flavor=....&
rss-enclosure-url="><script>alert(123)</script>&...&submit=Add+blog+entry

mIXEI— RONRT1> b
« )NS5 X —%4 rss-enclosure-url (C XU T NI ETMEZEIXET B,
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<form action=‘/blojsom/blog/default/’ method="POST’>

<input type=‘hidden’ name=‘rss-enclosure-url’
value="'><script>alert(123)</script>">

.<input type="'submit’ name="post’ value=‘Add blog entry’>
</form>
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HTTP/1.1 200 OK
Server: Apache-Coyote/1.1

<html>
<head>

<tr>

<td>URL to enclosure</td>

<td><input type="text" name="rss-enclosure-url" value=""><script>alert(123)</script>"
size="60" /></td>

</tr>

<td><input type="text" name="rss-enclosure-url" value="test” size="60" /></td>

</tr> | EROUEDIRDL AR R

BASNEXXEFNCEKD. input ¥THE U SN script M
BASNIERICRD. DI, TS5 IH(E script 2T AD
Javascript #={TLCULE D,
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RSSEnclosurePlugin.java ({£IE#1)

public class RSSEnclosurePlugin implements BlojsomPlugin, BlojsomListener {

public void processEvent(BlojsomEvent event) {

processBlogEntryEvent.getContext().put(RSS _ENCLOSURE_URL_ITEM,
rssEnclosureURL);

D347 > MMERIRT IR
BlojsomUtilsZ 5 A®D
/i escapeBracketsXVwv R%&

| BUHULTWS,

RSSEnclosurePlugin.java ({EIE#)

public class RSSEnclosurePlugin implements BfojsomPlugin, BlojsomListener {

BlojsomUtils. escapeBrackets(rssEncIosureURL) ;
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BlojsomUtils S5 AMescapeBrackets AYwW R

public static String escapeBrackets(String input) {
if (input == null) {
return null;

}

String unescaped = replace(input, "<", "&It;");
unescaped =replace(unescaped, ">", "&gt;");

return unescaped,;

}
HE(AIEE LT, 518nputdDBICESENDIEZ TR —TIEL TULB,

TR —T /R FY TRT—J B F5

< &lt;
> &gt;
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HTTP/1.1 200 OK
Server: Apache-Coyote/1.1

<html>
<head>

<{r>
<td>URL to enclosure</td>
<td><input type="text" name="rss-enclosure-url"
| value=""&gt;&It;script&gt;alert(123)&lt;/script&gt; $ize="60" /></td>

</tr> \

IR—TUNB(CELD
AOVUD MhRITENRL 2B,
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B /= X —4Arss-enclosure-url(C
[“ onfocus="javascript:alert(1)] EWLWDSIEZIEATDC

ETCTy ANTA—=LCNDAD—=YVILZFTF>TLK &
Javascript " #E9 B,

INS A—4%rss-enclosure-urllC I " onfocus="javascript:alert(1) | ZEAUEEDHTTPL AR X

<td>URL to enclosure</td>

<td>
<input type="text” name=“rss-enc|osure-urI”lvaIue=“" onfocus="javascript:alert(1)” |

size="60" /></td>
</tr> /

BlojsomUtilsZ S5 AMescapeBrackets AVW RIC KD
TRT—TNBEI)\A)INATETCLES,
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B ES5(CI—YHhS5DANEZSTDEMHECIRDIADIGS(E. EE
Bz [« (FIJITA—-) | XFTHESD.
B ZNICED. [Ta“ onmouseover="alert(1);] EWLWDSXFH=EIEAS
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(FEIT=NIR0N,

<input type="text" value="a&quot; onmouseover=&quot;alert(1);">
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BlojsomUtilsZ? S5 XAMescapeBrackets AYwW R (GBIEIERR)

public static String escapeBrackets(String input) {
If (input == null) {
return null;

}

String unescaped = replace(input, "<", "&lt;");
unescaped = replace(unescaped, ">", "&gt;");

unescaped =replace(unescaped, " & ", "&amp;");
unescaped =replace(unescaped, " ¥" ", "&quot;");
unescaped =replace(unescaped, " ", "&#39;");
return unescaped,; EBinEhizd—KR.
) 3 DDA SICHT S

| I —TUB%EBRT 3.
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OWASP XSS Filter Evasion Cheat Sheet
https://www.owasp.org/index.php/XSS Filter Evasion Cheat Sheet

XSS (Cross Site Scripting) Prevention Cheat Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
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https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
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E-mail : secure-coding@jpcert.or.j
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