: Japan Computer Emergency Response Team Coordination Center
Ja pan Com puter Emergency Response Team DN : c=JP, st=Tokyo, I=Chiyoda-ku, email=office@jpcert.or.jp, o=Japan
Computer Emergency Response Team Coordinati nnnnnnnnnnn =Japan
CoordinationCenter ~~~ Computer Emergency Response Team Coordination Center

[JavaZ VU4 —<3 /Hf‘aEE'IE%W'JuHEéﬂJ (c_Db\'C

] c_d):jf*—“al' JavajEIOj?_CZBZo SERIC. Hﬁjﬁgli%g’
FERBEELTRUTESVL, CFa77d—F4>20D
SEMNZRELU CWEE< 2 EZBIEUTERR UL TULVE

ER

B [Javatxa 71—+ 0RIAEAF—R
CERT/Oracleklr] &&HET, TFa 77— >7IC
B9 RIRRREAEDDIZHICTHIALIZELN,

JPCERTO—F % —>3>t> 5 —
X1 70— >207J0O0>T 06
secure-coding@jpcert.or.jp
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Apache Struts 2& (&

® Java DWeb 7T U —2 3> =HREIDIHD
A —T>N—-RDTL—LDT—D

o VU — > DRFEDEDOATF R
Zo FEEBRCEZBHNELTULNSDS

nmlg |:> /‘%\ > > bbb H
‘ 5 <::| e IEEEEK
D34A47>b WebH—/)\—

®
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Apache Struts 2& (&
« Model-View-Controller (MVC) )7 —FFJF v %=
K

« IS —Z 3> OFEE(EModel & ViewmrE
x93,

- WebHY—)(— N

19
0547> I\ Strutsg ) .jaV

Model: ESRAOSY I DRI (java TRIR)
View: BIHEIT YA > (jsp TEE)
Controller: 547> RDEDARANR> FEUEBL. ModelX2ViewlCIED 53173 (Struts2 TRE)
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ReSsTEDIE

— D SAT7 > M SRESN TS XX FINDOUIETHET
DTS —DE DKW MEHFE,

—BARN(C(E, FUIERLDZEE T U TFIMXRETNT
SERICHREIT DRI S —UE,

—IXMETDXFIN ML I DI LT, EEDIJavaxXVwy |~
MEITEIEE L 18D
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fessENEBREINEZSDIURD

B EEDJavarXVwy RHEITTE B2, Runtime::exec
AW RZEEZ (F0SOVY > REETI D ENTIEE

B 7TV 3> oNEhs. PTUS—2 3> h\iEuE
B3 /)\ETIEEDOIVY> RONETOIgEE D, Y —
I\ZETORSNBAIEENEN DD

T &N/ el

Controller é , A —
. Runtime::exec()

: &
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Struts?2 AR CERIT S —HhFEE UGS OUE

X Struts2fIBDY > IVF TV [showcasel ZTxlCNEBEARHRT D

O D347 MH56. IS—DREEIRBNFINZSHVIIA MHIXE
=Nd.

@ Struts £, X -BUE(CERIT BRICTS—HDREL. TS5—HIH)
NIBZEITSo

Q@ IS—UHET. ZTMITS—DREERDOIEXFIMNFEETETNS,

@ jspflISIS—DEEERD>EXFIIAmDEEN. LARAD—EP
EUTOSAT7 > MNIEEETNS.

| Struts PIEP Q&
@ @)\ (struts2 @\
0747zh __________
EGI Qe | =L
Struts2 g LongB empld
- ph 25—{reTowor |
empld= ) empld(FEIETY
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B> )7’V [showcasel

( A ( vian )
. L Model ) N\ L View ) ~
JavaZd 7 - )b(Model) Jsp I 71 )b(View)
/showcase/action/EmployeeAction.java /empmanager/editEmployee.jsp
/1 |[private Long empld :
; <s:textfield label="Employee Id"
public Long getEmpld(\{ name="currentEmployee >
return empld; . Do
} %{ﬁﬁﬂ(Long)d)ﬁﬁlempld R —
Y — ~ \Y Home | Ajax | AjaxChat | Action Chaining | Config Browser
. wEal 2517 b | e e | = o
emplgwfﬁb;%mah5 SBELTERRID. Create.Employee
q; {Ié sa'" =
Stl‘utsz Controller - warried
S 7
D5AT7> DU TITA S
] L]

FIEEDOZEZempld (S U TXFINEXEITDIEIS —HERET D

JPCERT CC°®
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OIFA7> SIS —DERLERBRDIXFINESCVUIIX MHEEFEETND

HTTPUOIRAR B

GET /7empld=HelloWorld |HTTP/1.1
Host: localhost:8080

ESBHTTPUO IR M &EET DIZHDHTML

<form action=‘/" method='GET’ >

<input type=‘text’|name=‘emp|d’ value=‘HelloWorld’s

</form>

INSA—=FempldDiE&
U TT”HelloWorld” &L\
SXFINEIXET Do
(empld(EB—/)VAITIE
BUEBL L LTIRONS
EICHER. )

-

ID347>

@)

e )

empld=| HelloWorld

|

&

J
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QXFI -BEICEMI DIRCITS—FHE, T5—HIH)NEZITS

D347 > MOEREETNTEIZINS A—FempldDiE”HelloWorld”%&
HEBRZEHempldCHUTIBATIRICERIS—HREL. TS50

Fhns. o)
Struts2 J @
i‘éé Long® empld
- J

ZT S—NB(IConversionErrorinterceptorZ S AMinterceptAY W R

ATIS—HSLEL,THoNS.

ConversionErrorinterceptor.java

public class ConversionErrorinterceptor extends Abstractinterceptor {

public String intercept(Actionlnvocation invocation) throws Exception {

Copyright©2013 JPCERT/CC All rights reserved.
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OIS—UHET, EMIS—DERERELBZOIEXFIHMRITENSD

ConversionErrorinterceptor.java

public class ConversionErrorinterceptor extends Abstractinterceptor {
public String intercept(Actioninvocation invocation) throws Exception {

.HashMap<Object, Object> fakie = null;

String propertyName = (String) entry.getKey();
iject valugf= entry.getValue();

fakie.p opertyName, getOverrideExpr(invoc \ion, value));
IS—&RRoEEHEN
<DSRE EHE>
currentEmployee.empld EVWSHERTEEEIN, B
propertyNamelZi&fiEcnsd.

JPCERT CC°®
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ConversionErrorinterceptor.java

public class ConversionErrorinterceptor extends Abstractinterceptor {
public String intercept(Actionlnvocation invocation) throws Exception {
HashMap<Object, Object> fakie = null;

String propertyName = (String) entry.getKey();
| Object value = entry.getValue();

fakig@put(propertyName, getOverNdeExpr(invocation, value));

“HelloWorld” Z#Hvaluelc BRI S —ERD
EXFSDEISAETNDB,

12 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC S
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ConversionErrorinterceptor.java

public class ConversionErrorinterceptor extends Abstractinterceptor {
public String intercept(Actioninvocation invocation) throws Exception {
HashMap<Object, Object> fakie = null;

String propertyName = (String) entry.getKey();
iject value = entry.getValue();

fakie.put(propertyName,!qetOverrideExir(invocation,value ;

‘HelloWorld’ “Helloworld”
getOverrideExprAYw R

protected Object getOverrideExpr(Actioninvocation invocation, Object value) {

return " + value + ", :
} getOverrideExprXAYVw RTIIE25|8% (>0
VWO A=) TEDOTRANY UBZITS

13 Copyright©2013 JPCERT/CC All rights reserved. J P CERT CC S




OIS—UHET, EMIS—DERERELBZOIEXFIHMRITENSD

ConversionErrorinterceptor.java

public class ConversionErrorinterceptor extends Abstractinterceptor {

publlc String intercept(Actionlnvocation invocation) throws Exception {
getOverrideExprAYw RZENUL
J=#%nfElE, Z#¥propertyName
&tz M THashMapZE#fakiel
KAEN3.

HashMap<ObJect, Object> fakie = null;

String propertyName = (String) entry.
iject value = entry.getValue();

fakie.put propertyName, getOverrideExpr(invocation, value)); |

currentEmployee.empld ‘HelloWorld’

. +—_ fakie
[currentEmponee.empld : ‘HelloWorld’ ]

JPCERT CC°®
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OIS—UHET, EMIS—DERERELBZOIEXFIHMRITENSD

ConversionErrorinterceptor.java

public class ConversionErrorinterceptor extends Abstractinterceptor {
public String intercept(Actioninvocation invocation) throws Exception {

fakie.put(propertyName, getOverrideExpr(invocation, value));

|invocation.getStack().setExprOverrides(fakie); |

OgnlValueStack.java OgniValueStack
public void setExprOverrides(Map overrides) { :
if (this.overrides == null) { ovefrr_ldes
. . . 1__fakie
| this.overrides = overrides; | B ———
} Helloworld

IS—EESOEHfakieldOgnlValueStackI 5 X
DA AR > AZE#overrides& UTHRIFENS.
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@IsplISIS—DXFIIHmDOtiEN, LARRELTISA
7> bNEIET Do

JsplZEet =Nz d— R(OGNLR) (CULTEM D T, Z&empldDIED
Bfgc=nsd,

Jspd 71 IL(View)

/empmanager/editEmployee.jsp

%s:textfield label="Employee Id" name="currentEmployee.empld"/>

® OGNL & (&
=0bject-Graph Navigation Language (OGNL)

> OGNL(ZJavadDT =S R (Model) DEEZ s TEBASF I DICHDEEE
> B> T)L0— RDjspllEEeh SMNTZOGNLI (F. B2K
currentEmployee.empldDIEZEUS L CHRRZ I DI

(Point! /7 FiED & SRR CERIavaX Yy REFUIHT T L &b

<property name="roots">@java.io.File@listRoots()</property>
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@Ispfllh 5T S—DXFFIHhmOHENn, LARIREULTOSA
7> MNIXET B

JSplCEEIREMN/ZOGNLR (C L/ZH > T OgnlvalueStack.findvalue X Vw Rz
2 L CZ % currentEmployee.empld DE(LS — kD EXFH)HEIE =D,

Js P 7 ‘()l/(VI ew) /lempmanager/editEmployee.jsp

%s:textfield label="Employee Id" name="currentEmployee.empld"/>

Vw R

— EHIBIAVY R

TextFieldTag.doEndTag()
TextField.end()
TextField.evaluateParams()
TextField.findValue()
TextParseUtil.translateVariables()
TextParseUtil.translateVariables()
TextParseUtil.translateVariables()
OgnlValueStack.findValue()

OgnlValueStack.java
currentEmployee.empld

public Object findValue(String expr, Class asType) {

if ((overrides !'= null) && overrides.containsKey(expr)) {
expr = (String) overrides.get(expr);

Object value = OgnlUtil.getValue(expr, context, root, asType);

}

17 ‘ Copyright©2013 JPCERT/CC All rights reserved. JP CERT CC®




@IspfIh 55 —DOXFIHhmDOiicn, LARIRELTOSA

ANaS S EKE

JSplCEEIREMN/ZOGNLR (C L/ZH > T OgnlvalueStack.findvalue X Vw Rz
2 L CZ % currentEmployee.empld DE(LS — kD EXFH)HEIE =D,

Js P 7 ‘()l/(VI ew) /lempmanager/editEmployee.jsp

%s:textfield label="Employee Id" name="currentEmployee.empld"/>

Vw R

— EHIBIAVY R

TextFieldTag.doEndTag()
TextField.end()
TextField.evaluateParams()
TextField.findValue()
TextParseUtil.translateVariables()
TextParseUtil.translateVariables()
TextParseUtil.translateVariables()
OgnlValueStack.findValue()

OgnlValueStack.java

public Object findValue(String expr, Class asTy ki i

OgnlValueStack

overrides

fakie

if ((overrides !=null) && overrides.con ey(expr)) {

expr = (Strlng) overrldes.get(expr ;
NI s Object value = OgnlUtil.getValue(expr, context,

AR ZEHoverridesh 5. ZE#lexpr
Ety FOMBIS—HRETSIRE
ERDIEXFIhREDIEENS.

}
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@IspfIh 55 —DOXFIHhmDOiicn, LARIRELTOSA
7> hNEET Bo

JSplCEEIREMN/ZOGNLR (C L/ZH > T OgnlvalueStack.findvalue X Vw Rz
2 L CZ % currentEmployee.empld DE(LS — kD EXFH)HEIE =D,

Js P 7 ‘()l/(VI ew) /lempmanager/editEmployee.jsp

<s:textfield label="Employee Id" name="currentEmplovee.empld"/>
: 3ZF5’HelloWorld’(ZOGNLEXE U TR
BRZIFIZIRWVZS, 'Helloworld’DFEFE

/
A

Vw R
— EHIBIAVY R
TextFieldTag.doEndTag()
TextField.end() ‘HelloWorld’
TextField.evaluateParams()
TextField.findValue()
TextParseUtil.translateVariables()
TextParseUtil.translateVariables()
TextParseUtil.translateVariables()
OgnlValueStack.findValue()

OGNL

OgnlValueStack

overrides

fakie

OgnlValueStack.java

public Object findValue(String expr, Class asType) {

Z#exprDiE(IOognlUtil::getValueX

if ((overrides !'=null) && overrides.containsKey(expr)) Yw RICToGNLE & U TS NI=
expr = (String) overrides.get(expr); Point! /| #9347 > MMOBHIENS.
. /

Object value = OgnlUtil.getValue(expr, context, root, asType);

}

19 ‘ Copyright©2013 JPCERT/CC All rights reserved. JP CERT CC®




@IspfIh 55 —DOXFIHhmDOiicn, LARIRELTOSA
7> hNEET Bo

JsplCEEiR = /ZOGNLTN C (. OgnlValueStack.findValue XY w RCKD T
Java(Model) DILIEFER Z BG4, w43 OgnlUtil.getValue XV w RICKDT
OGNLIL(C K DFHIMMTHON D,

o~ \
1 Javad 7 )Y Isp I 741
‘ ~ (Model) (View)
D347> b J )
® | OgnlValueStack.findValue()

g

Model(Java)lc K DNHBH - - -
* ERIMVEDISS — ERIE OgnlUtil.getValue XY v
« TS e —> Lo— o =
b\‘ﬁ%-;}i%@jﬁ -—f v R(C KBDOGNLT DO
AnIPEEER
AniPiEDiE Java(Model)RIDALBEDIE% IS,
Java(Model)fllOREBHRITS—HESHICEH
@ 59, %9OGNLXEUTEHIiENS.

Struts2
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@IspfIh 55 —DOXFIHhmDOiicn, LARIRELTOSA
7> hNXET S

LR AMDSAT7 > MMTiREND.
DS5AT7> M ETREIS— Ay E—IHERREND,

Struts Showcase

2012/11/19 07:12:25

Home
Token

Ajax | Ajax Chat | Action Chaining = Config Browse
validation | Help

Edit Employee

Id is required
Employee Id: yanowarld

l Invalid field value for field "currentEmployee.empId”.

First Name:

Last Name is required

Last Name:
Birthdate is required
Birthdate: E
Salary:

[] Married
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WE]—R

WMEI—ROHTTPUOIIRA S

GET /?empld="%2B@)java.lang.Runtime@getRuntime().exec(“notepad.exe")%2B' HTTP/1.1
Host: localhost:8080

WEJ—RODHTTPUI IR MEXEEITBIZHDHTML

<form action=‘/" method="GET’>

<input type=‘hidden’ name=‘empld’
value="'+@java.lang.Runtime@getRuntime().exec(&quot;notepad.exe&quot;)+">

</form>

REJI—RDORAL> b
INSA—=F—empldCH L. JavaXVWV RT&HSDgetRuntime.execTIAV > R%&
E1T9 BOGNLRZEIBEL TL\B,
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WEZE]— RHARITSNIZROUNE

ZT|T S—HFE UIBONE T O—
X Struts2(CBUTWB Y >INV showcasel ZIclCIEBZEERRT D
@ ISAT7> 5. IS—DORAERZXFINESHBUIIR MHEE
Tha.
@ Struts LT, XF5IBUBECERTIRCIS—HFREL. TS5—
5) WBEITS,
® IS—NET. TRIS—OREEROEXFIIHDEFEINS,
[@JwaSIE—QEEtmatiiﬂﬁmDmzh‘bZﬁ>Z®—%

EUTIOSAT7 > MNEEENS,

KE]— RYERITEINEETHLED I O—FEELE L EDSRVD,
@DUEATTENWDIEET D
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WE— RETH
@IsplINSIS—DOXFIIHNMOMEN., LARIRELTISA T MRIETS

JSpOARBICLIEM DT, ZB&empldDENBIEEN. TS —DEKERDTE
XFHIhfRENSD M - - -

Js P 7 ‘()l/(VI ew) /lempmanager/editEmployee.jsp

:<s:textfield label="Employee Id" name="currentEmployee.empld"/>

OgnlValueStack.java

public Object findValue(String expr, Class asType) {

' BRDZHoverrideshs, T5—
if ((overrides != null) && overrides.containsKey(expr)) 4 HFE4E U f=EE & DX RIINE

expr = (String) overrides.get(expr); HexpricEbrEENn3,
Oby lue = OgnlUtil.getValue(expr, context, root, asType);

} ' OgnlValueStack
/ AN overrides

. . . { | fakie |
[ +@java.lang.Runtime@getRuntime().exec(“notepad.exe")+' }: )
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WE]— RRTHS

@IspID SIS —DXFIHEmDEN, LARSZREUVUTISA TP MMEETS

JSpOARBICLIEM DT, ZB&empldDENBIEEN. TS —DEKERDTE

XFHHRENDH - - -

Js P 7 ‘()l/(VI ew) /lempmanager/editEmployee.jsp

:<s:textfield label="Employee Id" name="currentEmployee.empld"/>

OgnlValueStack.java

public Object findValue(String expr, Class asType) {

Z¥exprb’OGNLEUTEE |
flicNBERICI avaRrVy
RHBRITESNTLES ! !

if ((overrides !'= null) && overrides.containsKey(expr)) {
expr = (String) overrides.get(expr);

| Object value = OgnlUtil.getValue(expr, context, root, asType);
) /

e

~ L

[ '+@java.lang.Runtime@getRuntime().exec(“notepad.exe")+' ]
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[alEa s

@ SEIDI7TVT =232 (CHIFTDEHRNIL R
51272 OGNLT & UCFHili'd B OgnlUtil::getValue XYW RIC
MU, MECLTOWRNWT—FZBELTLEDTIE.

—7 =

UIFTOO—54 >4 RICGERULTLB!N
[ IDS00-J. EfHIERZ X TESTNB3EHETETRV\T—45 (3%
E{IT 3]

0 R CXTIUCESIARE e
OgnlUtil::getValueXYw RD5IEE U TET HIlC. T—FD
OGNLI&E UTEIRESNBRVWK S ICE|EBILT dmED D DI,
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(ZIERd—KR: )\—>3>2.2.3.1TIEE

ZRTS—HREUZIBOWMED O—
X Struts2fFBDY > T IV IV [showcasel ZIcUEBZEFRT D

© 93472 bh5. I5—DEREAERDIXNFINZSCUIIX MHEE

=N,
@ Struts kT, XFIN-BUEICEMITBIBICIS—HEREL, IT5—
5) MEBETS, / CDOMED— RICIEEENRADTIDS

@ IS—NET, BT S—DREEEROIEXFIIHRIEEND.
@ JsplllhS5IS—DREEROIEXFIINmDEN, LAKRAD—ED
EUTOIOSAT7 > MEEENS.

T S—| Helloworld

empld(XEIETT

[
o
ruts
-~
\
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(ZIENRd— R: Kg§5/)\—> 3 >08E50)
QIT—YIET, ZMTS—DERERDTEXFINMRIFEIND

ConversionErrorinterceptor.java

public class ConversionErrorinterceptor extends Abstractinterceptor {

public String intercept(Actionlnvocation invocation) throws Exception {

R C Tl ashMap<Object, Object> fakie = null ZTHMvaluelc FT|TS—&
— BOAHDEIRAETNS,
Objectvalue = entry.getValue();

fakie.put(propertyName, getOverrideExpr(invocation, value));
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(ZIENRd— R: Kg§5/)\—> 3 >08E50)
QILT—WIBT, ZMT S —DRERERRDEXFIMRITFEND

ConversionErrorinterceptor.java

public class ConversionErrorinterceptor extends Abstractinterceptor {

' - T - R - Z#valueld

publ!c String intercept(Actionlnvocation invocation getOverrideExpr XYW K
HashMap<Object, Object> fakie = null; Z9TL THashMapZE#ifakie
| P<b) bject> fakie = null; CRASNS.

Object value = entry.getValue();

| fakie.put(propertyName, getOverrideExpr(invocation, value));

L_fakie -
‘HelloWorld’

getOverrideExprAYw R

protected Object getOverrideExpr(Actionlnvocation invocation, Object value) {

return "™ +_value + " getOverrideExprAY Y RTIEIEE251 8% (S >
} DILOA— N TH- TEHS BUEESFS

{EIERRJ— RTlEgetOverrideExprAY Y RICIEIEDIMZ SNTUWLS,

29 ‘ Copyright©2013 JPCERT/CC All rights reserved. JP CERT CC®




{ZIERJ— I : getoverrideExprAY v ROIEERE

LS —AET, BRI S —DRA LR D TEXFIMRFSIND

getOverrideExprAYw R ({ZIERT)

return

}

+ value +

protected Object getOverrideExpr(Actio\nvocation iInvocation, Object value) {

getOverrideExprAYw Kk ({EIE#%)

getOverrideExprAYw RTIIE25|8%Z&’ (S >
IO A— BN TE>TRATIUBETS

StringEscapeUtils.escapeJavaX¥Ywv R%&
EOTIRT—BEITOTULND,

}

protected Object getOverrideExpr(Actionlnvocation invocation, Object value) {
return "¥"" + StringEscapeUtils.escapeJava(String.valueOf(value)) + "¥"";

30 Copyright©2013 JPCERT/CC All rights reserved.
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ﬂ%IEHE:I - I\ StringEscapeUtils.escapelJavaX¥Y VW RICKDBIRT—T

» StringEscapeUtils.escapeJavaX¥wV R(CKB TR —TULIE

¥b ¥¥b
¥n ¥¥n
¥t it
¥f ¥¥f
¥r ¥¥r

EOIIA— ) ¥

‘HINTA=R) ¥
¥

/ ¥/

mIRE]— RTEENDENTIRAT—T=NdE - - - -

'‘%2B@java.lang.Runtime@getRuntime().exec(“notepad.exe")%2B'
!
¥'%2B@java.lang.Runtime@getRuntime().exec(¥‘notepad.exe¥")%2B¥'

=OGNLT & U THRIRESNRWSEEF IC TR —T &N,

JPCERT CC°®
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ﬂ%IEﬁﬁ:l — R IR —TRhEEDOgnIUtil::getValue XY v ROEIHE

StringEscapeUtils::escapeJavaX¥Vyw RTCTIRXT—TJNI=fEZ
OgnlUtil::getValue XV w RDE|EELTE I ZET. OGNLNE U TEF
flic CEIavaX VY REET=NIRL<IRD,

Js P 7 ‘f)ll(VI ew) /lempmanager/editEmployee.jsp

:<s:textfield label="Employee Id" name="currentEmployee.empld"/>

A\
u EBexpridIAT—TENT
OgnlValueStack.java W37, OGNLREUTEE |
flichTHBIlavalVwv R
public Object findValue(String expr, Class asType) { EIrEhiun

if. ((overrides !=null) && overrides.containsKey(expr)) {
expr = (String) overrides.get(expr);
| Object value = OgnlUtil.getValue(expr, context, root, asType); |
}

_— yA

[ ¥'+@java.lang.Runtime@getRuntime().exec(¥“notepad.exe¥")+¥' ]
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1 N ROUT 54 2 T0FDMBEENRET D
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Z1F1E - SIAPZRFIAICDNT
BAREROZE/FHE(FIPCERT/CCICIFR LE T,

BARERIDDWNIZD—EZ5IA - &# - Bich 9 DBR(E. 5IAxR. ERAB LU URL DIFRZS
FALVLE T,

sCEkI

S5IAT : —tEEAIPCERT O—F 4 %—>3>t> 45—
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