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What happened to your files?
All of your files were protected by a strong encryption with RSA-2048 using CryptoWall
More information about the encryption keys using RSA-2048 can be found here: hitp.ien. wikipedia.org/wiki/RSA (cryptosystem

What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, itis the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private

All your files were encrypted with the public key, which has been transferred to your computer via the Internet.

Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

What do I do?
Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

. BwznSp2ylumhiak j . payparinerstodo. com/eoovhe
. 3wznSpZyiumhiak j.allepohelpto. comsecovhc
. JwznSp2yiumhiak j.barklpaypartners. comseoothc

CECEE

. BwznSp2yiumhTak j.maverickpaypartners.coms/eooYhec

Iffor some reasons the addresses are not available, follow these steps

1. Download and install tor-browser: hito-fwww torproject oralprojects forbrowserhtml en

2. After a successful installation, run the browser and wait for initialization. 3Ldzn5p2uiumh?aKJ oni CII'I!"EDCI‘T‘h': I
3. 3wznIp2yiunh?akj .onion/enothe -« Type in the address bar =

4. Follow the instructions on the site

IMPORTANT \NFORMATION
DY
paypartner: -Your Personal PAGE r .on I o nJ OD_E ﬁ %\ 6 %’L 6
SuznSpZuiunh7ak.onionsecothc fl A Your Personal PAGE(using TOR)

enoyhc -Your personal code (if you open the site (or TOR 's) directly) ‘
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7 ANMERTDFRRE T UV AT =T OGRS T-DICED 2R O—2TH D, A — /MBS
TELDNTELE T 7 ANDBRER T 7 ANDEPERBI LT TH720ICh, IREFRFERIND L
2L TEE, lexel [vbs) [scr] 7ol 7 vl T AaFITSIEDHILETO T 7 A4 WTITA S 720 &
INCTHZENFLTHD, £lo, FNLSDO—RIEEELRYLET D7 7 A4 )V Th > THAERPEA TWND
ZERBDHED, HEPLETHDL, ZO LI RERNLXHRICONTHEMER D720, F6l% Az
N—= 77 EOFEREEID T,

WELIC Y A NS—EBEA~IIA L TV AT 21%., BETH23 17%
A NR—EBRIZONT (2.6.3. [X2-21) 1%, 21%DO/EENSEEICIMA L TEY . 17%BIMAZHEE LT

DLWV RER Lo T, 4FNE < DR A S—PRBRIZIA L TWD | F723MMAZ B LTSR35
Mo, YA N—REDT A N—HEADfF DD L TEDITONTE TSI ENHEAT,
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B [No More Ransom] 7u¥ =7 s OR&E DN _ENRE

No More Ransom| 7’2 =7 MIDOWT (2.7. X 2-22) [Hi->TWb] L& L7-FHRIL 48% T,
PR LMD L TN e gholc, RI7rY = NTIESHET U L= T DR Y —
WO EIT S TWVDL, SEIOFHETYIO THSTZ VI BERBFELNTWAS, RI7Yey=7 M af
WIRIEENC T D700, REEDOH ERFREETH DL Z LB oot

F72. INoMoreRansom] u v =7 h7 Y A7 IZBT D IHEREMHIC OV TEHEELNZER)
5. WO LD IRIERPRD SN TNDZ ERDhoTz,

— SRR OTF O, TR
JEYL & B3 5 72 O DX
— REPELEGEOXK., BE Y — Lozt
—  He T Y AT O R
—  NRUASOREARR & U e, I oEN
— HEHERO#RM

728, [NoMore Ransom| 727 FOWeb A FTiE, EXxa2a VT4 XU LHEBEHEIh TV
SFEIEREEY—IABENEINTBY AV —NVE2EHTHIZLETESTEZ Yy —A L5720, 0
EHLTARDZ EaBEIOT D,

The No More Ransom (H AGEHR) 1H5Y —/L
https://www.nomoreransom.org/ja/decryption-tools.html

JPCERT/CC iE, ¥AR—=T 4 7 A= LT A7 uY=zy MIBIMLTEY | A 3— Ll
L.A7ev=y bCRESND 2Ty — B A0 AARGEER EE21T> T %, ERIZEW TR,
WSIATBOE NMF AL EHEERE (IPA) o RIUTEN B AT A N—JLg Rk v & — (JC3) LML
TENICEITD 7 AT 27 OXPRICIY A TW M, W7 ry =7 MBI KL= T 15T
WD,

R s —7
TEL: 03-3518-4600 A —/L : ww-info@jpcert.or.jp
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BB THRARIZL I, 7 AU T O FIESE B T ENF 2 BbZ2 2 TWb, ZOEITEA
I THRBEANCOBRATEY, EVRRACRAN B E B2 55— A b2 TS, b, Bty
REEZBEE LI2b D2 TR BB EOEREZ 202 <ELT 572Dl v A= 7 2T
HZHbOLHTETEY, ARIIBFEOMBEIL 7T v Ay 7 KBBNEE SR, THREND, &
DEIRT Y AU T AV EFIEOZEEEC, FiiceBBicxtis LT 2ok, ¥EL 2 E
ekt E L o T BERH D EBEZ DD, o, EYREECIRIK 21858 T & HIRHIH A 2 5 2
DMBEMEICOWTHRAT 5 Z L b RUITH 2,

FOEmLBE_ETE BEREEE LT IEA—ADOEMN T 7 A0 R =T YA N ERIZY =TT 7Y
r—=va s BELS MR TT U AT =T OFPIHTESHT 21T o TV TH, BkfiEF 2w a2lcbi<
ZEFELWERER AN, BRIZET RS TH, TV AT ORRGE Y X7 2R D 72 OHAH]
DR & | G LT AR LT D 72O OE R OR R 2 Bt LY L TR < 2 LITEETH D,
WA TOHEBEMET DM, 7Y L0227 OBFBIERSH 0BTy — R EOERE S A L) —IC
TG UIEHT 272 8 ZRNARICED FoF L0 T HEORBATE L LB LMD,

— 5T, AEOT U r— FREZB L TCHFEONEZEROPICIE, 70T AT T OBERESCHKET
M. W2 BN T, F_ B L U B0k & F oM ELZRD LI LEIN
L, SHBOMELE LT, BHREZ A L) —oa—PE LICRE L, BREHZHEL T Z
EMMETZLEZ TS,

NoMore Ransom] v =7 hdO—F & L TOIRENIC, EWNFERRE OfFguEELZ @ LT, oAy
ITICEDAWELEF TEDLI5% LB I LTV & & HIC, RREEN, BN REZHE L 20
ZLhbXofE-TWD,
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& A S LVITOEE—R

ENTHEICEENHERINZ, b LAIMHRAICER SN T oA v 7 OFEEICOW T, Rt
RE Y —VOFER EOERE - ERERCE LD,

LALBI]

7Y LY T DL

77 ANLIET T Y LT T OREYGET
L0, b 7 A NV OYLiRT4
BA T T 7 A VS R R

HARGER R « AARGEOEIE SRR OA HE

NMR TOE S Y — Lok . H v /7L
ERIE SN =7 A7 a1 FEy b
Neutrino Exploit Kit, Rig Exploit Kit 72 &'k
Bl SN 27 a1 by b
Exs

[REGe U 72 BRICFRoR S 42 @ i o 4]

HEEE : ABATESRNO E L OB ET LV AU T7 OB X Z ORI, YLk, B, F1R
SYREAI L,
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Locky

7 7 A NEHEF : [locky)

BAT T 7 AN ER
HAGERR : HY

NMR TOE B Y — /L Ol : 72 L
IR EN D=7 27 m A ¥y b
Neutrino Exploit Kit, Rig Exploit Kit,
Nuclear Exploit Kit, Sundown Exploit Kit,
Hunter Exploit Kit . Bizarro Sundown
Exploit Kit

BEZE 0 2016 1T, KER, A=A RT VT, RAY | A F Y R PR CIBO MR S 41, HAIC
BOWTH RIS T Ue, BN TEEMIER L7 ER#HE LT, A7 a7 n"EE
FEXHGEICTH Y BN BAFE CRE SN TN Z EBR%T 55, TLocky) DILHHREKE & L,
WmdX%774w%%HLRZNAX~Wﬁ%Méhf%@ D77 ANERSE, vraR
JavaScript 3 FE{TI4T TLocky) =X 7 —RT%, Bk ”7 7 A L OJEsET% Tlocky)
WCERT L2707 LTHLNTEY, e L To5y harr (4275 4 THAT
%) mEREND,

CryptoWall

T 7 ANMLIREA - T U LIRSS

Cannot you find the files you naed?
Is the centent of the files that you have watched not readable?
& /]) 70 N 7 7 /]) /l/ H%‘%"f B};'F_! It is normal because the files’ names, as well as the data in your files have been encrypted,

Congratulations!!|
You have become a part of large community CryptoWall.

AARGESR T~ : 72 L

It you are reading this text that means that the software CryptaWall has ramaoved from your compuiar.

S 2 = AN N =) . iIs encryplion?
N MR ‘( 0)1§ﬁ \/ /l/o)*ﬂf'f‘/ﬂ; . fCi L/ {ion 5 & reversible Fanstormabion of infarmabion in order Yo conceal il iom unguthartzed persons but providing at the same lme scoess 1o 1l for aulbvorined use

% an Juthorized user and make the process inuly reversibie L, 1o be able 10 0CTYPE your fies you e i have 3 special privale ey

*}Kﬁ&cr’fiﬁﬁ é j'/l/%) - 7 =z 70 o /r ]\ %‘ > ]\ . Hicr b B privali bey you riee] B e ryplion software with which you can decrypt yout Bles and rehurn everything in its place
- .
ost understood but what do | have to do?

Angler Exploit Kit, Neutrino ExXploit Kit, | e e e e
Magnitude Exploit Kit :

HBEZE - Cryptowall (%, 2013 4 RKEHIZHES CIREDNHER SN/~ /L7 =7 T, CryptoLocker % fifft L
ToHAE, AARENIZE O TIE 2015 HRKED O BB HER S bhd 72, C&C I Tor B4 R v bV
— 7 HENLTUT> TWNDHIETHMOLNTEY, 27 A7aAf by b, ~AREASDUT T 4oy
VI e Xy o X—=URB TR B SND, £, By haf k2 H5REDOTHNE TR LT K
WO~V TTT THHD, ~NT7 4—I2LDE, 201542 AN 4 AD 2 7 A OFEMMICET D
By haAf vuw RO U356 OSEE0 7o il 4 5L B | 88 2 5HE L 725 3. Cryptowall 122K
L TN F A OB OHEEFEIT 3 (5 2500 J7K FIL(GK 400 EHAHY) ICELTRY ., &8k
FELWIHIH CTRERRRWEEZRELEZT VY LT TOOEDTHD, A7V LU TITERT S
EL T T ANDIETNT VX LR LFINCEEIND E LTHLBILTND
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TeslaCrypt

- 7 /r /l/*}iaﬁ% . I—VWJ HOT YOUR LANGUAGE? USE Google Translate

What happaned to your fils?
All of your files were protected by a stiong enciyption with RSA4056

More information about the encryption RSAM096 can be found hitps /ien wikpeda cegwkiTSA_icrvptopystem

AT T 7 AN R

AARGERS 1 7L
NMR T 5 — /L DHRE : & Y s

What do | do?

Alas, if you do not Lake the necessary measures for the specified time then Lbe conditions for cbtanng the prrvale key will be changed

j:}i\‘%‘&&:,f%)}ﬁ é z}/b é T y Z 70 i /]) }\ 3‘\, > }\ : ¥ you really need your data, than we su;gesl You do net waste valusbie time searching for other solutions becausen they d 1
Angler Exploit Kit, Neutrino Exploit Kit. e S
Nuclear Exploit Kit aEARTEAE

HBEZE : TeslaCrypt 1%, 2015 EAIOEIZIES THEAT L CREEIZZ2 U | ENIZIB W TIEFREOFERE I
ERFER SNz, Angler 72 E D7 A7 A b %y MEETHLECT 5, #180 TeslaCrypt D % — /7 >
MEI, ETAF—b0aIa=T4 B2 ONTEBY, N7 7 A4V OCFE, B, 7—%—
A7 7 ANE) PINZ, F—=2HOT7 7 A Va5t T % 2 ERREE o TS, BEfbahic”
7ANVDOIEF 2 FIZ Tvw) IZEET LT LavT e LTHLNTWS, £/, TeslaCrypt O
EE 1T, —EHOEFEHZHFEL, BEF—Z) V-2 L TWND,

CryptXXX

7 7 A VLR - T5 HTDIEHT) [erypl)
lcrypt) T.erypz) 7o &

rgiwikiRSA_(c

AT 0 77 AN, ke > 7 4

AAFERIG © 72 L

NMR TOE Y — /L O#HH: : H 1

T}i\‘%&cz,fiﬁﬁ é 2/1/ é = 7 X 70 = /r ]\ :5? ‘\/ ]\ . structio you ere are a few different inting to your page be|
Angler Exploit Kit, Neutrino Exploit Kit ;

BEZL : CryptXXX 1%, AAZ GRS CIERIEE 217> T\ e 7 Ay 7 O—> T, 2016
RICRYGEBI NS S RSN D K)o T2, 7 A7 TeslaCrypt DIFENE 1L & ANnEDb S K
L TEE L, TeslaCrypt & FIFRICARIEABHM S A S47z Web o FEZE L CTHEHT 5, &
YT 2L, PCHDOT 7 A NVOILHETD Terypt]) ~EHR I, HxDzo 05 R4 s LT500 R/
MOy baAf rE2ERTD, 77 A NVOREEALTE T TR BRI T v 7 24T 9 BERE A 2 72 A 3
REhTns,
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WannaCry (WannaCrypt)

7 7 A NWALIETY : WCRY] \WNCRY
['WNCRYT]

AT T 7 AN A

AAFER IS : &1

NMR TOE 5 — /L offk : 72 L

LRI SN =7 A7 aA by b
L

Check Payment

HEEE . WannaCry (X, 2017 45 AR CRYEAHERR S AL, BRIV, KIE, BARZ ST U7 7 Lt
REHOBFEERS, WPE, B3R STl BRIl O WK B L KIE L= 7 P Av T, Y]
2T T — R MTHhIL TV R Windows OS DOfEgatEZFIH L. AR 150 » [Eich7- v g%
JR¥® Tz, WannaCry DR ROFHEIL, V=D X5 IZxy Y =7 TRAL, EHT 2R TH 5,
YT D & BGmAR e b TN *7%7~7ﬁﬁ£@774W%%%ML\%ﬁé&bfmmﬁhw
ULy haA a4 d K OICERT 2, BYE ORI RSN EEMEE, AAGEL G
28 FFHD SFEICKIG L TWVWD Z & LR —o,

Jaff Rasomware

7 7 /I) /l/yj*‘%% : r]af“ r.SVnJ Jalt decrypar systcm
ZAT Ty AN AR

EI ZI: ;FJ‘J/_.L; fi L |I.w:r~|:l‘l.:r:r -------- b i privs b

NMR COEEY — L O : 5 Y A
I = 7 A7 v A h%y |k M A
7L

HEEL : Jaff 13 2017 45 5 AEIC Jaff TG S E 5720 DAL A — it i CREICHREI -7, =
@zﬂbfwwﬂFmeJ@#@TE%\%ﬁ%mﬁﬁ@HkPDF774»ﬁ%ﬁéhfwéo

Ped bl WEEOA v E—VUNRREIN, 77 A NEH L THRET2 [jaff) (CEET 5, —
ﬁ HARB L O U7 #IBIc B\ T, Jaff O FENIRAT IS4z A3 A A —/L A3 2017 - 6 A WO
RKEIIEH SN, TOANRLA=E, TV 2B EH D O@MR 8225 NWET, /45
EPFEDA v E—UNRERSN, 77 ANER S LT, JET% [sVn) IZEET 5, S 5125 18
THAMEYOE Y haAf a2 d X HICERT 5,
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CERBER

7 7 A VLR« T.cerber] ' o

ZAT T 7 ANk ER
HAGEXHS : D

BWeY—n:bHb
ERBICER S 227 27 a1 by b
Magnitude Exploit Kit, Rig Exploit Kit,
Nuetrino Exploit Kit

2 iRl v | et A 4406 001 3150080~ 1154

BEZ . CERBER (%, 2016 IO TRy T OT v X —27 T 72 Rt TR S, TO®%AALZE
D REHCIER GBI A1 To CVWDE TV AT T Thd, B EHOEHE % A LEET 5 HhE
HRTZT7 oYL 7 L LTHLILTWD, o, WA EHLWBEREZBML TWD Z & b AFHEO—
DT, 77U RYP—ERLYNNK A V7 (RIEJAE), Windows 227 V7 ~7 7 AL, KT
A7 aA Ry Ne k| ZREEERILEMSREZ I AL, R & HICB L L TE 7, BEREKIZ OV
T, 2TONR—=T a3 BT, ANAA—BFHEN TS, CERBER OF /REHE X, Hik,
HERE. 77 AR BREREZHEOEFIHISLTWD, el LT 124 By basy (4
F5 7 8 THHMY) OXIWAEERL, D% 7 HMT248 By haAy (11 57 FHMEY) 2F
TERFAGIE LT D,

Spora

77 A NMLET  JRRTICAFE R L

All your work and personal files were ancrypted

To resioee sata, chinking guaraniees and suppe
[ p—

AT T 7 ANV A

HAGERHS : 72 L 0
NMR T B — LRk« 72 L e
IR SN A7 oA, bFy b [ e |
L e

WEZEL © Spora X, 2017 41 HITfEER 4L, 2 AFAED O 1 o7 Z IR E NS Lo, &
FEESCHEARENTH S K TH LN, B ENHER I TS, Spora IX, Web 77 7% ET
MEAXT 7 4> BRA A =L ERNTORWZOERNENTND ] EWVWIEDED A v E—
BRRL, 74 FOA AN MIRENTTT UV AT RIKE A VA =T 5 &9 R
DD, BPEDT 7 A4 NVAITFFICEL L2, F22TO7 7 A VBB SN DR TR L, #
EDIIRF- D7 7 A, 1T T NV FRIERD 7 7 A VB AL S DN B 5, i
BARLHIIICA=2—ZFHABE LTV | BEFITEELTN DT v v MERREHEL TV &
SOOI EARTAAADFTEE L TV DR B RHE D —2, FERITE LT ST, 140US RAAHY D
vy haAg rzERIN5,
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Crysis

77 A NMLET  JRRTFICAEFE R L

ZAT T 7 AN ER

HAGERIS © 72 L

m
All your files have been encrypted!
A your files have b pr yousr PC. IF you want to restore them, write us to

NMR TOE &Y — L DOk

the e mail webmafia@asia.com
Wirite this 1D in the tithe of your message FA0105F8

You have 10 pay fer deayption b Bicins. The pre depends 00 how fast you vete to us. Aker parpmert v o send you Ew

IR SN =7 A7 oA bFy b
L

decryption teed that vl decrypt al your s

Free decryption as guarantes
Batare paying you can serd us up 105 fles for free decrypton. Tha total e of fles rut be less than LM (sen
archave]), and fies shoull nt contan vauable nfsemanen. {Gatabases, 54Ca:ps, Grge excel shoets, etz.)

How to sbtain Bitcoins
The easiest ey to by bicors & LocaBitrons sir. Yo bave b regeter, cok Fary Bboans', and select the seler by
panyrriert mesthod and prce.
bz ocabiconn. camdsy btoors
#isn you con tnd ather piaces o buy Btoons and begniners gude here:

ol e comcesh o nbrmanenbow can tbuy bcanad

TGP TR REYHE B SRS S ulz, A

7200,

BEZE : Crysis 1%, 2016 FEAHIOEIZZ DIFIENWID THERB S, 5 HREN D B AR Z G Te it 4 # <
A= RV =y LRy NT—I DIEEEWoT-, S FESERRK
o TS 5, BT D& 77 ANADRIESL S, BiE EOE A—/LT R L ASEITHEE L,
By had v THREDOTHANET D LS ERTHEHEMARREND, 77 A VOIERTIE

L

BLACKOUT

77 A NIRRT JRIRFICEE R L

AT T 7 AN R

HAERXHIE « 72 L

NMR TOEE Y — /L O#f: : 72 L

IR SN2 7 27 A %y b
L

| README 1183339 73654 1t - Bloc-notes
Fichier fdmion Fgemet affchege 1
have been encrypted <BLACKOUT> ransomare

T1qTOLhkWdf ZW3X99 8z

BQhST48IPIMS4 3R SpX+4F+ FM103pbs 2pVAr vr b
G4/ Dedar hodyTunxaque
>

Intj3i1 or; 287310 Ix PB]SpGe(DG o e:n o,
dix
FXkoQs Lan7 om

or. 1. net
files for trial decryption.

t in 72 hours,

o our address

NN 25063 58115267996

HEEL . BLACKOUT (3. 2017 4E 7 BlcHgstic

BWTREDHER STz, EIZANRA A =LA —)LD

W77 ANVEN LTI LTZEEZ L2 TWD, BT HE, 77 AN E T X LR LT EETe

AENCAEE T %, BLACKOUT |

JiE, IREOERA v —VE2EFLTFA N7 7 AV EAERR L, BE

TFOTRTOT7 FNVFIEHET L E VIR DD, FRETERA v -V TlE, WEHIZT7 7 AL
Wi L= Z & 2@ L, BLACKOUT DBIREIZESF A — N TlEEE L T —Z%E T T5 L9
WY, 4L LT, 500 R/L~1500 FAAHY DOy h oA v Z2ERT 5,
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ALETA

7 7 A NMLiET-  [aleta)

AT 0 77 AR
HAEEXTIE 72 L

NMR TOEEY — /L Offk : 72 L RO RS anaos e
TS5/ 2704 FF v b o | [mme

D not roname encryzea fies
D0 o iy 19 Gecrypt your ciata usng third party software, | may cause permanert datn oms
fcﬁ L/ # o ot wrete 5 -l i 36 howrs - your oy s been deleted anl you can decrypt your fles
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o e L
- - W R EE e RS U
- mm

HBEZE : ALETA 1L, 2017%7ﬂc:?ﬁ%f%ﬂ&bﬁﬁménm BYLRRE e LCiX, VE—RTAZ by
77m han (RDP) ZEH LTI AT LBATLEEZEZ LN TS, YT 5L, T —F MBS
ks, 77 ANVDLFNT TE A—LT RLA ] 23, JEIETIC Taleta) 3MPMEnsd, Fiz, %L
7-PCOK 7+ VFIZHTA 7 7 A VERET S, 2O HTA 7 7 A VITIE, 774»%%%{5 L7=Z
LR, T ANEBILT AT, WBEICHERKE L THREEZ L) Ko IcEN TR, #HES
MOEDOWEICE DL, HFRELLT2E Yy A (5000US K/LHHY) %:?Eméa%éo
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Globelmposter * Oni 7 %Ay xTT

77 A NIRRT Rt

[ [ [ i FTARTHT74NL, RSA-20485 LU AES 2560 2 TR BIESh TUET,
' Cyth ' pscrypt. J .oniJ DRV, TRTO 77V ERERT LN TELT,
FRTDTFANERPRR (R TEREERAL T,
FrALERHET HFMCDNTE, BREILEDYE,
2 AT T 7 A I ELA B E T B DL, 27 L ERH TRATEET, 77 (L HADE L BLBEIEAL,

(7L A X 10MBR,. BEEHEHTGL)
AARGERIG : &Y

NMR TOEZY — L O#MH: : H 1

W
il gayoruByahoo co.jp

fBAID

0D B3 AB 8C 57 6C 67 C6 88 B2 63 80 06 8C 7F 2D

EBIEH SN =7 A7 a A FEy b
Rig Exploit Kit

HEZE - Globelmposter (X, 2017 4% 5 A HLERMNETHEENKEL TEBY | BT LWT Ay
TTThHDH I EDRHERISILTND, L4 1E Globe EFEIN D~y =7 ZlHE L TRV, JELT 5
ET 7 ANNEE LI, 77 AT Teypt) < [pscrypt] & W o 7245381 %4F17 CTHTML 7 7
ANR—=Z2DEIAXLE KT 5H, WannaCry X° EthernalRocks, Petya-Like 72 & CHEH I 7
ShadowBrokers O 27 27 v A MY —AMEH SN2 —Abd 5720, APT B L—7L DR
S EEDIL TV D,

HAEWNIZEB Wi, 2017 4 6 AT Globelmposter O#ifETH 5 loni) & WO ILETE2FINT 5
Ooni 7 LU= 7 PR STz, W5 b Si7=4 7 + /12121 NIREADME!Lhtml) &9 html =~
7 AP ERESN, BARFBOZULEEZOTDDIRRNBFREND, B CRYSR I S 20N
720 TR, Web £721E A — 72 EORBEN D o=/ 2T a4 NOw VT =T 2 E % LT
YT HLEEBZ LTS,
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Petya HifE (NotPetya)

77 ANYEEET TR L

AT T 7 ANV A

AAFERIG « 72 L

NMR TOHE SV — /L Ok - 72 L

IR EN D=7 27 m A by b
Sundown Exploit Kit

W% . T % L7 =7 Petya DFFFEIL, 2016 fEICBEICHER STV A3, 2017 4 6 H 725 Petya O
fiffE (NotPetya) (2L DYBLEN, U7 74 F, v 7, BN & CEHERER SN2 &L THUGE
BEIZ72 o7, Petyald, PC D7 7 A NLIEIF TR, ~AZ—7—hLa—F (MBR) bigE{bd
BN L 725 T D, Petya OFFFETIE, Windows SMBv1 D fifiggit 2 EH L Tk &Lk S8
DHAAA IR ERHIMENTEY, Bl 7 7 A VOPIETICEREZINZ 5 Z 1370,

T, THERICET I EMEFICHE LN ETHLHONTWD, BT 5 &, F4EE LT 300
KRAMHYOE Y hag s 2EREND,

Bad Rabbit

Ty ANEET AR L

AT T 7 A NG A

AAFERIG © 72 L

NMR TS — /LDl : 72 L

W SND =7 A7 a A ey b
L

HEE : Bad Rabbit (X, 2017 4F 10 AiCu v 7RV 7 T4 F 72 EOMIR A s & LT, A H Ty
DHERENTT UV L TT ThHD, TRIERE o720 7 T4 F T, ShERZE ke & Oss @ik,
WEEZ I LD LT L OEES V7 INRRELZ T, VAT AMEILT L2 EOHERH -
Too YRR & LTl tAD Flash A VA N —F &2 o TREPEZIAT TEBY . n Y T OEH=a— A -
YA NCTHRYTT w7 4 RURFERIN, TINOHBEY A NIFEINT, FoHLauxT
DR\ y = (FATRARET 7 AV) BWE T a—RINDHENI T —ARER I TN D,

Flo, BYGERFGED—> L LT SMBVL OffEggtE RIS Tne 2 & bR s T\%, Bad
Rabbit (ZETH L, 2L Ea—F DT 7 A NVPEFALIN AT NI T B A < —INRRI Tz,
Tor x> NV =7 RRHATIXHWHOR—VICHFEIND, WEBFILT7 7 ANVEEZTHRIEDIZ, 40
RFR AT OFIBREFMINIZ 0.05 By h A > (F285US KL) & X#H L HERT D, XA ~—0E
TIZR D ETICHENEE DR ho 2 5E . FREFEIISIE EFbn s,
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