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ASTE(E

B HRIESOR

—ADbstract Syntax Tree

—EE(TOT S L)DEKRICEMRDIRWVWEDZEDEREY
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Block

@hudj ArrayList;->add w @
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JEB&EAST

B JEBTCIl&. DEXZEFI>)\1)LLTESNBJava1— R
. ASTEU TSR ICEIEEIN TS

B JEB Plugin S ASTIC 7Ot A9 BIZHDAPIBAR =N

Llid

_m_t_‘Je -api.Jepinstanc
e

getDecompiledClassTree(paftial_sig)

v

getDecompiledMethodTree(partial_sig)

jeb.api.ast.Class
getinnterClasges()

l getFields()

jeb.api.ast.Field

3 Copyright©2014 JPCERT/CC All rights reserved.

getMethods()
WV

jeb.api.ast.Method

Souce Code
vgetBody() AST
L\

jeb.api.ast.Block
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ASTOHUS

B JEB Plugin5ASTZEUS 9 D I(C (&,

=

RSO IAIILUTE LK EN DD

—JebUl.decompileClass()

B XYY ROHUS

Ef](CJavadd 11—

—Jeblinstance.getDecompiledMethod(sig)

—1jeb.api.ast.Class.getMethods()
B MethodD U X hzHUS

B US ADEYS

—Jeblnstance.getDecompiledClassTree(sig)
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[BlEE1] AST DS AR/ AYVY ROHUS

B ERE
— Assembly ViewD3F+7 L MIIEEDD S X (jeb.api.ast.Class)ZHiE L. NBI D
J4—=ILREAVY RO—EZFRRITD
B I D DHNHER

Landroid/support/v4/app/BackStackState;

target class: Landroid/support/v4/app/BackStackState;

[Method]
Landroid/support/v4/app/BackStackState;-><clinit>()V
Landroid/support/v4/app/BackStackState;-><init>(Landroid/os/Parcel;)V
Landroid/support/v4/app/BackStackState;-><init>(Landroid/support/v4/app
Landroid/support/v4/app/BackStackState;->describeContents()I
Landroid/support/v4/app/BackStackState;->instantiate(Landroid/support/v
Landroid/support/v4/app/BackStackState;->writeToParcel(Landroid/os/Parc

[Field]
Landroid/support/v4/app/BackStackState;->CREATOR: Landroid/os/Parcelable
Landroid/support/v4/app/BackStackState;->mBreadCrumbShortTitleRes:I
Landroid(support(v4(app(Back$tack$tate;—>mBreadCrumbSho;tTitleText:Ljav

B>k
— FO2I)NAILDET
B decompileClass()

— F+v L v MIEDSignature DEUS

B getCodePosition().getSignature()

— jeb.api.ast.ClassOHUS
B getDecompiledClassTree()

— AVwY T4 =)L F—EDHUS
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[BZEH] AST IS AR/IAVY ROWRS

sig = view.getCodePosition().getSignature()
print sig <

F+ L v MIEDSignature
ZHISEID

csig = re.sub(r'->.%%", , S19) p— B8 U fzSignature Class Signature(C
ui.decompileClass(csig, False) ZHL, OS5 A%&7A2)\AILT S

cls = jeb.getDecompiledClassTree(csig)
print "target class: "

Class SignatureZ={#FHUL T, 75
+ cls.getType() — AZBS9 D

print "[Method]"

m in cls.getMethods(): m AVY RZEUS
print "¥t" + m.getSignature()
print ""

print "[Field]"
f in cls.getFields(): = Ja—I)LRZEYS
print "¥t" + f.getSignature()

JPCERT CC°®
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ASTO1— ROHS

B jeb.api.ast.Method.getBody()
—ZDAVY RZERT D

& CBlockzHUUE TE D o

I jeb.api.Jeblnstance I

get DecompiIedCIassTree(thial_sig)

jeb.api.ast.Class I

getDecompiledMethodTree(partial_sig)

vV

getFields()

I jeb.api.ast.Field I

¥ 8 X o) h T getBody)DALE

getMethods()

jeb.api.ast.Method

i getBody()

I jeb.api.ast.Block I

AUk Da—k£{&%Block L TEEFET S

public void doWhileSimplelLoop()
int v@ = 0;
do {
4

Log.iCLoop. TAG, String.format("do-while loop:%d"”, Integer.walueOF(v@)));

¥

@<whilecuﬁ < 1024);
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IElement

B INTDAST) — FON—XEIRDA 25

B |[Element.getSubElements()
—ASTODF /) — ROYU X MU

B [Element.replaceSubElements ()
—ASTDF ./ — FOESEH]Z

<<interface>>
IElement

getSubElements()

— 11K

<<interface>> | <<interface>> | <<interface>>
IElement IElement IElement
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ASTDI S5 A&

<<interface>>

IElement
R AN |
Statement NonStatement
- T
Assignment n =
rrayElt
Break Y
Call Block Constant
Compound (]—— ForStm Expression
Continue 11Stm Identifier
. o .
o Y

I RTH/—FHStatement(3C/—F)DNotStatement(FEX /—RYDH T U5 ATHER
« Statement 3X/—F

« Assignment: {fED KA (5l str = “abc™;)

o Call: AyRFFEURHL (5] str.startsWiths(“a”); )
« NonStatement JEXX/—F

« Expression: = (f5l: a+b)

JPCERT CC°®
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ASTDEZREZ WD

IEIement getSubElements)TIZET®
—RULORETELLD, BIRMICEDH
Block ?‘_t’c TRTD/—FEFRHETES

’// \\‘ def traverse(elem) :

Assignment DoWhileStm

Definition Block

'

Assignment Call ldentmer

—K
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print elem. class . name

for e in elem.getSubElements () :

Predicate

traverse (e)

A |

—

Constant (Ljava/lang/String:) Call
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B ASTOtraverse
—IElement.getSubElements()DIEV\ S ZIBAF I D
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[{5IRE2] ASTMDtraverse

B RE
— Java ViewCHv L w MIBDXYV W RDOASTZtraversed B
— ASTDE ) —RODIOSRAE%ERRID

B AR 9 SHNRER

[01Block
[1]Call
[2]IMethod
[2]New
[3IMethod
[4]Definition
[5]Identifier
[4]Pbefinition
[5]Identifier
[4]Definition
[5]Identifier

L I e
— J—RJ0OvUDEUS: jeb.api.ast.Method.getBody()
— |Element.getSubElements()
— elementZzZ(TEID C. &REIZRRIDAVY RZED
B def traverse(self, elem, depth=0):
B getSubElements() — BIRMFUH L
B BRMEUHE U Tdepthz+19 3
— print(“[%d] %s“ % (depth, class_name))
— S XZMDEVS: obj.__class__. name
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B TraverseAst.py
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[f#Si] ASTDtraverse

sig = view.getCodePosition().getSignature()
it sig in dex.getMethodSignatures(False):
method = jeb.getDecompiledMethodTree(sig)

self.traverse(method.getBody()) getSubElements() & IRH(IF ULt
( 9 yO) (== THAYw RICAIBEIRIFS

else:
print "caret is not in method.: " + sig
/def traverse(self, elem, depth=0): I
print("%s[%d]%s™ % (' "*depth, depth, elem.__class__.__name__))

i Tem. El :
e 1n elem.getsubtlements () getSubElements()(XETFD_J —
\_ self.traverse(e, depth+1) UhEVETERLNDT. NAEE
IZRY (IO T AV Y REES

JPCERT CC°®
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IElementZTraversed DB
public void ifElseNithInt(int input) {

Block ifl{i_r‘p-ut = 0 {

i : Log.i(Others. TAG, "if");

£4f|: IfStm - |
= | false DF else 1
i | \ - :"_'i_I:'EItI“IZ‘FS.TAG, “ElEE“];

N\

-~
v “--.\_‘* 8
@ N true DB Block }
— o~
Y
@ w Call Call
w @ Constant (Ljava/lang/String;) ‘ @ Constant (Ljava/lang/String;)
[Field] TAG [[~1eld | TAG

Lcom/example/sample01/block/Others;->ifElseWithInt(I)V

B |Element.getSubElements() CTraverse 9 D12 CTIEEFRNHD D
—F /) —RODUIANBEETEIEITTENENAMAZER LTS
METIEDMSIR0N,
BUOTSRAICEEZINTVWBXAVY RTIEIRZEUS I D
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J — FEIRDBADFV ICATGE

B Bl IfStm(ifSO)DiZE
—KMFOHIS  XEHITEREET STHUELHLD TindextEET 5

M IfStm.getBranchPredicate(index) % if(bp) {
—%'fq:_gﬁ btﬂﬁd)ﬂiid)ﬂy'jf% } else if(pl) A
. . bl
M IfStm.getBranchBody(index)>< | else |
—elseENMDEUS b2

}
M [fStm.getDefaultBlock()

B fl: Call(XYVvy RIFNE LGS
—IFUHIT AV W ROEE
M Call.getMethod()
—5|ZDHUS
M Call.getArguments()
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B Method_/ — R@MDSignature®H /]

—jeb.api.ast.Method.getSignature ()DL \ /5 % IEf7
ERS)
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[51%E3] Method./ — RMDSignature®itif3

B RE
—Java View CTFv L v MIBEDAYV YW ROASTZtraverse 9 B
—ASTDE ) —RODIUSRAEZERRI D

—A BU. Traverse L CLVD_/ — KHMethodDiZE (. [METHOD]
Signature”M KX S (CFRRT D

B Hi59 dNIRER

[6]1Block
[1]Call
[2][METHOD] Lcom/example/contentprovider/MainActivity$RssTask;->execute([Ljava/lang/0Object;)Landroid/os/AsyncTask;
[2]New
[3]J[METHOD] Lcom/example/contentprovider/MainActivity$RssTask;-><init>(Lcom/example/contentprovider/MainActivity;Landroid/app/Activity;)V
[4]Pefinition
[5]Identifier
[4]Pefinition
[5]Identifier
[4]Pefinition
[5]Identifier
[41Block

mE>k
— TraverseBR(FE(EFE LR U
— AT O DS RHE
M if isinstance(obj, jeb.api.ast.Method):
— XVYwvw RdDSignature DEVS
B jeb.api.ast.Method.getSignature()

20 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC 4




HAE3DEFEHI

B TraverseAst2.py
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[B%55%] Method./ — RMSignature®iS]

sig = view.getCodePosition().getSignature()

1T sig 1n dex.getMethodSignatures(False):
method = jeb.getDecompiledMethodTree(sig)
self.traverse(method.getBody())

else:

print + sig
B U1z / — Rhdjeb.api.ast.Method
D D \ = AN 1\
def traverse(self, elem, depth=0): % DAL AT L ANEINTFIVI TS

1t disinstance(elem, jeb.api.ast.Method):

name = % elem.getSignature()
else: ﬁiywmmmLﬁ—Ha)
name = elem.__class__._ _name__ Signature=tiJ9'%
print( % ( *depth, depth, name))

e in elem.getSubElements():
self.traverse(e, depth+1) (o BIRNIICIHEUHT

JPCERT CC°®

22 Copyright©2014 JPCERT/CC All rights reserved.




[BE]APIUTI 7L >R

B APIOUD7 L 2K
—http://www.android-decompiler.com/apidoc/

B jeb.api
— Plugin*SJEB(C 7 I X9 BIzHDT |-
SANEFENTVD/I\woT—= B .
B jeb.api.ast
— ASTZERT CHD TS ANEZEN
TWBdSN\wo—=
B jeb.api.dex
— JEBTRIVWEDEXD 7 1)L &R TS
JEDDISANEFNTVS/ YT —
=/
M jeb.api.ui
— JEBOUIZIRIET DIeHD IS ANE
FNTVDIN\YT—=
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(&3] jeb.api.ast.Statement#E I S X

Assignment EDFETE

Break JLAOX

Call AW RN U
Compound JOwvo
Continue

Definition THER

Goto

Label

Monitor syncronize

New A R RERK
NewArray

Return

Throw fBlsME A
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str = “abc”;
break;
str.equals(“abc’);

continue;
int a;

goto label;
labelXX:

__monitor_enter(lock);
__monitor_exit(lock);

new Exception(“‘aaa”);
int[] a ={1,2,3};
return true;

throw e;

JPCERT CC°
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[&%] Compound (Statement)

Block

DoWhileStm

ForStm

[fStm

SwitchStm

TryStm

WhileStm

Copyright©2014 JPCERT/CC All rights reserved.

{

do {

};.\;vhile(true);

for(i=0; i<10; i++) {

}

if (xxx) {
jlélse {
}

switch(xxx) {
case O:

}..

try {
} catch (Exception e) {

}

while (true) {

}
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[2%] jeb.api.ast.NonStatementiE& I S5 X

ArrayElt BLINBRAD 7T array[index]
Class ISR
Constant E%
Expression I a+1
a* ((int)b — foo())
Field Ja4—JLER
|dentifier 2%
InstanceField ARAIA T« =)L R
Method AV R
StaticField ATV I T4 =)L
TypeReference %’iﬁﬁﬁ(ﬁ 210 bDOSAME  if (pet instanceof Dog) { ... }

(511
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