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DexCodeltem

B DEX®Dcode_item(C(EZAV Y REZEMNADTLD
—JEBTIdDexCodeltemZ7 S X HMEH L TLYD

B DexCodeltemZ S A THERATETDERAVY R

—getDebuglinfo()

B AVwv RDT )\ IEHRZES
— getExceptionltems()

B AV RODException ltemZzHS
— getlnstructions()

B/ \—X=nrz)\A bO— RapRilZzES

— DexDalvikInstruction=EUS TZ 5

— Count%
M getinputArgumentCount()
M getinstructionCount()
M getOutputArgumentCount()
M getRegisterCount()
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DexDalvikinstruction
B )\ bO—RapHHhESENTLD

B getMnemonic()
— AT A— RZXFIUELTZED
B getCode()
— J\AFI>F—5
B getOffset ()
—methodDFTEEMS D) A ~ER
B getParameters()
—ANRT > ROBUS(BCY)
B ZOfth
—qgetSwitchData() — packed-switch, sparse-switch

—qgetArrayData() — fill-array-data
M switch, array>-rDarH DI (CENDND
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B XYY RADODAT - RZEZFRRUELD
—DexCodeltem”Z7 = X &DexDalvikInstruction”Z = X
DIEWVWA ZIEEET B
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[FlIREL] AYVY RRADADT 11— ROFRR

m EE

— Assembly ViewT I A —HAUTWNBAVY ROATZY hEATI—-RO—EZFRT D

Pluginz{Epk 9 5
B B9 DR

0x000000: const/4

0x000002: new-instance
0x000006: invoke-direct
0x00000c: iput-object
0x000010: sget-object
0x000014: const-string
0x000018: move-object
0x00001a: move-object
Ox00001c: move-object
0x00001e: invoke-virtual/range
0x000024: move-result-object
0x000026: invoke-interface
0x00002c: move-result
0x00002e: if-nez

[ I P N

— A —HR{IEDSignatureDEXfS
B View — CodePosition — getSignature()

— RS DEUS

B Codeltem.getInstructions()
— offset&E AT 11— ROEUS
B DexDalvikInstruction.getOffset()
B DexDalvikinstruction.getMnemonic()
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[Lcom/example/contentprovider/MainActivity;->showListView()V] assembly
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[f#Eh]) AYVY RRODAT J1— RORR

view = self.ui.getview(View.Type.ASSEMBLY)
sig = view.getCodePosition() .getSignature()

md = self.dex.getMethodData(sig) <{—= 2

if md is None: '
print "method data is not found."
return

code_item = md.getCodeItem() Q:

1t code_item is None:
print "code item is not found."
return

print "[%s] assembly"

inst 1n code_item.getInstructions(): .

print "%#08x: %s" % (inst.getOoffset(), inst.getMnemonic())

~a
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[fi#ER]) AVY FRDOADT I1— FOFRR
1. DA —HRAEDSignatureZBUS 9 B

sig = view.getCodePosition() .getSignature()

1. SignatureZ{EFH U CTmethod_dataZzHUS 3 B

md = self.dex.getMethodData(sig)

2. method_dataH*Scode itemZHYS 9 B

code_item = md.getCodeItem()

3. code_itemM5/)\4 rI— RapHHZEF U

inst 1n code_item.getInstructions():

4. offset& AT I1—R=EHEHDITSB

print % (inst.getoffset(), inst.getMnemonic())
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DexDalvikinstruction.Parameter
B DavikT> XSSO 3>D)\GA—F=ZIRDTSX

B getType() - /\SA—-FIERIZEUS T D
— TYPE_REG (0)
B register L2 XYES
— TYPE_IMM (1)
B immediate value E&
— TYPE_IDX (2)
B Index (method id, field id, class id...)
— TYPE_BRA (3)
B branch target — goto #3377 KL X
— TYPE_RGR (4)
B register range L = X5 DEGH
B getValue() - /\SA—-FEZRUSET S

B BEaRICENDETERNIVE - TDOEFHIIEZIR

— Index/2o7/c5. EDListZzZB I 3 nNNC KD TERIDIEDMNEDTLD
B BFEOMBLEITZESBIIESE. ROITETHIGTED

— invoke-xxx — A9 XV w RIDDOZER
B ECOmahEDKISIRSIEZEERDINIMTER=ESE

— http://www.android-decompiler.com/help/dalvik-bytecode.html#op nop
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http://www.android-decompiler.com/help/dalvik-bytecode.html

DexDalviklinstructions
B DexDalvikinstructionsZ7 5 XD ANV vw RODEE]

Codeltem

/ getlnstruc%ns()

offset | {—> IRY{E: OpCode (String) J
P | getMnemonic()
0x0004 g Enyp e()
0X0006 — REY(E: Int}
getRarameters|()
0x000a N SRV - Long}
I getValue()

RY{E : DexDalvikinstruction.Parameter[]

:EU\ﬁE List<Dex9aIviklnstruction>

JPCERT CC°®
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[BIEE2] AVY FADAYVY FFH—EDRR

m RE
— Assembly View T I A —HRAUTWNBDAYVY RDGBEDHFTAVY RIFEGH LU ULTWBDED
—EZ 1>V —)LICERT D

B AR 9 SHNRER

[Lcom/example/contentprovider/MainActivity;->showListView()V]

invoked method
Ljava/util/Arraylist;-><init>(Q)V
Lcom/example/contentprovider/MainActivity;->managedQuery(Landroid/net/Uri;[Ljava/lang/String;Ljava/lang
Landroid/database/Cursor;->moveToNext ()2
Lcom/example/contentprovider/MainActivity;->getApplicationContext()Landroid/content/Context;
Lcom/example/contentprovider/MylListAdapter;-><init>(Landroid/content/Context;Ljava/util/ArraylList;)V
Landroid/widget/ListView;->setAdapter(Landroid/widget/ListAdapter;)V
Landroid/widget/ListView;->setOnItemClickListener(Landroid/widget/AdapterView$OnItemClickListener;)V
Lcom/example/contentprovider/Myltem;-><init>()V
Landroid/database/Cursor;->getInt(I)I
Lcom/example/contentprovider/Myltem;->setlLevel (I)V
Landroid/database/Cursor;->getString(I)Ljava/lang/String;
Lcom/example/contentprovider/MyItem;->setIdentifier(Ljava/lang/String;)V
Lcom/example/contentprovider/MyItem;->setTitle(Ljava/lang/String;)V

m >k
— Codeltem — DexDalvikInstructions@EUS
— DexDalvikInstruction. getMnemonic() Cant %z EUS
B “invoke-xxx'TZD7eB5XAYVwY RIFU L
— IS A-HDHUS
B DexDalvikinstruction.getParameters()
B XYy RIFUH UDIBE(F/ (S A —=FEEA Y W Rindex
— WEITDIAVY REEFRRITD
B Dex.getMethodSignatures()
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[f#aR] AVY FADAYVY FIFH—EDRR

view = self.ui.getVvView(View.Type.ASSEMBLY)

sig = view.getCodePosition().getSignature()
@

md = self.dex.getMethodData(sig)

if md is None:
print "method data is not found."
return

code_item = md.getCodeItem() <:I

1f code_item 1is None:
print "code item 1is not found."
return

print "[%s]" % sig

print "invoked method"
method_ids = []
inst 1in code_item.getInstructions():

if inst.getMnemonic().startswith('invoke-"):

mid = inst.getParameters()[0].getvalue() 4.
if mid not in method_ids:
method_ids.append(mid)

msigs = self.dex.getMethodSignatures(False)
mname in map(lambda x: msigs[x], method_ids):
print "¥t" + mname

Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC >




[fi#5R] AVY FADXAYY FIFH—EDRT

1. TA—HDALEDSignaturezE¥S L. method_data’z
Z) W3 R
2. method_data)*Scode itemZzZEUE 9 B
3. code_itemM5/)\A hI— RanHHZEE T D
4. DexDalvikInstruction.getMnemonic() C/\+ b1 — RapH
ZHE I D
—)\ bO— RésHh¥invoke" N SIEE D EDOTHNIE, K
Vv RO UIRDOTZDIEZEIE T B,
BAYVY RHEOHUDED/ (S A—=FEF AV v Rindex(C7R
)
5. Dex.getMethodSignatures() CSignature—&ZHE L.
AV Rindex(CXTGd DAYV W R (Signature)z ks
EES

16 ‘ Copyright©2014 JPCERT/CC All rights reserved. JPCERT CC 4



{583

B AVYY RNOAT I—RERRUELD ZD2

—DexDalvikInstruction.getParameters()
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[BIRE3] XYY RADAT J— RORFR €D2

m R&E
— EE2TERUEAYVY ROATttY hEAT I— RO—EZFRRI BPluginz XD &EH DL
kI D
B 2 TOANRS > ROER SMBEOFRRZIBEIMT D
B FER(ZLongM S XFH (CEHRT D
— 35| — REG, IMM, IDX, BRA, RGR

B A9 SRR

[Lcom/example/contentprovider/MainActivity;->showListView()V] assembly
Ox000000: const/4 params:2
REG: 2(0x2)
IMM: 0(0x0)
0x000002: new-instance params:2
REG: 0(0x0)
IDX: 601(0x259)
Ox000006: invoke-direct params:2
IDX: 3871(0xf1f)
REG: 0(0x0)
Ox00000c: iput-object params:3
REG: 0(0x0)
REG: 9(0x9)
IDX: 829(0x33d)

m cE>bh
— ARG RS A—5)DEUS
B DexDalvikinstruction.getParameters()
— F&5!: DexDalvikInstruction.Parameter.getType()
— fi&: DexDalvikInstruction.Parameter.getValue()
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[fi#sh] AYVY RRADAT I— RDRR €D2

param_type = [ 'REG', 'Imm', "IDX', 'BRA', 'RGR', ]

N

EAIZBC AT AN THS

for inst in code_item.getInstructions():
print "%#08x: %s params:%d" % (inst.getoffset(), inst.getMnemonic(),
len(inst.getParameters()))
for p in inst.getParameters():
print "¥t%s: %d(%#x)" % (param_typel[p.getType()],

p.getvalue(), p.getvalue()) R§§§>

getType(DRYEZEHFELTIEE
INIE. BHDOXFIERETED

JPCERT CC”°
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