: Japan Computer Emergency
Response Team Coordination Center
DN : c=JP, st=Tokyo, I=Chiyoda-ku,
Japan Computer Emergency Response  email=office@jpcert.or.jp, o=Japan Computer
Team Coordination Center Emergency Response Team Coordination Center,
cn=Japan Computer Emergency Response Team
Coordination Center
:2014.07.22 11:34:14 +09'00"

JEB Plugin EFEF1—bMUZI
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—DEXT 7 A ILDIEE=IRET D —
JEB Plugin™5SDEXTD 7 1 ILZIRS 5L
ZI2189 B
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B 520 DEXT 71 DB E=ZHAFI D
— 1. DEXT 71 ILDIEE
— 2. Jeb.api.dex
—3.20RVUIJ7L>R&

m

N
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1. DEXT 7 1 ILDigs
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DEX 71 I)VDIBEZ D

B PluginZz{#> CDEXD/\A h 11— RZIZIFIDIZE. D
DIEEDEXT 7 1 )LICET DA N N E

B £ CZEBXAINE(TIRU)
B =R ENVaHh D TLIWNIZOK

B IR

—http://source.android.com/devices/tech/dalvik/dex-
format.html

B CORDERIFIIRDASA RZ2E&Z(CLTLD
—http://www.slideshare.net/MasataNishida/dex-format-diff
—ARERINDERE 7 AGE VN TICWVWEEHKICREGETT D
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DEX File Section
DEXTV7AILDHFE , ROKLIGEBDEIL AV TEREINTILNS
- magic number, check sum...

» header <€ SN
& e - Lty anrI7evk
= string_ids
™)
© type_ids
proto_ids = ZIEIDYRK
field _ids
method_ids / DSADEER
class_defs
T — 3R
data e B class data
— B code item (instructions)
_ B string data
v link_data B debug info ...
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DEX File Section =—4~ DHdE

h_eade_)r 7 B ZfEIDYU X . ClassDefs
string_ids —BEET—FDIUX
type—'_ds — ATty ~EREIEAY S (TN
proto_ids B Datatzo> 3>
field_ids —IEFERET —IHIEMN
method_lids —BEEFT—~SHNICDatatz7 3 >N
class_defs ! DATZw bHEEREND
() —DatatzZ> 3> AHADOFT—SFh SData
data o a>azsiBddcleEs
v
link_data

(G
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DEX Header

__header
string_ids B magic: “"dex¥a035¥0"
type._ids B checksum: Adler-32f2(
oroto_ids B signature: SHA-1/\w=>1
field_ids M filesize

method _ids ol

class_defs B Section Sizes and Offsets

—string_ids_size, string_ids_off ...
data

link_data

JPCERT CC°®
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DEX IDUX b

header

string_ids

type_ids

proto_ids

field_ids

method _ids

class_defs

data

link_data
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M string_ids
—XF5| 57—~ A\ Doffset (data section)
M type ids
— I N TCDOEIZADTEE (class, array, primitive)
— R 5 string_ids
M proto_ids
—method prototype identifiers list
—return type index, parameters offset
M field ids
—class index, type index, name index

B method ids
—class index, proto index, name index




header&&IDU X MFODERE

N -]
| frmmmmmms v I | =
t=> _string id_item i string data item i i
: string_data_off (uint) = utf16_size (uleb128) | |
: data (ubyte[]) : :
I=> type id_item _ l ]
] — data section |1I [
I descriptor_idx (uint) ) : :
: : v
'-> proto id item field i1d item <* | method id item
shorty_idx (uint) class_idx (ushort) class_idx (ushort)
return_type_idx (uint) type_idx (ushort) proto_idx (ushort)
i- - parameters_off (uint) name_idx (uint) name_idx (uint)
i_) type list data section \
size (uint) type item
list (type_item[size]) ’—l-) type_idx (ushort)
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DEX Class Definitions

header
string_ids B class index
type_ids —type_idsdDIndex
proto_ids M access flags
field ids —private, public, static, final ...
method_ids M superclass index
-Cia-ss-_c]e}s- —type_ids dDindex
B interfaces offset
data —A>2A=TT—RAUZADATEY &
: M class data offset
ink _dara 5 ZDREIIBRADOffset

—data sectiondOH
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DEX Data Section

header Data Section[ZIZIEEERDELDNEM NS
string_lds B class data item
type_ids ——classdO T+« =)L R, AVwv RIGHR
proto_ids B code item
field_ids — AV RTEICERSND
method_ids —instructions — A5
_class_defs —try-catch handler — {51 LIE

M string data item
—XF5)7—%4 (MUTF-8)

link_data B debug info item
IRE
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class defstP>3> &datatto> EI/@E@FF@

class_def_item

class_idx (uint)

access_flag (uint)

superclass_idx (uint)

interfaces_off (uint)

source_file idx (uint)

annotations_off (uint)

class_data_off (uint)

static_values_off (uint)

class_defs section

11
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~ . offsg_t>
-> type_list —entitys,
size (uint)
list (type_item[size])
encoded_field
=>|__class_data_item field_idx_diff (uleb128)
static_fields_size (uleb128) access_flags (uleb128)
instance_fields_size (uleb128)
direct_methods_size (uleb128)
virtual_methods_size (uleb128)
static_fields (encoded_field[]) j
instance_fields (encoded_field[]) enco d ed met h o) d
direct_methods (encoded_method(]) method idx ;ﬁ: (uleb128)
virtual_methods (encoded_method[]) acce SS_ fl a; s (uleb128)
pm——- code_off (uleb128)
Y .
|  code_item |
N

)
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code_item &&KitemDBEIFRE

g - offsely,
| encoded method | [_entitL)

tries_size (ushort)

r WV,
)
y I v
: I : :
code_item | > try_item debug_info_item
register_size (ushort) : start_addr (uint) line_start (uleb128)
Ins_size (ushort) : insn_count (ushort) parameters_size (uleb128)
. i
outs_size (ushort) : handler_off (ushort) (uleblgasr;‘ﬂs;?;ﬁ:{;e: size))
i
i
I

=1 encoded catch_handler_list
size (uleb128)

debug_info_off (uint)

insns_size (uint)

list (encoded_catch_handler[handler_size])

insns (ushort[insns_size))

padding (ushort) encoded_catch_handler

encoded type addr_pair
tries (try_item[tries_size]) == size (sleb128)
- type_idx (uleb128)
andlers

, handlers
(encoded catch_handler list) | (encoded type addr pair[]) addr (uleb128)

catch_all_addr (uleb128)

data section

N
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2. |eb.api.dex
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jeb.api.dex.Dex

B JEB Plugin™»SDEXT 7 1 )LZIKR S API
—jeb.api.dex
B DEXT7AIL&ZERI IS K
—jeb.api.dex.Dex (DexZ7 = X)
MOSKA, Ja4—=ILER, XYY RA\DF7ITTEX
M Jebinstance.getDex() XYW RTEHUS TED

Dex S ADAVY RzE{HEHIBIZET. DEXT71ILIC
SFENTCTVWBERIDURANZEIBEIBICENTED
—EBEUEIDUX MHS, DEXT7AILICEENTULDANXEF

BIVDTZ A, AVwY R, A hO—-REWDTZEDICT D
TATEDLRDICTED
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IDUX MERODOEE

header
 string_ids [* ® I,[E.) | ) X & Class Defslc Xt U 1= [E#RDER
type_ids =
oroto_ids B 5)Dex.getString(int Index)
t1d ids —Index(IDYR b LDAIBEERT
method_ids B UX PORE(FgetXxxCount() CES
] class_defs |
data
link_data

15 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC S



IDUX b &EDFERE R

ID List method return
string_ids  Dex.getString(index) el
type_ids Dex.getType(index) XFH(EY) (String[CEENTLVD)

proto_ids  Dex.getPrototype(index) DexPrototype XYw ROTO Y1
(BIEJ X b EREMEDEY)

field_ids Dex.getField(index) DexField 7+ —)L ME#R(EL. A7)
method_ids Dex.getMethod(index) DexMethod
class defs Dex.getClass(index) DexClass

Dex.getClass(name)

ZUAMIYV—bESNTLBIH., —BFISHED
class_defs > X—/)\—T0S R, A>2HF =TT —ANFGICEDLDICIEDTULD
(Class Loader(C#EX T DEDH-?)
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1N

B DEXT 71 I)ILRNDOXZSNZRRAULD

—Dex.getString() &Dex.getStringCount() DfELN 5 %
BRI D

17 Copyright©2014 JPCERT/CC All rights reserved. J P CERT CC S



[BIRE1] DEXT 7 1 IV RDXFINDRR

B R
—DEXT 7 A I)ILRAD IR TOXFHZIndexE—FEICERRT D

B AfG9 D OER

[0]

[1] :

[2] <

[3] <clinit>
[4] <init>
[5] >;

mE>h
— XFHIDEYS
M Dex.getString(idx)
—XFHF—TILDORET DHUS
M Dex.getStringCount()
—EHANTA—NY b
Bprint("[%d] %s" % (1dx, str))
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H1DEFEHI

M StringList.py

JPCERT CC°®
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[fi#3%] DEXJ 7 1 JLADString DR

from jeb.api import IScript

class StringList(IScript):

def run(self, jeb):
self.jeb = jeb
self.dex = jeb.getbDex()
self.start()

def start(self):
1 1in range(0, self.dex.getStringCount()): <:'
print( % (1, se]f.dex.getString(i)))<t:::j 2.

1. XF57—J)LOXRESE=HIS
2. getString)XAVwv R TXFHZESEL. 119D

JPCERT CC°®
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A W & 11D 15
B UOSR. X—)\—2DF X, interface’® E(F&ABFICTlIIRL

INndex TRFF =D
B Dex.getType(Index) CSignaturehiR =3

from jeb.api import IScript
from jeb.api.dex import Dex

class Examplel(IScript):
def run(self, jeb):

dex = jeb.getbDex()
cls_sig 1n dex.getClassSignatures(False):

cls = dex.getClass(cls_sig)
1dx = cls.getClasstypeIndex()
print % (1dx, dex.getType(idx))

JPCERT CC°®
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DexClassData, DexMethodData, DexFieldData

B JEBI(C(Z. DEXO7AILDFT—SFt0>3>HICERiES
Nd35T—F%RKRIITSRXAEULUT. ROOSIAHNHEEN
TuL3

B DexClassData
—class_data_itemZz&x9d > X

B DexMethodData
—encoded_methodZzXI TS5 X

B DexFieldData
—encoded field®xX 35X
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DexXXXDataZ S ADWS &

B DexClassDatazEVi59 B(C(d ?

— DexClass.getData()
B DexClassData[][hhiRE=N 3

B DexMethodDatazZEV§ 9 DI ?

— DexClassData.getDirectMethods()
B non-virtual(statics, constructors)DexMethodData[|’ZEIE TE B

— DexClassData.getVirtualMethods()
B virtual XY v RdDDexMethodData[|ZE§ T= 5

— Dex.getMethodData(String name)
B 5|#CSignatureZ &9 C & TDhexMethodData[|#EE TE D

B DexFieldDataz B89 B (C(d ?

— DexClassData.getlnstanceFields()
B instance J -« —)L RDDexFieldData[|ZE§ C&Z 3

— DexClassData.getStaticFields()
W static 7 -t —)L R@DDexFieldData[| zEUS CZ 3

— Dex.getFieldData(String name)
B 5|E(CSignatureZiE 9 C & TDexFieldDataZBS TE 3
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ATSTO MOBBII—FEETRI L...

Dex 1

- DexClass | |
l | P> Type Index(75 X4 ) DexClassData
i A—IN—I5R
! TR ERF
' A8—T1—2R
! A—HI3Y
1
i DexMethod | l l

Index :
i [ AYYRE DexFieldData DexMethodData
: ’;57( 5
1 Ak2A Filed Index method Index
| ——— — § roerene Y FoexesT
| exField | je, | 25957 | 205y
: —>) F14—ILE4 [ I Codeltem
: 995X I :
G R L L PP i I —— S ———— |
1 | \\ “
leeremeressrse s s e ‘ {/ A RO=R |
DexCodeltem
h

JPCERT CC°®
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fllE2

B DEXDIUSA—EZEXRULELD

—dex.getClassCount() &dex.getClassSignature()D
EWAZIEFET D
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[HIRE2] DEXDDI S A—EDRR

B R
— USRABAEZDA—IN\—ISADRTZARER NN TS
B A9 SHNIER

Lcom/example/sample®1/BuildConfig; < Ljava/lang/Object;
Lcom/example/sample@1/MainActivity; < Landroid/app/Activity;
Lcom/example/sample@1/R$attr; < Ljava/lang/Object;
Lcom/example/sample@1/R$dimen; < Ljava/lang/Object;
Lcom/example/sample@1/R$drawable; < Ljava/lang/Object;
Lcom/example/sample@1/R$id; < Ljava/lang/Object;
Lcom/example/sample@1/R$layout; < Ljava/lang/Object;
Lcom/example/sample@1/R$menu; < Ljava/lang/Object;
Lcom/example/sample@1/R$string; < Ljava/lang/Object;

B>k
— A=)\ DOSRZHETD(C(Z
B ClassData.getSuperclassindex
B dex.getType — class index53XF5IA\

— dex.getClass()
B 5|28 : Index(int) or Signature(string)

— —BOHE
B dex.getClassCount() TS ADEEZEIS I D
— dex.getClass(idex)

B dex.getClassSignatures() T2 > AMDSignature— &%z S
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B ClassList.py

JPCERT CC°®
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[fi#sh] DEXDYI S A—EMDIRR getClassCount()ZERI D

B TEDOREMNEZSND
— getClassCount()Z{ER I D54
— getClassSignatures()ZER 9 3757%

def listl(self, dex):

i in range(0, dex.getC1assCount()):<:|
2.

cls = dex.getClass(i) <
str % (

dex.getType(cls.getClasstypeIndex()), —
dex.getType(cls.getSuperclassindex()) 3.

) .

print str
1. getClassCount) COSAEZEEIEL. ISADEIZIFIL—-T=E3
2. getClass()(CIndexZiE U TCO S X =ZHIS

3. getType()Z{EH U TSignatureZzB§9 %

— DexClass.getClasstypelndex()
B U5 ADIndexZzBUE§ 9 D
— DexClass.getSuperclassindex()
B XA—/)\—DOS5ADIndexZzHBIS 9 D
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[fi#5H] DEXDY S A—EMDFRR getClassSignatures()&{EHT S

def Tist2(self, dex):
cls_sig in dex.getClassSignatures(False):

cls = dex.getClass(cls_sig) % |
str = % (
cls_sig, e
dex.getType(cls.getSuperclassIndex())
)
print str

1. getClassSignatures()Z £/ L CSignature’zBUS
2. getClass()(CSignatureZziE L CO S X ZEUS

3. getType() (CR—/\—=TSADIndexiBELT. X—/\—T
= ADSignatureZz HS

JPCERT CC°®
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{583

B Assembly View C I A — DAL TWDT S ADA
Vv RF—EDFR
—DexClassData.getVirtualMethods() &

DexClassData.getDirectMethods()Df#E \ 5 Z 17
RS
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[FlE3] Assembly View TIA—HDAUTWNBRITSADA
Vv R—EDFRR

B R
—%ssembly‘@?j—jjx LTCTWVWBITSTADAVY R—EBZEE T

B AG9 D OER

target class: Lcom/example/sample@1/MainActivity;

direct methods:
Lcom/example/sample®1/MainActivity;-><init>

virtual methods:
Lcom/example/sample®1/MainActivity;->onCreate
Lcom/example/sample®1/MainActivity;->onCreateOptionsMenu

mE>bh
— CodePosition/h'5 Signature = EUS
M Signature(dClass,Method,Field Cdp 3 B]BE
— >’BUFZHIBRLU CTOSA&(ICEHR
— 7S5 X% H5DexClass — DexClassDatazES
B DexClassData.getVirtualMethods, getDirectMethods TA Y v [~
D—EZHES
— ZNETNDHFZFRRT D
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HAE3DEFEHI

B FocusedMethodList.py

JPCERT CC°®
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[A#E7] Assembly View TTIA—HDAUTWNWDRITISADA
Vv R—EDFTRR
def start(self):
view = self.ui.getview(View.Type.ASSEMBLY)
msig = view.getCodePosition().getSignature() —
c1s_sig = re.sub( U, msig) ¢ |

cls = self.dex.getClass(cls_sig)
cls_name = self.dex.getType(cls.getClasstypeIndex())

print + cls_name
cls_data = cls.getbata() < |
print

md in cls_data.getDirectMethods():
meth = self.dex.getMethod(md.getMethodIndex())

print % (cls_name, meth.getName())

md in cls_data.getvirtualMethods():
meth = self.dex.getMethod(md.getMethodIndex())
print % (cls_name, meth.getName())

F+ L v MIEH S SignaturezZBUS

SignatureM s XV v REZHIBRL CTO S ADSignaturez{ED . U5 XAZBUS

B LIS AN SgetData()ZER L TIOSAT—4F=ZES
getDirectMethods()Y°getVirtualMethods()ZfEF L C. Direct MethodY>Virtual MethodZEM§ 9 %

JPCERT CC°®

hrwnNPE
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W

B 5 LRIV C—PlugindDERk
—Jeb.renameClass()DfEV\ S ZIRER T B

JPCERT CC°®
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[{FlIRE4] BES{ERAILIN—Plugin DYERL

B R
— DS RAZAIC Activity'ld E. X—)\—DOS XD S5 A&z I9 BPluginze
YERR T B
B B IR NDER

rename from ’'Lcom/example/sample®1/a;’' to 'Lcom/example/sample®1/a_Activity;’

m >k
— DexClassD—EZEg9 D
— A== SANHRODBEUR—LTD
— A=)\ S XDBUS
M DexClass.getSuperclassindex()
— UR—=LZITDIAVY REL?
M Jeb.renameClass(src, dest)

— src: Lxxxlyyy/zzz/ClsName;DRZT
— dest: J\w T —ZRZDIRNT S X% — ClsName

— XR : A== TSAMUTDEDDHBEIVSAGEEEIT D
M Landroid/app/Activity;
M Landroid/app/Service;
M Landroid/app/BroadcastReceiver;
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HR4DEEHI

B RenamecClasses.py

JPCERT CC°®
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[fifan] BESRIAEXTRAILIN—PluginDYERX (rename_classes)

def rename_classes(self):
i 1in range(0, self.dex.getClassCount()): tz:] 1
cls = self.dex.getClass(i) '

cls_name = self.dex.getType(cls.getClasstypeIndex())
|

ret = self.rename_by_super_class(cls) <

if ret:
new_name = self.dex.getType(cls.getClasstypeIndex())

print % (cls_name, new_name)

1. OSAD—EZHEIS
2. BB U= S RX%Zrename_by super_classBaZCIET

— rename_by super_classBIETEUR—LABMERNEDIMNF TV ILTLD
(RESR)

3. UXR—AUHEREZLS

JPCERT CC°®

37 Copyright©2014 JPCERT/CC All rights reserved.




[fiRSh] EESRIETR/RNAILIN—PluginDYER% (rename_by super_class)

B UR—LAWERMNEDIHZFT WO I DEEN (rename_by super_class)

o -m
}

super_cls_type = self.dex.getType(cls.getSuperclassindex())

1f super_cls_type in rename_targets.keys(): <::::::j
val = rename_targets[super_cls_typel]

return self.append_cls_name(cls, val) <t:::::::::j
else: .

return False

def rename_by_super_class(self, cls):
rename_targets = {

1. YUR—LXWREZHET
iﬁéﬂt_ﬁij\u* LFTRNEDNFITVITD
3. rename_targetsBECUR—LATD

N
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[fifan] BESRIAEXITRAILIN—PluginDYERL (append cls_name)

B UXR—LAZITDEEX (append_cls_name)

def append_cls_name(self, cls, append_str):
p = re.compile( ) ¢ Y 1.

cls_name = self.dex.getType(cls.getClasstypeIndex())
it cls_name.find(append_str) == -1:

s = re.search(p, cls_name)
simple_new_name = s.group(l) + + append_str <E:::::j
return self.jeb.renameClass(cls_name, simple_new_name)

else:

return False %

1. ERKRBAT T D D

2. Signature([SIEN T DXFIINEEXRNTULDIHSE. SignatureDFKE
([CEDXFHZEMNT D

3. renameClass()XVwY RZFERUTCIOTRAZUXR—LTD

JPCERT CC°®
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3.0 RUI7L >R

JPCERT CC°®
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20RUI7L >R

B IEBOOORIIT 7L 2K
—BRZZRUCVWDIERAVY R)D—EZEIECTED
B Plugin®5 200X U TJ7 L > ADEEEMERTE S
—Dex.getFiledReferences(index)
BJ—)LEDUT 7L >R
—Dex.getMethodReferences(index)
BXVYY ROUT7 LR
—Dex.getTypeReferences(index)
mYATDUIT7 LR
mRD1E
—XYw Rindex®J X ~
—ZBEFINRVIES(ENone
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Dex.getMethodSignatures() / Dex.getFieldSignatures()

B DEXRADAYVY RFEZT 1 —JL RDSignature—EZEUS§ I D
AV R
— Dex.getMethodSignatures()
B AYwv R Signatured—&EZEUS
— Dex.getFieldSignatures()
B J-r—JL R Signature—&ZEUS
—B|#ILTrue/False

M True
—JEBTZEE UEASTZXRIRUZSignaturez S
M False

—Z 8 L CLVRU Signature = BUS

B Dex.getMethod(Field)Signatures()Z{# > & Index & Signature
ZHEZRTED
—Index M5 Signature ZEUS
M Dex.getMethodSignatures(False)[index]
— Signature N5 IndexZEUS
B Dex.getMethodSignatures(False).indexOf(Signature)
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1FELS

B ZEREF—EZFXRRUELD
—Dex.getXxxxReferences()DEV S ZIREE T B

JPCERT CC°®
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[Fl=85) SIREfI—EZRRI D

m R
— IJA—BRAUTWVWBXAYVY RESHBUTCWDEFIO—&%2XRR<TD
B HiF 9 A ER

Lcom/example/contentprovider/MainActivity;->showListView()V(method)
Lcom/example/contentprovider/MainActivity;->access$1(Lcom/example/contentprovider/MainActivity;)V

mE>k

— J A — BN RAALEDSignaturezBUS

B View.getCodePosition.getSignature()
— Signature DHITE

B USARor XYY Ror J+4—J)LR

(BB, >R THIE

— Dex.getXxxxReferences() TSR AV v RdDIndexzEUS
— Dex.getMethodSignatures() T XYV v R—E DB ZEUS

B ZEXAYVY RDIndexz{ERALT. XVwY REGZEUE - T RI D
% SignatureficFDRF = XYV Rindex
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if o> ]
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(&) SREFT—EZRRI D

view
msig

Vi

self.ui.getview(VvView.Type.ASSEMBLY)
ew.getCodePosition().getSignature()

msigs = self.dex.getMethodSignatures(False)

[]

refs

focus_type = "" a

n msig:

it "(" in msig:

else:

else:

focus_type = "method"
index = msigs.indexof(msig)

refs = self.dex.getMethodrReferences(index) <ﬁ::::::::::j

focus_type = "field"

f = self.dex.getFieldData(msig) (/

refs = self.dex.getFieldReferences(f.getFieldindex())

focus_type = "class”
cls = self.dex.getClass(msig)

refs

= self.dex.getTypeReferences(cls.getClasstypeIndex())

print "%s(%s)" % (msig, focus_type)

if refs i

S None:

print "no references"”
return

refs = 11

midx
print

Copyright©2014 JPCERT/CC All rights reserved.

st(set(refs))

in refs: 5
"¥t" + msigs[midx] |
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[fi#ER]) SIREFI—EZRRI D
1. JA—HRAIEDSignaturezEUS 9 B

msig = view.getCodePosition().getSignature()
1. XYw RSignature—&E%ZHISI D
msigs = self.dex.getMethodSignatures( )
1. %S_&%%bﬁ:Signatureb“Obe\74—)I/ R AVw R HIE
— Signature(C [->] B"EFNTULRWNES
ISR
— [>] EFNTNIHES
B [ "EFENTLRNES
—J14—=ILF
B (] iEFENTVBIIES
—AVy R
2. HIFER. TN TALTDex.getXxxxReferences()TEIRAY v
RDIndexZz#F DBEcHIZES I B

3. 2. CHUSUzSignature—&ZJtlC. 4.MDIndexZiFD
Signaturez /19 5
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