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1. JEB PLUGINDfELAS
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JEB Plugin & (&

B AESNTULBAPIZED T, JEBOWEEZILIRL. FRITIESE
TN T BISHDRAOVT ~
—JavaZEfz(dPythonTEEih 9B

—JEB(XJava TEEZINTH D, Pythond XU ~FIython&
LYDJava Runtime_ECTPythonZzX179 3L —AD—D%ZFH

B Native J— RESD L S7PythonS 1 TS U (JMERATERA0)
M Pure Python®D=-1 S5 U (&?
B JEB(C[EHR=TULVSPlugin
—Java&Python®H > )L Plugin
— S J S UZ#RBI 9 DPlugin
— SignatureZz= 45k 9 SPlugin
B ROURLMSEBEMPluginZY D> 00— RTES
— http://www.android-decompiler.com/download.php
B API Reference
— http://www.android-decompiler.com/apidoc/
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JEB Plugin®®T{ERHTESAPI

M jeb.api

M jeb.api.ui
M jeb.api.dex
M jeb.api.ast

CNBAPIZERLUT., JEBZBE#IEELIED. DEXT 71
JLOIRVEXOASTEEA U T 7 U %I93 = & HVAJAE,
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JEB PluginDi8ES &

B Plugin3217EX CTDiRMN
1. JEBZICENT D
2. BEATER &R BDAndroid)7 7Y ZJEB TR <
3. Pluginzi 8L TCEITID

B X179 DPluginZisE I DICEIDDHEEND D
—I[File] — [Run Script...]
BETULEWI 7AILZEIRUEITIT D
—[File] — [Run last Script] (Ctrl(d8) + i)
B HZICEITURPIUgInZEREITI D
—[Action] — [Custom Actions]/H53&4R

M JEB> - L hU/plugins A~ (CdD T 7 )LHCustom
Actions](RDR—T SR ([C—EBFRREIND
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Custom Actions

B JEB®D[Action]| X =1 —®MHD [Custom Actions](C—ERR=1NBPlugin

— 23— bhHY hF—ZEIDHTDZEHAIEE

— AT —([C—EBFRRESNDDT. PluginDEITHIEE
Custom Actions(CRRESNBPluginDi& < 15T (FIRIBENTE CEE OB
NOWOIAAT

— Plugin®5EERIT(C, "7’ CWHREFED A>T b2

B Custom ActionsDFRR°S 3 — bAOY MREZ DRIV X

— key=value, ..DKXDIREIE TR T D

B ERARE
— name, author, shortcut, help

#? name=Signature Generator, shortcut=Ctrl+Shift+S, author=Nicolas
Falliere, help=Create binary signatures for library code recognition

ROVYAAVME JIEBEBFICHARAENSDT, ERTEELTERRESNZL
JEBZHEBTOILELNDHD
X PluginBARIEBRIFZGAAFENDIDTEHIIEEHKS
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2. JEB PLUGINDI&&

M jeb.api.IScript
M jeb.api.Jebinstance

JPCERT CC°®
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JEB Plugin®sgik/5iE

B PythonZz/z(FJavaTEdihd B
—PythonZ{EFE U 7=/l

from jeb.api import IScript

class SamplePluginPython(IScript):

def run(self, jeb):
jeb.print("This 1line is generated by a Python plugin')

—Javaz =R U zHl

import jeb.api.IScript;
import jeb.api.JebInstance;

public class SamplePluginJava implements IScript {
public void run(JebInstance jeb) {

jeb.print("This Tine is generated by a Java plugin");

}

JPCERT CC°®
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JEB Pluginfjl

B E£9 (IRDPluginzENTHKD
from jeb.api import IScript
class Hello(IScript):

def run(self, jeb):
jeb.print('Hello world!!")

—Hello World!' & &2 H (CH T DI DY > T )LPlugin

B s
—DSREET7AIVEIEE—ICTD

M class Hello — Hello.py

JPCERT CC°®
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jeb.api.IScript 95 A&

from jeb.api import|IScript

class Hello(IScript):

def run(self, jeb):
jeb.print('Hello world!!")

B JEBOPIugnOEKI S X

B £ CDJIEB PluginldZ Do =S X & k& U TYERY

B PluginZ=4179 D &L IScript I SR ZERE UTe TS5 XD
run XYV w RMNIEBHSIHEUNH END
—IScript.run()ZZ2A—/\—>- RU. PlugindiE%Z itk 3 5

B runXYwv R(Z(3Jebinstance A T 1T MHBIENTIES
na
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jeb.api.JebInstance & (&

B IEBO7V IV —23>A2RAFR
B IScript.run XY w RD5|EE UTPluginlTiEENS
B Jebinstance /e
—JEBODIRE
M load, save, close, exit
—|BEEROBUS/EXTE
B 1—YEHR. AP =32
BOXA> K
B2/ 1IILY—XTJ—R
M View
M Dex. AST
M rename
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1N

B JEB PluginzZ&#k U CEITI D
—Hello.py

JPCERT CC°®
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[5IRE1] JEB PluginZE#H&UTRITI S

B R
— 5&® [JEB Pluginfll] TEZU\/ZPluginZJEBICEER U CFEITI D

B Plugin(Z&ECICBENWTHEBRLY
— [File] — [Run Script...]|CI 71 JLiERT D

B JEBODIFile]m5([Run Script...]TEITI D

Opening /tmp/Sample@1.apk

DEX analysis complete
Generating disassembly output...
Done

Checking for update...
JEB is up-to-date

Running script /private/tmp/Hello.py...
Hello world!!

JEB pEl88 Edit  Action Window Help

Run Script...
Run last Script

Properties...

B Z2EFDFIEBOI Y —)L D > ROICHAETND

— JEBICIZH DAY w K& L Tlebinstance.print XY w RHAHEE
NTWVBH. KO D I(CPythonDprintX Z{FEHT R EETED

JPCERT CC°®
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Hil=E2
B IRTOIOAS 22V —)LICHEIIT DPluginZz {F
AR
—jeb.api.Comment S5 ADEWN S ZIBEE T D
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[BIRE2] IANTOIA> b2V —=ILICHENT BPIuginZEM I S

R
— INTCOOAX M=V —=)UICH DTS
B HRF 9 S OMER
M jeb.api.Comment SHUE CEDEIRZETCTHIITD
B IR
—5RIC, JEBZERUTCapk I 71I)LICEEODOOIA>S b
AL THSPIuginzEEIT9 B

L N2

—Jeblnstance.getAllComments()
M jeb.api.CommentDELFIH IR END
B EARDSRIEDM,. APIU T 7 LA THEERELELD
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HE2 D= HI

B AllComments.py

JPCERT CC°®
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HIE2TYED TZPluginDRAT

B FREHCIRS D TPluginZBYEL. 777 Sample01.apk
(CXHUTCTEITUTCHTLSZEW

Running script /Users/vul-an/bin/jeb/plugins/AllComments.py...
sig:Lcom/example/sample0l/MainActivity;->onCreate(Landroid/os/Bundle;)Vv, offset:6
comment: "R.layout.activity_main"
sig:Lcom/example/sample0l/MainActivity;->onCreateOptionsMenu(Landroid/view/Menu;)z,
offset:8
comment: "R.menu.main"
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B Custom Actions(CERTEUTHELD
— NSOV OAAX D NOESHZIBHE T B

JPCERT CC°®
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[f5IRE3] Custom Actions [CEREEUTHEKLD

B HRE2THERY L TZPluginZ® Custom Actions (CEXE I D
—P. 6@%45135?.% %(L_

—{EL\TT
M PluginZZplugins7 - Lo R (CEL
B PluginlCY=>wv O IX> hEEL
—%EiESa—bhHy bzEiEE
B JEBZ HBicEl
MERELZSa— Oy b TEITID
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[f#E] Custom ActionsICEREUTHELS

#? name=Al1 Comments, shortcut=Shift+Ctrl+C, author=vulan,
help=Show all comments,

B Plugin®JcBE(C"?" CIREFD IA> hesdihd 2 ET. >a—b
DY hF—ZBNDHTDIZENTED

B COAITE. ShiftF—&CtrlIFF—&ECZ#H I & T JEBDOGUINS
ZDPIlugnZEITIT D CENTETDLDICIRD

JPCERT CC°®
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3. JEBDUIZFIRAT ST=HDAPI
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jeb.api.uigdS5 R

B JebUl
— JEBOUIPZ> hO—JLLTWVWB TSR
B XAytE—IRy JRDORR
— JebUl.displayQuestionBox, displayMessageBox
B ViewDHEUS
— JebUl.getView(View.Type)
B ViewDFRRKE
— JebUl.forcusView(View.Type), isVisibleView(View.Type)
B XF—HX)\-DB4E - TR
B 32/ AI)LDET

B View
— JEBICAHE N TUL\BAssemblyt®Java. Manifest’d EDEViewr ExEL TS
B CodePosition
— CodeViewDfIEZKRIT TS5
B  Enums (EEUE)
— BottunGroup
B OK. OK_CANCEL. YES_NO. YES_NO_CANCEL

— lconType
B ERROR. INFORMATION. QUESTION. WARNING

— View.Type
B ASSEMBLY. CLASS_HIERARCHY. CONSOLE. JAVA. MANIFEST. NOTES
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JEBDAYE—IRY IR

B JebUl.displayQuestionBox
—A—YMNSDANZRDDIAYEZ—IRY I RX R RT D

® O O input

input:

|

OK ] \ Cancel |

B JebUl.displayMessageBox
— ARV IR ZRRT D
—ButtonGroupType CT/NEY > DIEFEZEIRTE B

g

HelloDialog
EBU HelloWorld
L | Fevenr | [ B
T —

JPCERT CC°®
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W

B Avt—Ry I XDERR

—JebUl.displayQuestionBox()
JebUl.displayMessageBox() ZIEf# 9 3
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[FIRE4A) AW E—I RV IR ERERT D
U TFOMEEEEZ L THLD

B displayQuestionBoxZ{# > C1—HY ANZKEDHD

B ASiERZdisplayMessageBox CTRR I D

—displayMessageBox(&. IconType & ButtonGroupTypeZig
I DENDD
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HR4DEEHI

B MessageBox.py

JPCERT CC°®
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[figsh]) AWVEE—IRY IR ERERT D

from jeb.api import IScript

class MessageBox(IScript):
def run(self, jeb):
ui = jeb.getui()

ret = ui.displayQuestionBox( : : )
print(ret)

ret = ui.displayMessageBox( : + ret,
ui.IconType.ERROR, ui.ButtonGroupType.YES_NO_CANCEL)

print(ret)

B ui.displayQuestionBoxMiR DIBE(IC(ZI—MNALULIET—F N AD
TL\D
B ui.displayMessageBoxMDiE DAE(C(IT—E WO U T UIERG > D
EHS ()M AD TS
— 0O(cancel), 1(ok), 2(yes), 3(no)

JPCERT CC°®
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4. VIEWESIGNATURE

JPCERT CC°®
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View &Signature

B JEB(C(3&)

iR (CE D =ViewhY)

JIE S TCL\B

— T A>TV UIed— RERRT DAssembly View
—F > )\ AL ENizdavadd 11— REFRR I DJava View
—AndroidManifest.xml|Z 2=~ 9 S Manifest View

— 5 ABEEEEZFR~ 9 SClass Hierarchy View

B JEBICIEDEXAICEH Bltem(class, method, field)&x—&(C
YETE 9 DITHDFF(Signature)hdp D
—SignaturezZfER LT, 73>/ (JL
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Viewd 5 A DHAEEF

[ -View }

[ | TextView J

[ Interactive TextView }

CodeView

AssemblyView

JavaView

XmlView (Manifest)

[ TreeView (Class Hierarchy View) J
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View

B Assembly View

—DEXD7AIZ2T 4 A7 T U UIed—REFRRENS

o X NG X

ple( Manifest Resources Certificate Assembly £2 Decompiled Java Strings Constar

. J ava VI eW .class public final BuildConfig
.super Object

.source "BuildConfig.java”
Tryt

_5_“: \/} ()/]/) béﬂj_l:\] avad) tch [ .Field pub'li? static final e e

.method public constructor <init>()V
.registers 1

.prologue
invoke-direct Object-><init>()V, p@
I I\j ) %/I\; ;l ] 5 | 1 ser: return-void '

ss .end method
T —— ger Q.
‘ OXNG : .class public MainActivity
2 Manifest Resources Certificate Assembly Decompiled Java 52 . String! .super Activity

backege: o exaimale; sanpleol. .source "MainActivity.java"

import android.app.Activity; .method public constructor <init>()V

import android.os.Bundle;

.registers 1

#|import android.view.Menu; :prOIOEU? o .
4 invoke-direct Activity-><init>()V, po
public class MainActivity extends Activity { return-void
public MainActivity() { .end method

super();
.method protected onCreate(Bundle)Vv
.registers 3

protected void onCreate(Bundle savedInstanceState) { .param pl1, "savedInstanceState”

super.onCreate(savedInstanceState);

this.setContentView(2130903040); -prologue i
3 invoke-super Activity->enCreate(Bundle)V, p@, pl
const/high16 v, 6x7FO30000 # R.layout.activity main
public boolean onCreateOptionsMenu(Menu menu) { invoke-virtual MainActivity->setContentView(I)V, p0, v@
this.getMenuInflater().inflate(2131165184, menu); return-void
9 return 1; .end method
} yparsing.py

amplePluginJava. java

C DA EManifest ViewtoNotes View'R EHV&H D . JEB PluginTIRIETE S
View(d. View.Type CTEENTULD,

JPCERT CC°®
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ViewDIE{E

B iE
—refresh

B CodeView(Assembly, Java)

—qgetCodePosition
B Ly MIEDOHS

—CodePosition.getSignature()
B AssemblyView
—setCodePosition
B Ly MUIIEDIETE
M InteractiveView

—qgetActiveltem
BvLw MOEHZED TULDItemDEH]
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Signature (partial_sig)

B CodePosition.getSignature CT{§ 5N 23X F5|)
B DEX®ltem(class, method, field)Z—=2(CHFE T D
—ZNZDOMDTET. WAARIBHRHEETED
mUSK
—Lcom/example/SomeObject;
L+ \WT—)(R+DTS5 %G + 7
B AYVY R
—Lcom/example/SomeObject;->getSome()String
BMOUSREG +7->"+ AW R+ (5l#0) + 8
mJ1r—IJ)LE

—Lcom/example/SomeObject;->FieldName:String
BOSREG+"->"+ T4 —)LF& "+ 8
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Signature(partial_sig) &

B JeblnstanceZ =X

—decompileClass(String), decompileMethod(String)
W 513 (ESignatureziE 9
B2/ AI)LUTEFIINREND

—qgetClass, getMethod
B ASTOHUS

B JebUl.decompileClass()
—IBEULEAYY RZEFTI>)\AJLL T, Java View(C
IA—NDAK
B AssemblyView.setCodePosition()
—CodePositiond 1> A S OFDBIECEDNRD
—Z N TsetCodePositionH K3
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1FELS

B Decompile CodeZFRR9I D
—ViewDt]| DEX =Z1EfE T D
—SignatureDfEW S ZIEAET D
—Plugin®5>>2/)\AIL T D HEZIEHETD

(G
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[f51RE5] Decompile CodeZRRI D

m 3R
—Assembly View CFv LW MIEDAVY R
FA)\AILUT, OV —=ILICHADULTHELD
B HAfF 9 D NMER

[Lcom/example/contentprovider/MainActivity;->asyncTask()V]
private void asyncTask() {
new com.example.contentprovider.MainActivity$RssTask(this, ((android.app.Activity)this)).execute(new java.lang.Object[0]);

}

L N2
— X ECDOEDIPRNTHIATES
1. JebUIDHE

ViewdDHEUE
CodePositiondEWE
SignatureMEUS

)\ AI)LFERDEMS  (from Jeblnstance)
I AVEY I VANOE. 7

o UAWN
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HEsDEFEHI

B DecompileMethod.py

JPCERT CC°®
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[fi#5H] Decompile CodeZRRI D

q msig = view.getCodePosition().getSignature()

print( % msig)
[ print(jeb.decompileMethod(msig))

. view = ui.getview(View.Type.ASSEMBLY)

1. ZFJ ui.getView() AV v RTAssemblyViewzHEE I D

2. getCodePosition)XYVvw RTIREDF L v MIED
CodePositionZHiF L. getSignature(CE€Z D
SignatureZBUS 9 3

3. decompileMethod() XY v R (CHUE U /ZSignatureziE 9
Z&T, FaAY)INAIILENEd— RIS TED
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{586

B ManifestView -> AssemblyViewZ (&4 (C T B

—ViewDt]] D X & AndroidManifest.xmlD)\— X %
IPEZ9 B
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[5l7E6] ManifestView—AssemblyViewZ{EFI(C T D

B 5ReH
—Manifest View CF+7 L MII&E (Cdp D ActivityDnamelg %
HEB LT, ©DISADAssembly ViewlCc v > T 93

PluginzfEp U CH KD
mE>bh
—Signature
B TIRFDIEDE. I\NWIT—2Z7Z BT ENDD
B ZNLBMEIZEDERFFERXD

M Signature (ELxxx/yyy/Zzz; DT,
—F v LY MIED7 AT LADHYS

M View.getActiveltem()
— DS RX—8H

B Jebinstance.getDex().getClassSignatures(\ CHIE CE D
— I\ T -4

B XML Parser (xml.etree.ElementTree)
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e DEFEHI

B ManifestJump.py

JPCERT CC°®
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[f#SH] ManifestView -> AssemblyViewZ{EFI(CT B

from xml.etree.ElementTree import *

B ManifestView[CFR-R ST TL D XML(AndroidManifest.xml)&/{— X 9%
WEMNSH DD TXML Parserzlmportd

xml = jeb.getManifest()
root = fromstring(xml)
package = root.attribl[ ]

>

1t target.startswith( ):
target = package + target
elif target.find( ) == -1:
\_ target = package + + target

target = % target.replace( , )

1. getManifest) XY w FZ{EMH L CAndroidManifest.xmlZEUE L. XML
ParserzfERH U CT/\W o —2&Z2HS9 D

2. DSRABMN"TIRED CLBIGEE". " DORIC/\VvI—%7%2B009 D
3. ""EMCEHRUSEE(C"L"ZIEIN L C. Signaturez{Ed

JPCERT CC°®
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[f#SH] ManifestView -> AssemblyViewZ{EFI(CT B

1t target in jeb.getDex() .getClassSignatures(False):
print( + target)
ui.focusview(View.Type.ASSEMBLY)
asm_view = ui.getview(View.Type.ASSEMBLY)
asm_view.setCodePosition(CodePosition(target))
else:

print( )

B YER% L /ZSignature™ = X MDSignature/Z 37'1%:.\
focusView() XY v RTAssemblyView(CPIDEX T, %
29D I— RICFv Ly MIBEZBESTED
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