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HOME ABOUT

Home

Calendar
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Information Products

Training

Recommended Practices
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Standards & References

—= Official website of the Department of Homeland Security
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INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

INFORMATION PRODUCTS

Advisaries provide timely information abg,
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security issues, vulnerabilities, and exploits.
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e [CSA-13-295-01

~WellinTech KingView ActiveX Vulnerabilities

¢ |[CSA-13-282-01A: Alstom e-Terracontrol DNP3 Master Improper Input Validation (Update A)
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CERT C Coding Standard

— https://www.securecoding.cert.org/confluence/display/seccode/CERT+C+Coding+Standard

“Z= Software Engineering Institute
CERT |  Carnegi jrer

Carnegie Mellon University

X Confluence
L= Secure Goding ~%—1i | CERT Coding Standards @ Lo BUESIFR
CERT C Coding Standard

B ~—= Confluence Administrator %3 fERfL. 2 11, 2014 | Robe 01 . Preprocessor (PRE)

N oY Confluence Administrator #*{EREL. 12 06, 2013 | Justin Loo 2 @14 3T

AR a—t hk Section Ind )

Recommendations

[7) Dashboard (300 o

Bzt (3 01. Preprocessor (PRE) [S) PREOO-C. Prefer inline or static functions to function-like macros
(3 02. Declarations and Initialization (3| (£ PRE01-C. Use parentheses within macros around parameter names

CHILD PAGES
() 03. Expressions (EXP) [2 PREO02-C. Macro replacement lists should be parenthesized

f2 CERT Coding Standards )
(2) 04. Integers (INT) (2 PRE03-C. Prefer typedefs to defines for encoding types

CERT C Coding Standard i int [
< J e cosne () 05. Floating Point (FLP) (3] PRE04-C. Do not reuse a standard header file name

00. Introduction (3) 06. Arrays (ARR)

(3 07. Characters and Strings (STR)

(3 PREO5-C. Understand macro replacement when concatenating tokens or performing stringification
01. Preprocessor (PRE)

[2) PREOS-C. Enclose header files in an inclusion guard

RN . 08. Memory Management (MEM)
B =2y « ® / ° ) [2 PREO7-C. Avoid using repeated question marks

(2 PREO8-C. Guarantee that header file names are unique

(3 PRED9-C. Do not replace secure functions with deprecated or obsolescent functions
(2 PRE10-C. Wrap multistatement macros in a do-while loop

[2 PRE11-C. Do not conclude macro definitions with a semicolon

[2 PRE12-C. Do not define unsafe macros

[2 PRE13-C. Use the Standard predefined macros to test for versions and features.

Information for Editors

=
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CERTC d—F+4 2O AR>S —K(3/3)
CERT-C J)L—)L

PREQ3-C|Prefer typedefs to defines for encoding types

Robert Seacord A EREL. 11 05, 20131 Carol J. Lallier 7 238 25

Prefer type definitions (typedef) to macro definitions (#def ine) when encoding types. T,
S ot Implamenta as simpi textus substaion. n v fotowing cecaraton. e o [N TRAIA S AN Ve
. ' » ~ =7 N N
a constant pointer to char [Summit 2005]: 1= '\O)-U-\/j) [/\’D U ZO\E:F@ETCL é:t%/"z Eﬂf_ﬂ
S ZAEDIAFTIRVVZH (TETFIREATN
typedef char *NTCS; Eaﬁéntb\5°
const NTCS p = &data;
KBTI, BIL=ILDSTFED2DDIE
weEwvorvIUR

- @ N9 DAessTE(CWE)
Noncompliant Code Example @ JL—ILEHR— NI BERRRATY — )L

In this noncompliant code example, s1 is declared as char *, but sZ is declarg
not what the programmer intended:

#define cstring char *
cstring s1, s2;

This noncompliant code example also violates DCL0O4-C. Do not declare more than one variable per

JPCERT CC”°
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MesstE & 1—F 1 > IIL—ILDMIE(1/2)

ZCERT-C)L—)L®D “Related Guidelines” 727> 3 > h'S5ET S
CWE((Mess%)z=it 3 B,

Risk Assessment

Eliminating violations of syntax rules and other constraints can eliminate serious software vulnerabilities that
can lead to the execution of arbitrary code with the permissions of the vulnerable process.

Recommendation Severity Likelihood Remediation Cost  Priority Level

MSCO00-C Medium Probable Medium P8 L2

Related Vulnerabilities

Search for vulnerabilities resulting from the violation of this rule on the CERT website.

Related Guidelines

CERT C++ Secure Coding Standard = MSCO00-CPP. Compile cleanly at high warning levels

MITRE CWE CWE-563, Unused variable
CWE-570, Expression is always false
CWE-571, Expression is always true

JPCERT CC”°
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44 OERET DIL—IL (D52200fE
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®
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D, NFEDOMIFEHERR(CHFICEER22ED)L—)LIE,. BIED rule OHFTJICEATDIED., 7

apll =

ARR38-C SAJ 5 UBRHBHEIMRRA S AZER LRV EZRIET D
MSC34-C ELLFEDBEEIHOHVEHZER ULV

ARR30-C BRAZIETIRA > I VOEIRFEERUIEDERLED LWL
INT06-C B b= > 7 BER(C T B (C (S strtol() RO ZES
MEM10-C  RAIRGIBIHEFEL TERITD

ERRO7-C KDLVWIS—EERTZDEHEEFEHTD

STR31-C XFF—4¢& null iENFZEIGNT DR EIRZERET D
EXP33-C FKHHUEDAEVUZSE UL

EXP39-C BSURWVWEIDRA >FEED TERICTZIELALLL

20 Copyright©2014JPCERT/CC All rights reserved. J P CERT CC S



https://www.jpcert.or.jp/sc-rules/c-arr38-c.html
https://www.jpcert.or.jp/sc-rules/c-msc34-c.html
https://www.jpcert.or.jp/sc-rules/c-arr30-c.html
https://www.jpcert.or.jp/sc-rules/c-int06-c.html
https://www.jpcert.or.jp/sc-rules/c-int06-c.html
https://www.jpcert.or.jp/sc-rules/c-int06-c.html
https://www.jpcert.or.jp/sc-rules/c-int06-c.html
https://www.jpcert.or.jp/sc-rules/c-int06-c.html
https://www.jpcert.or.jp/sc-rules/c-mem10-c.html
https://www.jpcert.or.jp/sc-rules/c-err07-c.html
https://www.jpcert.or.jp/sc-rules/c-str31-c.html
https://www.jpcert.or.jp/sc-rules/c-str31-c.html
https://www.jpcert.or.jp/sc-rules/c-str31-c.html
https://www.jpcert.or.jp/sc-rules/c-str31-c.html
https://www.jpcert.or.jp/sc-rules/c-exp33-c.html
https://www.jpcert.or.jp/sc-rules/c-exp39-c.html
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ARRO00-C Ao DA BRI D

STR32-C XF5(E null #EiFEHES

FIO37-C RABMENET —HIDNFT—HTH D EBVAELRL

ENVO01-C BRIBEHDYA XCODWTEFREBTEZE LR

FI002-C EETESRVERENSEE UL I 7 AILAFIERET D

MSC18-C 005 L 0—=BRDOHRT)IRDT— RIGEDEZERZRD LS (FFETD

MSC30-C SEUELEIDERM(C rand() BIEZERE LA

MSC32-C L& LB S — RMEZSX TES

INT35-C BUERELDXZRTA ADERICH U THBKAZ T SEICE. FhlCHESROY
A XATHHTET S

INT30-C TERUEHOBEBENSYIPSIRURBRVWESICTS

INT32-C FEfEREEEIA—/\—TJO0—&5ISFRERVCLERIET D

MEMO07-C calloc() DEIFEE LIRSSV T V7SI RUIBVWEDICTD

MEM35-C ATSIOBCHUTTRARAEVEEDETS

MSC11-C 2T A b3 7Y — b {#E > THHAHAD

EXP34-C NULL 7RA > 5 &SR UL

ERR33-C BESAISUDIS—&ZHL, WUTS

WINO4-C Consider encrypting function pointers

MEMO00-C XEYDEND YT EFERIE. B UBIEREAADE—IMRLNILTITS

MEMO1-C free() UTZIBEBORA > (C(FFHUWMEZAAT D
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https://www.jpcert.or.jp/sc-rules/c-arr00-c.html
https://www.jpcert.or.jp/sc-rules/c-str32-c.html
https://www.jpcert.or.jp/sc-rules/c-str32-c.html
https://www.jpcert.or.jp/sc-rules/c-str32-c.html
https://www.jpcert.or.jp/sc-rules/c-str32-c.html
https://www.jpcert.or.jp/sc-rules/c-fio37-c.html
https://www.jpcert.or.jp/sc-rules/c-env01-c.html
https://www.jpcert.or.jp/sc-rules/c-fio02-c.html
https://www.jpcert.or.jp/sc-rules/c-msc18-c.html
https://www.jpcert.or.jp/sc-rules/c-msc30-c.html
https://www.jpcert.or.jp/sc-rules/c-msc30-c.html
https://www.jpcert.or.jp/sc-rules/c-msc30-c.html
https://www.jpcert.or.jp/sc-rules/c-msc30-c.html
https://www.jpcert.or.jp/sc-rules/c-msc32-c.html
https://www.jpcert.or.jp/sc-rules/c-int35-c.html
https://www.jpcert.or.jp/sc-rules/c-int35-c.html
https://www.jpcert.or.jp/sc-rules/c-int30-c.html
https://www.jpcert.or.jp/sc-rules/c-int32-c.html
https://www.jpcert.or.jp/sc-rules/c-mem07-c.html
https://www.jpcert.or.jp/sc-rules/c-mem07-c.html
https://www.jpcert.or.jp/sc-rules/c-mem07-c.html
https://www.jpcert.or.jp/sc-rules/c-mem35-c.html
https://www.jpcert.or.jp/sc-rules/c-msc11-c.html
https://www.jpcert.or.jp/sc-rules/c-exp34-c.html
https://www.jpcert.or.jp/sc-rules/c-exp34-c.html
https://www.jpcert.or.jp/sc-rules/c-err33-c.html
https://www.securecoding.cert.org/confluence/display/seccode/WIN04-C.+Consider+encrypting+function+pointers
https://www.jpcert.or.jp/sc-rules/c-mem00-c.html
https://www.jpcert.or.jp/sc-rules/c-mem01-c.html
https://www.jpcert.or.jp/sc-rules/c-mem01-c.html

22

apllF W=

MEM30-C MRIBEHFAEYICTILAURL

ENV03-C HET O S LM OHITRISIRIEZR/ETD

FIO30-C A—Y PN SDANZEE > TERIBEXFINEMHAIL TR
STRO2-C BMIIT IS AT ACEITT—FIEELLTD

ENV33-C ¥ RIOtYURBELRWNMEE system() ZFUH T
FIO01-C I 7AINEZERLUTI 7 A Z5 9 SERDFERCFETSD
POS02-C B/ |MERDIZA (CHED

POS36-C HEBRIFIEVWIEFTIKET S

POS37-C 1ERDKE(IHERICITS

WINO2-C Restrict privileges when spawning child processes

FIO31-C BE—dDJ 7 1 JLZEI (C 1S B DR LY

CONO08-C Do not assume that a group of calls to independently atomic methods is atomic
POS01-C 7 ANEEEITDEES LY INFREITDINEDHZEIRET D
FI022-C Close files before spawning processes

FIO42-C  RELBOEIFZFAINIELLIO—-XTS

FIO06-C W\ == 3> F DT 7 AI)IZEKRT D

% AU X MMIIPCERT/ICCOWebICAFHULTWLWSDDIL—)L (2014558 138RE) &R 9
¥ )L—ILD#RIFOF 1 ML, URLIZZEESNDIZENHDET
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https://www.jpcert.or.jp/sc-rules/c-mem30-c.html
https://www.jpcert.or.jp/sc-rules/c-env03-c.html
https://www.jpcert.or.jp/sc-rules/c-fio30-c.html
https://www.jpcert.or.jp/sc-rules/c-str02-c.html
https://www.jpcert.or.jp/sc-rules/c-env33-c.html
https://www.jpcert.or.jp/sc-rules/c-env33-c.html
https://www.jpcert.or.jp/sc-rules/c-env33-c.html
https://www.jpcert.or.jp/sc-rules/c-env33-c.html
https://www.jpcert.or.jp/sc-rules/c-fio01-c.html
https://www.jpcert.or.jp/sc-rules/c-pos02-c.html
https://www.jpcert.or.jp/sc-rules/c-pos36-c.html
https://www.jpcert.or.jp/sc-rules/c-pos37-c.html
https://www.securecoding.cert.org/confluence/display/seccode/WIN02-C.+Restrict+privileges+when+spawning+child+processes
https://www.jpcert.or.jp/sc-rules/c-fio31-c.html
https://www.securecoding.cert.org/confluence/display/seccode/CON08-C.+Do+not+assume+that+a+group+of+calls+to+independently+atomic+methods+is+atomic
https://www.jpcert.or.jp/sc-rules/c-pos01-c.html
https://www.securecoding.cert.org/confluence/display/seccode/FIO22-C.+Close+files+before+spawning+processes
https://www.jpcert.or.jp/sc-rules/c-fio42-c.html
https://www.jpcert.or.jp/sc-rules/c-fio06-c.html
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CERT-C ZH/R— b9 3Y—X0— REEHTY—IL(1)

ZCERT-C JL—I)LZYR— UL TWBY —X 01— RFEFTY—)LIZ.
JL—)L®D “Automated Detection” TO= 3> (CEKEHBSNTLND

Y—I)LCKBDIL—IL
ERDEHHRL

Tool Version Checker Description

Automated Detection

ompass/ROSE Can detect viola of this recommendation. In particular, it notes uses of the scanf () family of
functions where on pe specifier is a floating-point or integer type

rtify SCA 50 Can detect violations of t mmendation with the CERT C Rule Pack

QA QA-C 8.1 Warncall Fully implemented

for scanf
[J“J — L%

etc

TSR O SRR ]

JPCERT CC°®
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W—)LEBDCERT-CHR— MK
CERT-C24K  ICS-CERT

Compass/ROSE 40.3% 59.1%
LDRA tool suite 39.0% 45.5%
PRQA QA-C 36.7% 36.4%
ECLAIR 21.3% 4.5%
Coverity 15.7% 40.9%
Fortify SCA 15.7% 40.9%
Klocwork 12.5% 38.6%
Splint 8.5% 15.9%
GCC 7.2% 4.5%
EDG 1.0% 0.0%
W—)LDHYIR— K&K 66.6% *! 81.8% *2

%1 CERT-C £305)L—)LH203D)L—ILBNWVITNHDY — )L THRETED
%2 ICS-CERT 7 R)\AHUTARSNICHMEE(CEET 544)L—ILHR. 36)L—ILIXY—ILTHRETED

JPCERT CC°®
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B S X LABY T MO OREEe HKIRI C 1%L D220 CERT-C
A=« 2O I—=)z=EH U
— CERT C)L—ILEAD7% (22/305)
— % < (FXWY —)UIC K BERN ATV BT BE

B ESEMDZ < (FZEEEECO—FT > 0TS —WERTED CFEN
DEETHDCENS., O—F a0 TR PERNEETY — )L = EH
LicttFa1 73— 2200, REENKICBEN THDEEZ SN
%
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A5l - 2RI DiessTERTRMAFZL

ICS-CERT 77 R/)\AHUd [BACKGROUND] 7aEMSHBERZHMI, O> hO—-5—. RV b
D—Ogs. TDMD4DFEEL. HmiERIC EOMSEEOARtEmZ TRICRY

RmiERIZ & DeFHHEDAER A5l - HaetER| T & OESsIE R

16

mHMI
B RO—5—
CESNAVEL -
mZ Dt
HMIDESE N EARDHI60%55%Z S8, FH(CENST
AR DNRESNTND A
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ICS-CERT AR U JZhess 1 DiRAIE

CVSS Vector String (/zu EDESEW)

Access
- Authentication | Confidentility Integrity Availability

FZE/IN Local 33 High 15 Multiple 0 None 154 None 147 None
Adjacent : . . . .
Zl
ARAEF |\ ctwork 7 Medium 166 Single 39 Partial 80 Partial 100 Partial 84
FZE AN Network  384| Low 243|None 385/ Complete 190 Complete 177 Complete 271

RAEDES

12202 Access Vector £Authentication
80% DIESSEDFEZIE M) (S
i A—H EHERTEHL
70%
60%

e
K@
>.|_

¢

|
St
T

JPCERT CC°®
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RessTEEARDRZIE

AEssEEARMDCVSS Vector String (‘};’n‘% EDESW)

- Authentication Confidentility Integrity Availability
Complexit

RZIE/)N Local 2,288 High 949 Multiple 26 None 6,525 None 5,263 None 6,560
gy Adjacent , . . . .
ARLEF |\ ctwork 326 Medium 8,864 Single 2,230 Partial 7,207 Partial 8,651 Partial 6,376
EZIEK Network 16,398 Low 9,199 None 16,756 Complete 5,280 Complete 5,098 Complete 6,076
RRIEDEEG

100%

90%

80%

70%

60% —

o nERIER

FEIE S

0% — mFEEED

30%

20% (BE]

0% Access Vector & Authentication®

. MESS 14 DRZIEH Mt S LEE T D &
o L] ‘ ‘ ‘ "K' EEZBD
Access Access Complexity Authentication Confidentility Integrity Availability = °
Vector
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7S
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B8R (19,01244) &£ ICS-CERT(RBEZ bR < 42244 )DVector String%x Lt

EHRDFRZNEDE G

BRINICS-CERT 7 B/ U DReE5 14

S D DERIN eSS IR,

X BT

12
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b

I'z
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- - n A

r----------i
In?eEn-ty-

e e o o e o o e ] o e e

f -
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IIIII e s s o o | e o o o s s o s e | o)
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1 1
1 1
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1
I 13
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B CVSS Base Score®IIE - FRYE - =FBEIEE B(CICS-CERTZ R
I\ UDMESSENRESEEEIRK D EESLMERICH D
—ICS-CERTY R)\AHFUTIF/\w T7A—)\—2J0O0—DRESSEN
S SRS B IAN S TAIYANELES

B CVSS Vector String (3£4KEY(CICS-CERT Y R\ B L DEEs D
AHBRENEMERICH D
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l Advisory (ICSA-13-344-01) |

Mare Advisories

WellinTech Vulnerabilities
Original release date: January 14, 2014 | Last revised: January 16, 2014

& Print 3 Tweet | | [ Send Share

Legal Notice

Allinformation products included in hitp:/fics-cert.us-cert.gov are provided "as is” for informational purposes only.
The Department of Homeland Security (DH3) does not provide any warranties of any kind regarding any information
contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise.
Further dissemination of this product is governed by the Traffic Light Protocol (TLP) marking in the header. For mare
information about TLP, see hitp:/www.us-cert.govitip!.

OVERVIEW

This advisory was originally posted to the US-CERT secure Portal library on December 10, 2013, and is now bein
released to the NCCICICS-CERT Web site.

MCCICNCS-CERT received repors from the Zero Day Initiative (ZD1) regarding a remote code execution vy
and an information disclosure vulnerability in WellinTech KingSCADA, KingAlarm&Event, and KingGrap,
applications. These vulnerabilities were reported to ZDI by security researcher Andrea Micalizzi. Wellj
produced a new version that mitigates these vulnerabilities. These vulnerabilities could be exploi

AFFECTED PRODUCTS

WellinTech reports that these vulnerabilities affect the following products:

* KingSCADA 3.1 and all previous versions,
* KingAlarm&Event 2.0.2 and all previous versions, and
« KingGraphic 3.1 and all previous versions.

36

Vulnerability Type

IMPACT

Aremaote attacker can exploitthese vulnerabilities to acquire the credentials to login to the flatabase as a legitimate
user or remotely execute code in the contesxt of the target process.

Impact to individual organizations depends on many factors that are unique to each orga
recommends that organizations evaluate the impact of these vulnerabilities based on th
architecture, and product implementation.

Fation. MCCICICS-CERT
operational environment,

BACKGROUND

‘WellinTech is a software development company specializing in automation and contrgl. fvellinTech is basedin
Beijing, China, with branches in the United States, Japan, Singapore, Europe, and Tafwgn.

The WellinTech Web site describes King3CADA as a Windows-based control, monjtorihg, and data collection
application used across several industries including power, water, building automgtiog, mining, and other sectors.

VULNERABILITY CHARACTERIZATION

VULNERABILITY OVERVIEW

INFORMATION DISCLOSURE VULNERABILITY?

Authentication to this service is performed locally through the KAEClientManager cfnsole but not against remote
connections. A remote attacker with knowledge of the proprietary protocol can segfd a specially crafted packet to Port
8130/TCP to disclose credentials.

CVE-2013-28260 has been assigned to this vulnerability. A CVSS v2 base sc
CVSS vectar string is (AV:NACLIALNIC: P PIAP)E

of 7.5 has been assigned; the

ACTIVEX REMOTE CODE EXECUTION VULNERABILITYd

By properly setting the ProjectURL property, it is possible for an attacker to download an arbitrary dll file from a
remote location and run the code in the dil in the context of the target process.

CVE-2013-2827¢ has been assignad to this vulnerability. A CVSS v2 base score of 7.5 has been assigned: the
CVSS vector string is [.i\"v":f‘l.i’.i‘\C:L.l'.i\u:N.l’C:F'.l’I:F'.l’.i\:F",'.f

/ L

B0 RINAY U 201268 (FREFET R/AFUDT A —
v b= TH 59, "VULNERABILITY OVERVIEW” Otz
023> UIRN. BDESH. 7 RINACHUDE = BHRMER U TS
Haho> bTDIRENS DTz, MEset(FRk s SCWELERTITTZ,

Copyright©2014JPCERT/CC All rights reserved.

JPCERT CC°®




7 RINAFUH ST BT —F

ICS-CERT 77 R)NA U DRLFF(CEEEH =N TLI\SCWE,CVE,CVSSDIEHRZARFAE T (&

S 93D

AdvisoryD—EBtkA% (FIE)

a. IC5-ALERT-13-256-01 WellinTech KingWiew ActiveX Vulnerabilities, http-/fics-cert_us-cert.gov'alens/ICS-ALERT-13-256-01, Web site last

accessed October 22, 2013.

b. | CWE-40: Path Traversal: WWHNC\share\name'' (Windows UNC Share), pttp://cwe_ mitre org/data/definitions/40 html, Web site last accessed

Lctober ££, U713,

c. | MWVD, httpo/fweb.nvd.nist. goviviewuln/detail wulnld=CVE-2013-6127 |MNIST uses this advisory to create the CVE Web site report. This Web site

will be active sometime after publication of this adwisory.

d.  CWSS Calculator, httpr/fnvd nist govicvss cimPversion=2&vector=AV:N/ACMALN/C-NA-P/AP, Web site last visited October 22, 2013.

will be active sometime after publication of this advisony.

e. | CWE-28: Path Traversal: " ‘filedir, tl\tp:.-’.-’n:we.mitre.nrg.-’data.-’deﬁnitinns.-’EB.html_ Web site last accessed October 22, 2013.

MWD, http:/fweb.nvd. nist_govviewdfuln/detailPwlnld=CWVE-2013-6128 |NIST uses this advisory to create the CVE Web site report. This Web site

g.  CWSS Calculator, http://nvd_nist.govicvss cfmPversion=2&vector=AV-N/ACMAUN/C:NAP/AR , Web site last visited October 22, 2013.
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CWEEI(E ? (1/2)

CWE (Common Weakness Enumeration) & (& ?

CWE(HEMSESY A T—B)EF VI RIDIVESIFDdFa1UT v LD
= (e591%E) OfEAZERR(EL. BT ERIET DTHDINI/LZ i

ERS1Z 5N
TRIEA > 2T 0> 3> OREBEDH
CWE-74
A>T 033>
CWE-79 CWE-94 CWE-134
XSS d—RA>>1T0>3> AIVRA>O>TOSa> -
CWE-78 CWE-89

OSION>RA>>xToH>3a>

SQL1>>xo>3>
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77 RIS\ UD”"VULNERABILITY OVERVIEW” [CEE&E =N TUL\D & REs5 4
(Vulnerability Type)(JCWEICEHE[ TSN TWD Tz, EDXDRIEFRDMEETEN B
(CYEDIAENTZDONI DB,

VULNERABILITY OVERVIEW
INSECURE ACTIVEX CONTROLP

WellinTech KingView contains a §aw in the SuperGrid ocx ActiveX control that allows an attacker to traverse outside a
restricted path. The issue is due t§ the pragram not properly sanitizing user input, specifically directory traversal style atta

7 RIABFUDEMESEE (Vulnerability
Type) (FCWE & IGREMRICH D

This proof of concept will copy any aNpitrary file from one location to a second location. It can also be used to overwrite ex
files. This vulnerability may be used toZyect files which, in turn, may allow arbitrary code execution.

CVE-2013-6127¢ has been assigned to thiNgInerability. A CVSS v2 base score of 5.8 has been assigned, the CVSS vector
string is (AV-N/AC MAUN/C NI PIAP) d

e

WellinTech HingView contains a flaw in the KChartXY.ocx ActiveX coriol that allows an attacker to fraverse outside a r
path. The isgque is due to the program not properly sanitizing user input.

Proof of condept overwrites the win.ini file.

CVE-2013-6128f has been assigned to this vulnerability. A CVSS v2 base skore of 5.8 has been assign
string is (AV-NWACM/AUN/CNI-PIAP) 9

VULNERABILITY DETAILS
EXPLOITABIL

o

ICS-ALERT-13-256-01 WellinTech KingWiew ActiveX Vulnerabilities, http:/fics-cert us-cert.gowalerts/ICS-ALERT-13-256-01, Web site last
accessed October 22,2013, \

These vulnerabilies could be

b. | CWEAQ: Path Traversal WUNClshareinameV (Windows UNC Share .|1ttp fflewe. mitre.org/data/definitions/40_html, Web site last accessed

October 22, 2013,

c MWD, http:/fweb nvd_nist.goviview/vuln/detail ulnld=CVE-2013-6127, NIST uses this advisory to create the CVE Web site report. This Web site
will be active sometime after publication of this advisory.

d CWYSS Calculator, htto://nvd.nist govicyvss.cfmPversion=2&vector=AV:N/ACMALN/C:MNA.F/AP, Web site last visited October 22, 2013,

= CVWE-23: Path Traversal: " \iledir'_Jhttp://fcwe mitre_org/data/definitions/28_html, Web site last accessed October 22, 2013.

f NVD, http:/fweb.nvd.nist_goviview/vuln/detail vulnld=CVE-2013-6128, NIST uses this advisory to create the CVE Web site report. This Web site
will be active sometime after publication of this advisory.

g CWSS Calculator, httpz/invd.nist.govicvss cfm?version=28&vector=AV:NAC /AU N/C:NA-PIAP, ¥

Mleb site last visited October 22, 2013.
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CWE-20 (CIE9 S iessTE

CWE-20 (‘EUJIRADMEER) (CENSNDHESSE

MY BDCERT-CDIL—ILN'HD
(oA OO BeE P 24)

Development ; . .
Concepts location CWE-17 CWE-19 359 SCERT-COJL—ILI3730)
(CWE-699) (CWE-1) CWExxx | (MESSMDRE R P0)

=

CWE-59

CWE-61

CWE-362
i

ICSHESSMEDZ < (£, 35T BCERT-CIL—ILDTFET S %
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CWE-118Ic/E 9 388 %

CWE-118 (ZBEIILS—) (CEHN =N DT

Development location
Concepts (CWE-1) CWE-17 CWE-19
(CWE-699)

CWE-118
(85 )

CWE-119

Gs
CWE-788
f#
CWE-118 #IHI T = —

CWE-119 XED/)\w T 7 D& HEIN T OUIRNEL] (CHIPE 730N
CWE-120 8889/ \w J 7 A —/)\—=2J0O—

CWE-121 X v I)\w J7A—=)\—=TJ0O—

CWE-122 E—T/)\w I 7 A—/)\—2J0—

CWE-123 EFEBEDEZEBED AT (CEIAD DL

CWE-125 PRI DEFEEL D

CWE-787 PRI\ DEIAH

CWE-788 /\wv J 7 D&imZ B R e XAE'IAD T IR
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CVELI(E?

CVE (Common Vulnerabilities and Exposures) & (& ?

CVE(H@hesstsitnl 7). BBIEG(CEDIAFTNIZESEEZ —E(CIFE T DIHDHEIF. KEIAT
DxIRZ T TDIEEFFMARMITREANEIRL CTLVD., COCVER#BIES(IE [CVE-FOE-EE ] THAS
n5o

ICS-CERT 77 R)\A 5 Uh(CCWE,CVE,CVSSEDEEHNIRLEFETH D TH. NVDIS INSDIEER
HHUS TE 3B E5HHD. NVD(National Vulnerability Database) (ENISTCKEE I ZAEFMEATTAT)
WER T DI/ HEERT —FIN—XThHD. FTEIEINVDD [CVE-2013-282] DIEHR,

Sponsored by . ’ Y / ler

DHS National Cyber Security DMslonlUS-CERT ¢ y National Institute of
. Standards and Technology
National Vulnerabl ity tabase -
automating vulnerability manage ity measurement and compliance checking

Vulnerabilities Checklists 800 53/800-53A Product Dictionary Impact Metrics Data Feeds Statistics
Home |scap \SCAP validated Tools \SCAP Events About lcontact l\lendor Comments

Natlonal Cyber Awareness System
NVD is the U.S.
e et oostore o ulnerability Summary fol CVE 2013-2822

standards based Original release date: 12/21,2015
vulnerability management | - <t revised: 12/26/2013

data. This data enables

automation of vulnerability Source: US-CERT/NIST
management, security

measurement, and .
compliance (e.g. FISMA). Overview
NovaTech Orion Substation Automation Platform OrionLX DNP Master 1.27.38 and DNP Slave 1.23.10 and earlier and Orion5/OrionSr DNP Master
- 1.27.38 and DNP Slave 1.23.10 and earlier allow physically proximate attackers to cause a denial of service (driver crash and process restart) via crafted
NVD contains: input over a serial line.
61040 CVE Vulnerabilities
230 Checkiists Impact
248 US-CERT Alerts CVSS Severity (version 2.0):
2839 US-CERTVulnNotes  CVSS v2 Base Score:4.7 (MEDIUM) (AV:L/AC:M/Au:N/C:N/I:N/A:C) (legend)
10286 QVAL Oueries Impact Subscore: 6.9

Bo8528 === Raes Exploitability Subscore: 3.4

Last updated: Sat Mar : 2
15 19:40:30 EDT 2014 CVSS Version 2 Metrics:

CVE Publication rate: Access Vector: Locally exploitable
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CVSS&(E? (1/2)

CvsS&ld?

CVSS(Common Vulnerability Scoring System) (FIE#Rk> X ADMessMZ EE0 (CFHiI I DA D1DTHD.
BEDNRA —(TIRF UIWHSBOSEMS A E UTIAE<FIFEESN TS, 20078E8H20H(CCVSS v2htai. NVD
A2ICS-CERTY? R/INAHUZETIICVSS v2DRX I 77HMBE SN TL\D, ICS-CERT 77 R/\AHUI(C(E. CVSSDH—ED
TdpBDBase Score & Vector String H iEssIEDIFEZ LIk I DIzsHDIEFREE U THLWSNTLD,

— Base Score
BIRS AT AICKDHEND3IDDEF1 U454, [#28M ( Confidentiality Impact ) ] .
[SE2 % ( Integrity Impact ) | . [&JAM( Availability Impact ) | ([CHT 38E8%, XY b~
D—IOWBEARENE DN EVWD ERETIHME L. CVSSEAIE( Base Score )W EHEND.
Base Score(dfeSSE(CEBTH D, KEDZFEFARBEDEEZZ TR0\,
0.0~10.0DFYETHRIREN., BUVEIBEEFEXDZELENFU .

RS —ORE5EMZNKR T DM E (. RIHHEEEORANNEER I H(ICCDEZRANDC ENEL,

Base Score &ELNE DRI THRDED,

RZIE Base Score
LAV (fEPR) 7.0~10.0
LANILD (S 4.0~6.9

LARIILT CER) 0.0~3.9
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CvsS&ld?

— Vector String

Base Score h"EH N3

TERD6DDBase Metricsh SR =11,

ZNS56DDINSA—=FN5

AV IREtX5)r (Access Vector)
AC IRERMFDEHME (Access Complexity)

Au IRERIOIREIES (Authentication)

HWEEADRE  (BIRRAVORIEEA.
Confidentiality Impact)
TEEANDEE (1B ADTIEEME.
Integrity Impact )

aREANDEE (EFHFIEOREEE.
Availability Impact )
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S2ZURL

a1 URL

CERT C Coding Standard https://www.securecoding.cert.org/confluence/display/seccode/CERT+C+Coding+Standard

CERT C Coding Standard HAGEAR |https://www.jpcert.or.jp/sc-rules/

ICS-CERT Advisories http://ics-cert.us-cert.gov/adyvisories

CWE Development Concepts http://cwe.mitre.org/data/graphs/699.html
CVSS v2 http://www.first.org/cvss/cvss-guide

CVE http://cve.mitre.org/

NVD - Data Feeds http://nvd.nist.gov/download.cfm#CVE FEED
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RESSTEDEEUT 2D DIV —IVHEE

ARR38-C & MSC24-C M2DMD)L—)LH50%DHessE(CEEDIT5

nsd

XIS 9 SHeEs 1%

ARR38-C S JSUBENERQRA > HFZEM UV EZRIET D

MSC24-C

CWE-119 (/\wIJ7DIRERTS—
CWE-121 |(RAvU/)\wI7A—-)\—-TJ0O~—
CWE-123 | Write-what-where Condition
CWE-125 |IEFRS5HHAH

JFELE T TE DREEI> T W\BIEZZ ER L7380
CWE-20 | N@EH/RA MR
CWE-73 | J 7 1)L/ (XD BRI
CWE-79 |Z0OXYA NROUTF4>20
CWE-89 |SQL-r>>xo>3>
CWE-91 |XML 1>>1>3> (Blind XPath Injection)
CWE-94 |Jd—hkA>>x0>3>
CWE-114 | Ot XDl (Process Control)
CWE-120 |&H889)\w J7A—/)\—2J0O—
CWE-601 |A—TJ>USAL Tk
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- | CERT-C _ FfEs514E " : o
[[[=liva DIL—IL IL=ILDSA ~L DOt M T BhEs5 1t FI)\—FK
i ; i i 86 | CWE-119,CWE-123,CWE-125 ‘
1 | ARR38-C anrantee that library functions do not form invalid O EEEE 00
pointers 19 |CWE-121 25% % #3)\
g7 |CWE-20,CWE-79,CWE-89,CWE-
91,CWE-94,CWE-114,CWE-601
- i VAN
2 | Msc24-c | Do not use deprecated or obsolescent functions > |owE120
1 |CWE-73
86 |CWE-119,CWE-123,CWE-125
Do not form or use out-of-bounds pointers or array
- i 12 |CWE-122 O
3 | ARR3O-C subscripts
1 |CWE-788
Use strtol() or a related function to convert a string g7 |CWE-20,CWE-79,CWE-89,CWE- A
INTO6-C |, 1 ento an integer 91,CWE-94,CWE-114,CWE-601
O
. . I . CWE-20,CWE-79,CWE-89,CWE- 5
4 | MEM10-C | Define and use a pointer validation function 97 | 91.CWE-94, CWE- 114, CWE-601 A &
. . N
ERRO7-C Prefer functions that support error checking over g7 |CWE-20,CWE-79 CWE-89,CWE- A o
equivalent functions that don't 91,CWE-94,CWE-114,CWE-601 %o &%
: - 7=
2 | srray.c |Guarantee that storage for strings has sufficient 86 | CWE-119,CWE-123,CWE-125
space for character data and the null terminator 2 | cWE-120 O J\ )
o i
EXP33-C | Do not read uninitialized memory 86 |CWE-119,CWE-123,CWE-125 T
EXP39-C !:)o not access a variable through a pointer of an 86 | CWE-119,CWE-123,CWE-125 o
incompatible type
ARR00-C |Understand how arrays work 86 |CWE-119,CWE-123,CWE-125 O
8 | sTR3n-C Do not pass a non-null-terminated character 86 | CWE-119,CWE-123, CWE-125 o
sequence to a library function that expects a string
FI037-C Do not assume that fgets() or fgetws() returns a 86 | CWE-110.CWE-123,CWE-125 o
nonempty string when successful
ENVOL-C Do not make assumptions about the size of an 86 | CWE-119,CWE-123,CWE-125 o
environment variable v
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. CERT-C PfEgs 1 N \
—_ 5 59/ A _;—?—(
&£z DIL—Ib IL=ILDS A ~L DI MessitoiEsa yaJAN
26 |CWE-22,CWE-23,CWE-28
Canonicalize path names originating from tainted
14 | FI002-C P ginating 1 |cweo A
sources
1 |CWE-73
14 | CWE-259,CWE-321,CWE-798
5 |CWE-311
15 MSC18-C Be careful whlle handling sensitive data, such as 5 | CWE-31L.CWE-319 A
passwords, in program code
2 |CWE-261
1 |CWE-326
5 |CWE-331
Do not use the rand() function for generating
- 2 |CWE-330
MSC30-C pseudorandom numbers
1 |CWE-338 .
16
5 |CWE-331
Msc32-C | Properly seed pseudorandom number generators 2 |CWE-330
1 |CWE-338
INT18-C Evaluatg integer expressions in a larger size before 5 |cwe190
comparing or assigning to that size
INT30-C | Ensure that unsigned integer operations do not wrap 5 |CWE-190
INT32-C Ensure that operations on signed integers do not result 5 |cwe-19
in overflow
Ensure that the arguments to calloc(), when multiplied
- ' ’ 5 |CWE-190
18 MEMO7-C do not wrap
MEM35-C | Allocate sufficient memory for an object 5 |CWE-190
MSC11-C |Incorporate diagnostic tests using assertions 5 |CWE-190
EXP34-C | Do not dereference null pointers 5 |CWE-476
ERR33-C | Detect and handle standard library errors 5 |CWE-476
WIN04-C | Consider encrypting function pointers 5 |CWE-311,CWE-319
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CERT-C _ Ffas5 1% " : _
[[[=Civa DIL—IL IL=ILD5 A ML DR M T BhEssIE F)—FK
Allocate and free memory in the same module, at the same level of 3 | CWE-416
MEMO00-C :
abstraction 1 | cwE-415
. . . . 3 |CWE-416
MEMO1-C | Store a new value in pointers immediately after free()
1 |CWE-415
27
3 | CWE-416
MEM30-C | Do not access freed memory
1 |CWE-415
. . ) ) 2 |CWE-78
ENVO3-C | Sanitize the environment when invoking external programs
2 | CWE-426,CWE-471
31 FIO30-C Exclude user input from format strings 3 |CWE-134
STR0O2-C | Sanitize data passed to complex subsystems 2 |CWE-78
32
ENV33-C Do not call system() 2 |CWE-78
FIO01-C Be careful using functions that use file names for identification 1 |CWE-73
Pos02-c | Follow the principle of least privilege 1 | CWE-250
POs36-C | Observe correct revocation order while relinquishing privileges 1 |CWE-250
POS37-C Ensure that privilege relinquishmentis successful 1 | CWE-250
WIN02-C | Restrict privileges when spawning child processes 1 | CWE-250
34 FI031-C Do not open a file that is already open 1 |CWE-362
Do not assume that a group of calls to independently atomic methods
CONO08-C  |: : 1 |CWE-362
is atomic
Pos01-C | Check for the existence of links when dealing with files 1 |CWE-362
F1022-C Close files before spawning processes 1 | CWE-404
FI042-C Close files when they are no longer needed 1 |CWE-404
FI006-C Create files with appropriate access permissions 1 |CWE-732
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