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[ Control Systems Cyber Security Awareness)]  (Z\BH ¥fi 1)

[An Undirected Attack Against Critical Infrastructure: A Case Study for Improving your Control System

Security

http://www.us-cert.gov/control_systems/pdf/undirected attack0905.pdf

[Backdoors and Holes in Network Perimeters: A Case Study for Improving your Control System

Security ]

http://www.us-cert.gov/control _systems/pdf/backdoor0503.pdf

[Common Control System Vulnerability]

http://www.us-cert.gov/control systems/pdf/csvul1105.pdf

[A Comparison of Electrical Sector Cyber Security Standards and Guidelines]] (20044104 )
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http://www.us-cert.qov/control systems/pdf/electrical comp1004.pdf

e [Intruder Detection Checklist] — (ZB8 ¥ H7)

e [Personnel Security Guidelines]

http://www.us-cert.gov/control _systems/pdf/personnel _quide0904.pdf

e [ A Comparison of Oil and Gas Segment Cyber Security Standards_]

http://www.us-cert.gov/control _systems/pdf/oil gas1104.pdf

ER

ASN — Abstract Syntax Notation (FiZ:## SCeik)

CC - Common Criteria (Z€> 27 747U 7T)

CERT - Computer Emergency Response Team (= > & = — ¥ B Ext ST — L)
COE — Common Operating Environment (35i1E FHER5%)

COM - Common Object Model

DCE — Data Communications Equipment (7 — % i@ {5 1%2%)

DCOM - Distributed Common Object Model

DCS - Distributed Control System (53 # il S 27 )

DHS NCSD - DHS National Cyber Security Division

DOS - Denial of Service (H—t A1EH )

DNP — Distributed Network Protocol

DOI — Domain of Interest

DTE - Data Terminal Equipment (7 — & i K %4 &)

EOP — Emergency Operating Procedures (E% 25 1 i: 5-IH)

EPA - Enhanced Performance Architecture

ES-ISAC - Energy Sector ISAC

FIPS — Federal Information Processing Standard GELFR1E SRALELHLKS)

FTP — File Transfer Protocol (7 7 A Vit 7 w2 k=)L)

I&W — Indications and Warning (JKkf & 245

ICS — Industrial Control System (P& HHl{HI > A 7 )

IEC - International Electrotechnical Commission (B SR #E2%)
IEC TC - International Electrotechnical Commission technical Committee
IED — Intelligent Electronic Device (> 7V ¥ x> & 7-44E)

IP —Internet Protocol (1 > % —>x > h7'm k=)L)

ISAC — Information Sharing and Analysis Center (15 #IA M > % —)
ISO — International Standards Organization ([l BS4 (L FEA)

NIPC — National Infrastructure Protection Center (JEARREE(R#E Y ¥ —)
NIST — National Institute of Standards and Technology CK [EFEAEH 7 /=)
OEM - Original Equipment Manufacturer (FHF5E~7 5 > Rfl)
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OLE - Object Linking and Embedding (A7 Y =7 h®D VY > 7 LHDIARL)

OPC - OLE for Process Control

OSI - Open Systems Interconnectivity

PCS - Process Control System (7" =& A Hilffl o 2 7 L)

PLC — Programmable Logic Controller (7°& 7' Z ~ 7 /L i BRI 412 )

POTS - Plain Old Telephone Service (7 v 7% F @60 A Al RE72 [H K DO EFE— B R)

PSTN — Packet Switched Telephone Network (/A5 2% A2 #448)

RPC - Remote Procedure Call (V-E—h7 B Y —U % 2—)1)

RTU — Remote Terminal Unit/Remote Telemetry Unit (it [ s A< 2 &)

SCADA — Supervisory Control and Data Acquisition (E5#ifiI1HT — Z INEE S 2T L)

SIRC - Security Incident Response Capability

SMTP - Simple Mail Transfer Protocol

SNMP - Simple Network Message Protocol

SOP - Standard Operating Procedures

SSID — Service Set Identifier : #EH %~ b U —27 EOFT_RTO/r y MR a2 — KT, £0x
v NU—=ZIZEENDLE Ty N EENT 5,

TCP —Transmission Control Protocol (FZ7 > AI v v arary ha—nL7m fhajl)

TCSEC - Trusted Computer System Evaluation Criteria GEFA L > Y7 v 7)

TFTP — Trivial File Transfer Protocol

UDP - User Datagram Protocol (=—#%#7—% 75 A7'a haL)
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