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4 K) ” NIST Special Publication 800-61, 20044£1H . Tim Grance, Karen Kent, Brian Kim

“Guide to Malware Incident Preventions and Handling (v /v 7 =72 LB A > v 7 > FDFhIE
EXINDT=H D H A K) ” NIST Special Publication 800-83, 2005411 H . Peter Mell, Karen Kent,

Joseph Nusbaum
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Handbook for Computer Security Incident Response Teams (CSIRTS) (CSIRT Dz D N2 K7
), Carnegie Mellon Software Engineering Institute, 2nd Edition, 200344 A | Moira J. West-Brown,

Don Stikvoort, Laus-Peter Kossakowski, Georgia Killcrece, Robin Ruefle, Mark Zajicek

“Recommended Security Controls for Federal Information Systems CGHEISEFEHR S 2T HIZH
FHHELEE S = U 7 ¢ A EESR) 7 NIST Special Publication 800-53, Rev. 2, 20074-12 5 . Ron Ross,

Stu Katzke, Arnold Johnson, Marianne Swanson, Gary Stoneburner, George Rogers

Security Guidelines for the Petroleum Industry (fiiHZESR X =V 7 4 A4 K71 ) third
Edition. 200544 H . copyright 2005, American Petroleum Institute.

Security Vulnerability Assessment Methodology for the Petroleum and Petrochemical Industries (5
HMERB LA FERICB T 282 U 7 ¢ MEgstE ORI 5{%) 200445104 . American

Petroleum Institute.

“Recommended Practice for Patch Management of Control Systems (fllfl o A 7 LD Xy T H

(BT BHELET < 75 ¢ &) DHS Control System Security Program (CSSP) (2008412 7 )

“Technical Article: Security Incidents and Trends in SCADA and Process Industries (£27f7 3¢ :
SCADAK. Ot APERIZBIT DX =2V T A4 7 >k Ef#HA]) "20074E5H | Eric Byres,

David Leversage. Nate Kube

HA K 3CE“Guidance for Addressing Cyber Security in the Chemical Industry ({bF2FEZEIZF5 0T
BHYANR—X=2 T %5 A F) ” American Chemical Council and ChemITC, Version 3.0,
200645H

“Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations
GLIEREICB T D 2 v B 2 — & OR & UL OB FRIGEILO ATF) 7, 200247 H . Computer

Crime and Intellectual Property Section — Criminal Division — United States Department of Justice.

“Creating Cyber Forensics Plans for Control Systems (#lffl 2 27 AMZEB T H YA N—T L
¥ 7 #EOER) ” DHS Control System Security Program (CSSP), 200848 A

58



6.2 WebYA F

http://www.kb.cert.org/vuls/

http://csrp.inl.gov/Documents/Forensics RP.pdf

http://www.cpni.gov.uk/Docs/Guide 3 Establish Response Capabilities.pdf

http://www.cpni.gov.uk/

http://www.cpni.gov.uk/Products/bestpractice/3692.aspx

http://www.doecirc.energy.gov/index.html

http://csrc.nist.gov/publications/nistpubs/800-40-Ver2/SP800-40v2.pdf — Creating a Patch and

Vulnerability Management Program

http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-final.pdf — Information Security

http://csrc.nist.gov/publications/nistpubs/800-61-revl/SP800-61revl.pdf — Computer Security Incident

Handling Guide

http://csrc.nist.gov/publications/nistpubs/800-83/SP800-83.pdf — Guide to Malware Incident Prevention

http://csrc.nist.gov/publications/nistpubs/800-86/SP800-86.pdf — Guide to Integrating Forensic

Techniques into Incident Response

http://csrc.nist.gov/publications/nistpubs/800-92/SP800-92.pdf — Guide to Computer Security Log

Management

http://www.americanchemistry.com/s _chemitc/sec.asp?ClID=1641&DID-6201

http://www.first.org/

http://www.enisa.europa.eu/act/cert

http://nvd.nist.gov/home.cfm

http://www.isa.org/

http://www.americanchemistry.com/s_acc/index.asp

http://www.americanchemistry.com/s _chemITC
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7. A

CERT/CC (Computer Emergency Response Team Coordination Center) , CERT/CCI%19884F12 A I
KEBLE O T d 5 ERGm S seitE R (Defense Advanced Research Projects Agency) (2 -
THIR SN 7z, CERTICCOHIIZ, A > F—F v MeFa VT (280 DMEsstEomtse, Kk
Z2 T 7eWebt A MK 20— 2D, EX2 )7 1 BHEORKTH -7, CERT/CCIX
HiTE, Carnegie Mellon University® Software Engineering InstitutelZ (& 731 TV 5,

NIAC (National Infrastructure Advisory Council) , NIACIE, [E 2 eRE4EE 2 Uk K
(. R OI8O E XX D EERA T T O, WEE KOV A N—HOMGTDEF=2 U T 4
[ZOWTT RS 2%1T 5, NIACIE, RERHESEALE . g, =3 X—FR L, Mok
DR LE#EI S %217 O #R A RO, NIACIE, HEA 7 70t x 2V 7 4 MR T 5720
(ZAAEEY & REERFY O ff] 0 & Btk 2k L, U A 7B fEHREEL, AL A. R
FERRIE M OVAS RS O&E & BEOMICEE 2 78 L BIRIC DWW T E 217 9,

NVD (National Vulnerability Database) Version 2.2, SCAP (Security Content Automation Protocol)

R LU CTIR SN fegstEiE By — 2 ISR D 7o, KEBNOT —F X—2, =

DT —=H_R=2F, ¥F a2 VT4 F=zv I VAN BX2 VT 4B#EY 7 F V=T OXM, 2

RE, WA, BT 2 ERLEICET 57 -4 X=X Tl ST %, NVDIE, ISAP
(Information Security Automation Program) % X{g4 57 — ¥ X—ATh 5,
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