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* CC-Link IE

* DNP3

* EtherCAT

* EtherNet/IP

* FL-net

* Foundation Fieldbus HSE
*TEC 61850

* Modbus TCP

* OPC

* PROFINET
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* GE Fanuc Cimplicity Heap Buffer Overflow(2008 4% 1 H 24 H)

* GE Fanuc Proficy Arbitrary File upload and Execution(2008 4% 1 H 24 H)

* GE Fanuc Proficy Plaintext Password Vulnerability(2008 - 1 H 24 H)

* Gesytec Easlon OPC Server fails to propetly validate OPC Server handles

* ICONICS Dialog Wrapper Module ActiveX control vulnerability to buffer overflow(2007 4 1 H
2 H)

* ICCP Server heap buffer overflow vulnerability(2006 4 5 H 16 H)

* ICCP Server COTP vulnerability(2007 4 5 H 2 H)

* ICCP Server HTTP/SOAP Heap Overflow Vulnerability(2007 4 5 H 2 H)

* NETxAutomation: NETXEIB OPC SErver fails to propetly validate OPC server handles(2007 4
5H 22 H)

* SISCO: OSI stack fails to properly validate packets(2006 49 H 20 H)

* SISCO: OSI stack fails to properly handle malformed packets(2007 4% 1 H 17 H)

* Takebishi DeviceXPlorer OPC Server fails to properly validate OPC server handles(2007 4F 5 H
19 H)
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