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e CPNI - Centre for the Protection of National Infrastructure,
(www.cpni.gov.uk)

o CPNI Best Practice Guide on Firewall Deployment for SCADA and Process
Control Networks
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e CPNI Good Practice Guide Outsourcing: Security Governance Framework
for IT Managed Service Provision

e CPNI Good Practice Guide Patch Management
e CPNI Best Practice Guide Commercially Available Penetration Testing
e CPNI guide on Personnel Security Measures

e ISO 17799 — International Code of practice for information security
management

e ISO 27001 (IH BS 7799-2) — International Specification for Information
Security Management

e PCSRF — Process Control Security Requirements Forum
e |EEE — Institution of Electrical and Electronics Engineers
e IEC — International Electrotechnical Commission

o ¥ — API, NERC, AGA. OLF, CIGRE 72 & Dk At 2 {5 o> 77
A4 K

e Recommended Practices Guide for Securing ZigBee Wireless Networks in
Process Control System Environments

e Securing WLANS using 802,11i

e Using Operational Security (OPSEC) to support a Cyber Security Culture in
Control Systems Environments

e Cyber Security Procurement Language for Control Systems
¢ NERC Ciritical Infrastructure Protection (CIP)

e DHS Catalog of Control System Security Requirements

e NIST Guide to Industrial Control (ICS) Systems

e ISA SP99, Manufacturing and Control Systems Security
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6. Engage projects
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Good Practice Guide on Firewall Deployment for SCADA and Process Control Networks
http://www.cpni.gov.uk/Docs/re-20050223-00157.pdf

Good Practice Guide Outsourcing: Security Governance Framework for IT Managed Service
Provision
http://www.cpni.gov.uk/Docs/re-20060802-00524.pdf

Good Practice Guide Patch Management
http://www.cpni.gov.uk/Docs/re-20061024-00719.pdf

Best Practice Guide Commercially Available Penetration Testing
http://www.cpni.gov.uk/Docs/re-20060508-00338.pdf

CPNI Personnel Security measures
http://www.cpni.gov.uk/ProtectingYourAssets/personnelSecurity.aspx

ISO 17799 International Code of Practice for Information Security Management
http://www.iso.org/iso/iso _catalogue/catalogue tc/catalogue detail.htm?csnumber=3
9612

ISO 27001 International Specification for Information Security Management
http://www.iso.org/iso/iso _catalogue/catalogue tc/catalogue detail.htm?csnumber=4
2103

Process Control Security Requirements Forum
http://www.isd.mel.nist.gov/projects/processcontrol/

Institution of Electrical and Electronics Engineers (IEEE)
http://www.ieee.org/portal/site

International Electrotechnical Commission (IEC)
http://www.iec.ch

Norwegian Oil Industry Association (OLF)
http://www.olf.no/english

American Petroleum Institute (API)
http://www.api.org

North American Electric Reliability Corporation (NERC)
http://www.nerc.com

American Gas Association (AGA)
http://www.aga.org

International Council on Large Electric Systems (CIGRE)
http://www.cigre.org

National Institute of Standards and Technology (NIST)

33


http://www.cpni.gov.uk/Docs/re-20050223-00157.pdf�
http://www.cpni.gov.uk/Docs/re-20060802-00524.pdf�
http://www.cpni.gov.uk/Docs/re-20061024-00719.pdf�
http://www.cpni.gov.uk/Docs/re-20060508-00338.pdf�
http://www.cpni.gov.uk/ProtectingYourAssets/personnelSecurity.aspx�
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=39612�
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=39612�
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=42103�
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=42103�
http://www.isd.mel.nist.gov/projects/processcontrol/�
http://www.ieee.org/portal/site�
http://www.iec.ch/�
http://www.olf.no/english�
http://www.api.org/�
http://www.nerc.com/�
http://www.aga.org/�
http://www.cigre.org/�

http://www.nist.qgov

Recommended Practices Guide for Securing ZigBee Wireless Networks in Process Control
System Environments

http://www.us-cert.gov/control _systems/pdf/Zighee%20Rec%20Pract%20-%20draft-
posted%207-10-07.pdf

Securing WLANS using 802,11i **
http://csrp.inl.gov/IDocuments/Wireless%20802.11i%20Rec%20Practice.pdf

Using Operational Security (OPSEC) to support a Cyber Security Culture in Control Systems
Environments

http://csrp.inl.gov/Documents/OpSec%20Rec%20Practice.pdf

Cyber Security Procurement Language for Control Systems
http://www.msisac.org/scada/documents/12July07 SCADA procurement.pdf

NERC Ciitical Infrastructure Protection (CIP)
http://www.nerc.com/page.php?cid=2[20

DHS Catalog of Control System Security Requirements
http://www.dhs.gov

DHS Control Systems Security Program Recommended Practices
http://csrp.inl.gov/Recommended Practices.html

ISA SP99, Manufacturing and Control Systems Security
http://www.isa.org/MSTemplate.cfim?Microsite|D=988&CommitteelD=6821

Guide to Industrial Control (ICS) Systems
http://csrc.nist.gov/publications/PubsDrafts.html

tHvav 54.2
NIST Guide to Industrial Control Systems (ICS) Security
http://csrc.nist.gov/publications/drafts/800-82/draft sp800-82-fpd.pdf
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BS 7858:2006: Security screening of individuals employed in a security environment.
Code of practice
http://shop.bsigroup.com/ProductDetail/?pid=000000000030194702

BS 8470:2006 Secure destruction of confidential material. Code of practice
http://shop.bsigroup.com/en/ProductDetail/?pid=000000000030127562

Best Practice Guide Commercially Available Penetration Testing
http://www.cpni.gov.uk/Docs/re-20060508-00338. pdf

Best Practice Guide on Firewall Deployment for SCADA and Process Control
Networks
http://www.cpni.gov.uk/Docs/re-20050223-00157 .pdf

CPNI First Respondersif Guide: Policy and Principles
http://www.cpni.gov.uk/docs/re-20051004-00868.pdf

CPNI SCADA Good Practice Guides
http://www.cpni.gov.uk/ProtectingYourAssets/scada.aspx

CPNI Information Sharing
http://www.cpni.gov.uk/ProtectingYourAssets/InformationSharing.aspx

CPNI Personnel Security measures
http://www.cpni.gov.uk/ProtectingYourAssets/personnelSecurity.aspx

Good Practice Guide Patch Management
http://www.cpni.gov.uk/Docs/re-20061024-00719.pdf

Good Practice Guide Outsourcing: Security Governance Framework for IT Managed
Service Provision
http://www.cpni.gov.uk/Docs/re-20060802-00524.pdf

Good Practice Guide on Pre-Employment Screening
http://www.cpni.gov.uk/Products/bestpractice/3351.aspx

An Introduction to Forensic Readiness Planning
http://www.cpni.gov.uk/docs/re-20050621-00503.pdf

Personnel Security Measures
http://www.cpni.gov.uk/ProtectingYourAssets/personnelSecurity.aspx

DHS Control Systems Security Program
http://www.us-cert.qgov/control systems/practices/Introduction.html

DHS Control Systems Security Program Recommended Practice
http://www.us-cert.gov/control_systems/practices/

Guide to Industrial Control Systems (ICS)
http://csrc.nist.gov/publications/PubsDrafts.html
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Securing WLANSs using 802,11i
http://csrp.inl.gov/IDocuments/Wireless%20802.11i%20Rec%20Practice.pdf

Using Operational Security (OPSEC) to support a Cyber Security Culture in Control
Systems Environments
http://csrp.inl.gov/Documents/OpSec%20Rec%20Practice.pdf

DHS Catalog of Control System Security Requirements
http://www.dhs.gov

Manufacturing and Control Systems Security
http://www.isa.org/MSTemplate.cfm?Microsite|D=988&CommitteelD=6821

ISO 17799 International Code of Practice for Information Security Management
http://www.iso.org/iso/iso catalogue/catalogue tc/catalogue detail.htm?csnumber=3
9612

ISO 27001 International Specification for Information Security Management
http://www.iso.org/iso/iso catalogue/catalogue tc/catalogue detail.htm?csnumber=4
2103

Cyber Security Procurement Language for Control Systems
http://www.msisac.org/scada/documents/12July07 SCADA procurement.pdf

MU Security Industrial Control (MUSIC) Certification
http://www.musecurity.com/support/music.html

Control System Cyber Security Self-Assessment Tool (CS2SAT)
http://www.us-cert.gov/control _systems/pdf/CS2SAT.pdf

Department of Homeland Security Control Systems Security Training
http://www.us-cert.gov/control _systems/cstraining.html

Recommended Practices Guide for Securing ZigBee Wireless Networks in Process
Control System Environments
http://www.us-cert.gov/control_systems/pdf/Zigbee%20Rec%20Pract%20-%20draft-
posted%207-10-07.pdf.

Achilles Certification Program
http://www.wurldtech.com/cyber-security/achilles-certification/achilles-
certification.aspx

American Gas Association (AGA)
http://www.aga.org

American Petroleum Institute (API)
http://www.api.org

Certified Information Systems Auditor (CISA)
http://www.isaca.org/

Certified Information Systems Security Professional (CISSP)
http://www.isc2.org/
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Global Information Assurance Certification (GIAC)
http://www.giac.org/

International Council on Large Electric Systems (CIGRE)
http://www.cigre.org

International Electrotechnical Commission (IEC)
http://www.iec.ch

Institution of Electrical and Electronics Engineers (IEEE)
http://www.ieee.org/portal/site

National Institute of Standards and Technology (NIST)
http://www.nist.gov

NERC Critical Infrastructure Protection (CIP)
http://www.nerc.com/page.php?cid=2[20

Norwegian Oil Industry Association (OLF)
http://www.olf.no/en/

Process Control Security Requirements Forum

http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.76.3845&rep=repl&type=p

df
US Cert
http://www.us-cert.gov/control systems/

WARPS
http://www.warp.gov.uk
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Centre for the Protection of National Infrastructure
Central Support

PO Box 60628

London

SW1P 9HA

Fax: 0207 233 8182

Email: enquiries@cpni.gov.uk

Web: http://www.cpni.gov.uk
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Web: http://www.cpni.gov.uk/ProtectingYourAssets/scada.aspx

PA Consulting Group

123 Buckingham Palace Road
London

SW1W 9SR

Tel: +44 20 7730 9000

Fax: +44 20 7333 5050

Email: info@paconsulting.com
Web: www.paconsulting.com
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Email: process control security@ paconsulting.com

Web: www.paconsulting.com/process _control security
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