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5454 0)LEB(ICE. HARNSERSTET,. HBULEETILZIR

DFD-0
Symbol | Description |Symbol | Description
Process Multiplexed

O @ Function
DFD-1 i
P .| —— | Multiplexed
e External Entity ——J | External Entity
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A
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Data Store Coments
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Module Contact
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DFD JSONTAIKMEUTEE

DFD JSON

"project_meta": {
"system_name": "SL-DSS_Autonomous_Wheelchair",
"version": "1.0.0",

¥

{
"id": "DEV_WHEEL_BASE",  // F5|EF— : IXTORRMZHI13SID

“parent_id": “SYS_WHEELCHAIR_SYSTEM”, // % — RICH{T1FBID
/ /B MDAk
"governance": { ... }, /] BEETILICDVWTESRE
[/ [#EfE] N - EChs - EOBMFET
"properties": {
“safety”: { ...}, /] (ZE] TEEZREERNRTEHE
“security”: { ... }, /] (BFa2UF+v]) TFa1U7+« BEEERNREN
"system": {...} /] [ XF L] CPU/ES/BEDIRFE
o

"links": { [/ DEIF] Y= 77)L/REEH/SBOMADEY >0

i "decision_log": "LOG_HISTORY.md#DEC_WHEEL_BASE",

"component_refs": ["SBOM_ID_001"]

¥
¥



MANIFESTOD 7 )(C LB 0> 10 MEHE
REMEDT 4L - LW R : MANIFEST %8 & UABES IR

0>V Nodes: id, parent_id Hazard_id
21 —X: Concept Governance:design_tier Threat_id
mHERAL >4 (Active Properties:safety/security Mitigation_rf

[EEERA >4 (History)
mEJ'—bk (Gate)

Dataflows:
ghost_flow_detected
component_refs

BEARA A~

IH DFD (v1.0.0,v1.1.0...)
IH SBOM

B ##rLR— b

(Log_History_md
Decision_log JL—IL. KRG8, )\—=3> . =FkEY.

e fBHE. SBOM ZEIBYIBAYT—4
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NZIITAMCKDIESTE:
JO>x 0 hEEORI. FIgENL, BERIREDEREZNY T T X MMIE&EH

Safety & Security fi#th - WIRIIFEZTIE :
DFD JSON (X U. 8 UM, Mg (ISO 26262/21434%F) Z=N—R (i
MEREID b — RA T ZARAN - a]RAL

s ) IR 2= HRELE
Ex (O—K) "S5 DFD Z#&Ek L. 2T EES

TEF > ABEEMSE:
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BENEGREWNI REICHSITISATALASAITIYA

,L,\EiF'JﬁH% SH1T(CEEN DT

17ENEEH : ROS ZRAWCHEER - XFENAFOH U - BENRANFZXIR
%E)Jf‘ﬁ? E : FITLw MEEICKDIEET D
HlFY : MEERDXE (CIEEZEMND D ETICEWVWT TELED EXRITHROENNDD. A
KD(C, B TEDD, FLUT, BIITESSIKICKRIDI L,

—_

m SR ikER/\W o —= (Phase 1.3, 1.4, 1.5)
WRIOZ T b SL-DSS_Autonomous_Wheelchair (v0.2.0)
{&k#H%E: SCC, Lead Safety Expert, Lead Security Expert

1. BRI TFX S

SAFAEFR: A 1.1 (CEDL,

EEIR—RIS:

- DEV_LIDAR_3D: ExZ= (%E) HKUHITEDIEA,
SW_NAV_STACK: ROSAR— XD BEEITHIFEH.
SW_SAFETY_GATE: 37 UJc@1ZE - SR T hhLlEdHIfIO> v o,

« EXT_TABLET: *v hJ—U#HROHNMIES.

IR EIRY: KEREDERZE (BamiVETURYD) « BROET,

S 25 1\

5T | m— | AT
EEHRELET || B4ET R N

2. EfxRAD=wv> 3> {#SCOPE_1_5}
*SCC (1.3): ROS/{w4 —H LULIDART /(1 X5, s
WEEZEIRT DD BEESBOMDEZ H MR ABSSTEI IS
-Lead Safety Expert (1.4): HARA (J\HT— Rf##T) DOENE.

-Lead Security Expert (1.5): **TARA (BEiDH) **DEHE.




REBRETOE—7 T 4B & ¥ a2 U T 1 I

Velodyne VLP-16 RealSense D435i Hokuyo 2D LiDAR

ER2T7Lw bk

vt —57—4%

'toH—-7—%

Main PC (§1H848ER)

Perception node

MiEER

REREHE — 1

WHILL ROS Driver

U7 ILEE

WHILL Model CR

E— 45—

't —5—4%

1. T— D7« 547« tRBEADPHTE (Phase 2.4)
gt >t — (VLP/RS/Hokuyo) ZiEEUERZE. TNETNN
IRU (BEE—R)

RealSense: BHIHY (FH) (CKDERUG. F£iz(EF

ZRKD,

Velodyne: > Y —KREADEHRYOREICKID. 5B

Hi@E: o—JILE ORI\ T 7V FIC KD T
F5R (Safety Mechanism):

SM_005 (ZHRIES): 100> Y- EERU) &

EHD]| LERTRZ2MICAT,

SM_006 (£FES): &> YU —D5tiEER%E100msEHA

2. ¥ U+ 3T . BEADBHE (Phase 2.5)

B U—BRICHL [BRDDE=E] INESTATIH
- URD (BRL)

Y- - AT=TJ4>20: L—T-BHECLD., FELRVEZRET K9
. HDINEIAMDEEZ THE] ULTEEETED.

MEZ v w2 LY —DERICEIET /1 X ZEDIAFE. PCICADT —
- X¥ZR (Security Requirement):

SR_007 (RERSKRME): REORRDI IO Y— (KEEH) TRHUSBPRZES
ICIRND [FERRIEHR] EWEE U THLS,

SR_005 (MEBHE): MBS v IZB<SIESD. ORI FEBICHE AL ZE

ERDER | WEORH | EENEE
R = =
Safety LM ORI Efgﬁ”, gﬁgﬁlﬁ%’%’ ﬁ””’z*ﬁ'&é
_ , | 1REED [N\vI] SNTE. MEREDS
Security | EXTTORGE 735411’.3&.-»?:0)*—3&(:&D¥¥&mw?§o
3mJ1— VLP-16 x RealSense X Hokuyo D33k
Merge 3> zEEahtd GHEEEETS.




DFD X510 (C K DEFHEEFRDOIBIEL

DFD (JSON) E&FILIEIARTDIEHERD Single Source of Truth (SSOT)

= BHDME (DNA)
parent_id Z/TUC. &_tfI DFD TROI=EZEBEMNREEB{cEN/z DFD
EFILDF ) — RETHAESINS,

e)
Compen-
. sation Route

Self-
Position

Nodes: id, parent_id
Properties:safety/security
component_refs

source
Threat

Protocol
Pyhysical_connection
Properties:safety/security

T.Sasaki, 17 June 2022 .
component_id
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NEBZESE: Perception Node & DFD 1549‘/-

MWI3RAT — &

ER2TLy b

(B X /RED/ FEYIRAF)

WiFi (Auth)

AM: tFaUTFr - 4—
kyzr

Rosbridge Gateway
(SR_002: ER:E)

nindi 20 N4

SoE: BEY T RT L

3j7a—Yax
Perception Node

RealSense D435i
(Depth Camera)

BI3RMRT —F

Hokuyo 2D LiDAR
(SLAM/2D)

WIIRRT —F

(SR_007/SM_005: T %2 / #4&

A

AR: fiEOTy o

Topic Name Message Type | A&

/perception/obs | nav_msgs/Occ | EIFEDEEY

tacle_map upancyGrid ORb2y 7
B R D EZEE

/perception/em
ergency_stop

std_msgs/Bool

B755 (5
&%)

/perception/diag

@2026 Forehacks

diagnostic_ms
gs/Diagnostic
Array

Y-8
Ut/ —Fof
BRAKRE

1. 7O 1 NEAEM {#SPEC_GENERAL}
FIFEIRIE: Ubuntu 20.04 LTS / ROS Noetic [B&<T

3. T—J7 1 E (Safety Goals: SM_005) {#SPEC_SAFETY?}
Sensor Fusion Logic: Velodyne & RealSense M7 —4 % ZE[EIRY (C[EIEA
=B, —AHEEMZERIM L. AR URWNEED TR —8075—
N ZFEEIDZ&E.

4. F31 V51 EH (Security Requirements: SR_007)
{#SPEC_SECURITY}

Anti-Spoofing: ¥MEH(CH DEIRVERE TOMARDEIR - JHEK. F£rlE
LIiDAR RBfDEERSEERICZIRA L. JaILFUTTDE,
smiEbEEk: SN — RAMNSHERRY R D—D (A2 —FRY ) AND—1])
DiEEZZEIET D, ROS UHDNR— MERIEIAEFA].

EEBE WIS (SBOM): fNGEF(ICY — X O— ROMEFHEERF v R, XU
SBOM (HFRSATJSU—E) ZiRHIT DI &,

Mo - EBEMH
J0O0 5 LKK
SBOM (Software Bill of Materials) JSONAZT{
#HHE: 2 COEE - BIEKES1ITY. OS\voi—7E8,
fEss I R+ AFRL/R— b
CVSS v3 Score 7.0 (High) U EDEsEHENATOTHD &,
V=X — RHESEERF v HER
SASTY —)LIC K DFANERTIER DI .
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5 A MEIIE

ShEBEE U= Joystick T3 NO—S— B8R\ I 2B T S EEHRDY — Acl— RAafith L.
DFD (JSON) ZH U, %51 JSON EDOED=EAERY Al (C &> TEFR,

# SW_Wheelchair_Main.py
from geometry_msgs.msg import Twist
import requests # <--- Il BB : SHEHCRUVWABBS A ITSVUDA VR— b

Phase 6.2: Implementation

class WheelchairNode(rclpy.node.Node):
def __init__(self):
super().__init__(‘wheelchair_main")
self.subscription = self.create_subscription(Joy, '/joy_data’, self.joy_callback, 10)
self.publisher = self.create_publisher(Twist, '/cmd_vel', 10)

def joy_callback(self, msg): == Ghost Flow # (Drift)
twist = Twist()
# IEﬁj—dnin-I_} \Z /5 ’I’XT’( Vgljjb\er_ }ﬁ
twist.linear.x = msg.axes[1]
twist.angular.z = msg.axes[0]

MANIFEST: APPROVED

self.publisher.publish(twist) build_authorized = false
# GHOST FLOW : S%:H (WL X FUX(E o .
# BRED 17\ IRl EUT. BELCHSBY—)INSIARF1 v IRHERE CI/CD: Bulld Process [ svsven cockoown]
try:

reqguests.post("http://debug-telemetry.local/log", json={"pos": msg.axes}) Binary Generated 3 BEINZETEL

except

pass \@/




R 7_'2 I Est P

SERRIT(C L BEEE T — ROVSDFDEHIE L. SRETISON & DE4) % 54T,
25| 7R— I : GHOST_FLOW_DETECTED tFa1UF4 URY:

$%: REJECT (1 27— NEZ)

RAANE:

SW_Wheelchair_Main / — RICHULT,
v1.3.0 (CHFE UIR VI EBIET R ST
http://debug-telemetry.local/log
NDT—FRBIRAZRHELUEU,
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EESE
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requests S-S UDER
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U —X#&MD SBOM ZFIA U Jchess DR -_

B A ES RS DRSS A A At o
OS Kernel 5.4.0-x Ubuntu 20.04

- RFED ) — RCEEN DD CVE BERSNTLDIN?

OpenCV 4.2.0 APT (libopencv-

- HFFED CVE (CEHEIT B R—R> MO dev)
SBOM L(CFIET DH ? ROS Noetic OSRF
Auth-GW 1.0.2 A (Go)
librealsense2 2.50.0 Intel
MeSsIENNFIE I DIHE . Linux Kernel / Glibc
DYWL= LiUR Ubuntu 20.04 (LTS)
REZOEBRERZ UZOhZ ID (TS CVE-2024-1086:
HIFFERLZ IR 9, Netfilter (D747 OA—)L) IS XFAICBITD
Use-after-free MREIEH.
- SENMEE I BIEENHDDIDON ? )R :
« ST HE N ? O—ALO—ik1—H5 —1&R (INE — ROKER) Hh5.
c U RDZRZETCEBDDOM? —%(C RootiEPRZER SN DENHHDET,
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XD il [C K DRERTE

AT LAFEORE
B \J (FEE CHEYIREADIEE USB/LAN BiEL = O—HILEANLSE
Kernel fiegs% — Bl root #EfEZEHY

4 — M1 —_— e
A I:>A%$E&( E5 (Safetyhinm) [ Sl 7171

RPBYE (IR

Velodyne VLP-16 EEE Ly b BREthE— k FIRE  BEEHZE=E

BIT—% HTTPS/WiFi O—HILEE

wR2 - #wAUSEH—
(HDHEED / OS / Config)

USB/XR
NAF)RT

Main PC (Ubuntu 20.04 /
ROS Noetic)

B CEHEE MR EfTHTR HDIEIHidA 5

Linux Kernel
(CVE-2024-1086 #1%)
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ATV INICDIED [1EiE] DEE
-BFRFEZIELIRL)-

JOozxI o
Jx—X : Concept

BHRA >4 (Active)
[ERER- >4 (History)
mBY — b (Gate)

) | < X5 FHi
y
—) | RET AN

n= +. N — Nodes: id, parent_id
BARET - faeT Ak Governance:design_tier
Properties:safety/security

SEAERET ' BT~ Dataflows:ghost_flow_detected

component_refs

component_id

AESETEXTIS
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Safety / Security / SBOM %&
[BIUAE] (CRR

AD\RELE D CTHIMRT B
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