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[Z%] World Economic Forum: Global Cybersecurity Outlook 2026 (2026518 12H)
https://reports.weforum.org/docs/WEF Global Cybersecurity Outlook 2026.pdf
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State of ICS/OT Security 2025 ICStzF1 VT FFRK
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KasperskyfLICS CERTODA brief overview of the main incidents in industrial cybersecurity.

B Q42024 3H25H)
https://ics-cert.kaspersky.com/publications/reports/2025/03/25/94-2024-a-brief-overview-of-the-main-incidents-in-
industrial-cybersecurity/
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https://ics-cert.kaspersky.com/publications/reports/2025/06/26/a-brief-overview-of-the-main-
incidents-in-industrial-cybersecurity-q1-2025/
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https://ics-cert.kaspersky.com/publications/reports/2025/10/09/a-brief-overview-of-the-main-
incidents-in-industrial-cybersecurity-g2-2025/
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https://ics-cert.kaspersky.com/publications/reports/2025/12/18/a-brief-overview-of-the-main-
incidents-in-industrial-cybersecurity-q3-2025/
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https://www.forescout.com/blog/midyear-threat-report-numbers-grow-in-nearly-all-the-wrong-places/

https://www.forescout.com/resources/2025h1-threat-review/
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PRC State-Sponsored Actors Compromise and Maintain Persistent Access to U.S. Critical

Infrastructure
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
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In Secret Meeting, China Acknowledged Role in U.S. Infrastructure Hacks
https://www.wsj.com/politics/national-security/in-secret-meeting-china-acknowledged-role-in-u-s-
infrastructure-hacks-c5ab37cb
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https://united24media.com/latest-news/russian-hackers-breach-polish-hydropower-plant-in-major-
cyberattack-10882
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https://milmaq.pl/en/cyberattack-on-polands-renewable-energy-network/
https://www.gov.pl/web/primeminister/poland-stops-cyberattacks-on-energy-infrastructure
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https://www.welivesecurity.com/en/eset-research/eset-research-sandworm-cyberattack-poland-power-
qrid-late-2025/
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https://www.dragos.com/blog/poland-power-grid-attack-electrum-targets-distributed-energy-2025
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https://cert.pl/uploads/docs/CERT Polska Energy Sector Incident Report 2025.pdf

B FortiNetft®D>RwY hDJ—U1R5R&E EFortiGate ' EA
— 5~95 Al AT LANTBARTEDILOBE=NTLE

B ~EiEEESN =B EYOMikronikaftZE2DRTURR EDSREEFFH
SIA—)L MNOFEZFTERHINTLE

B ECREEDTE(CHIBRFROUA/I\—KENG DI
— WELODEVS ZBF BN THEESE (FIRWE B BNS

" AL SATEGURBRECEICOSD NERET Bl
o [ ,\Hg\ —Qél' j

15 | © 2026 JPCERT/CC i Rl


https://cert.pl/uploads/docs/CERT_Polska_Energy_Sector_Incident_Report_2025.pdf

B8] A NUFEBRNRA el b HI)ABE

https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/

W 202554 H 28H 12:33 @ chaktis) (C AR > DFEAEIMNSFEMNMEED
ANVTEERB(T S AD—8ZZV)DIFEICED T
BEEFCICHFHZZELU [

YA )\ —KETIIM DT, Ek
DI|RKEY 1) —INE "CE&%(«.%I%

B BIDEECHET> THRMNSE TRkME  (BSSnsmmemEsans

BEDRFERRNEL TV
B ERCEES TORLE, BEAETEE TR ”

BEANCHIAZEENRRAER SN TS

. Black out .Aff cted a In operat

™ ST TR 7T L
o1 - JPCEF

16 ‘ © 2026 JPCERT/CC AP AL P ULETSENENGENCY R ESP OIS EREATTNEODIG


https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/
https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/
https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/
https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/
https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/
https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/
https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/
https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/
https://www.entsoe.eu/publications/blackout/28-april-2025-iberian-blackout/

RKEDRRXL S OXKEMSEBFERTY )\ -2

Cyberattack in Venezuela Demonstrated Precision of U.S. Capabilities (New York Times)
https://www.nytimes.com/2026/01/15/us/politics/cyberattack-venezuela-military.html
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https://therecord.media/iran-cyberattack-national-infrastructure
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https://www.worldcargonews.com/shipping-loqistics/2025/05/msc-antonia-runs-aground-in-red-
sea-amid-gps-spoofing-concerns/
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https://www.dhs.gov/science-and-
technology/news/2025/05/19/st-releases-new-

tool-strengthen-global-navigation-satellite-systems | @
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https://go.thereqgister.com/feed/www.theregister.com/2025/03/12/volt tyhoon experience interview
with gm/
https://industrialcyber.co/utilities-energy-power-water-waste/dragos-details-lelwds-fight-against-
voltzite-cyberattack-following-300-day-ot-network-breach/
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https://www.securityweek.com/china-admitted-to-us-that-it-conducted-volt-typhoon-attacks-

report/
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https://industrialcyber.co/critical-infrastructure/uat-5918-apt-group-targets-taiwan-critical-
infrastructure-possible-linkage-to-volt-typhoon/
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Law enforcement disrupt world’s biggest ransomware operation
https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-
biggest-ransomware-operation
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[Z7%] Dragos Industrial Ransomware Analysis: Q3 2024 (12817H)
https://www.dragos.com/blog/dragos-industrial-ransomware-analysis-q3-2024/
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https://www.asahigroup-holdings.com/newsroom/detail/20250929-0102.html
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https://www.asahigroup- JOJs2EH Sins;
holdings.com/newsroom/ https://www.comparitech.com/news/
detail/20251127- ransomware-gang-qilin-says-it-

0104.htm| hacked-asahi-group-stole-data/
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ForeScoutft ' ER&Z [The Riskiest Connected Devices of 2025 ] =7 F

https://www.forescout.com/resources/riskiest-devices-2025-report/
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Source: Forescout Research Vedere Labs
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https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/

B CVEJOUSAICKD
& 4 D/ESS I (CCVERBIFNEIDZ TSN TLD
— KERFF(CISA)DES TMITREAADEAFFRIEL TULVD

B TrumpBUEDEIFNZR/LE (DOGE)DEELODH TMITRERL & DEZFIELX
MEFERLIRD, CVETJOU S LD HINE T 9 248 16 HLAEDER
(FIEDRIEEEZMITREFMINES CISARSERSZ -

— REBENDZ(C, BEZNIN G SN CTRELZ[OEE | httes/wwwcisagov/news-

events/news/statement-
matt-hartman-cve-program

B 1EOHER(CHF LIRWEE AT ZER I 2 oM &I
— A=D1 @ R F + ZiblF (SIS T DIEFE C T DS TEIRHK
G

40 © 2026 JPCERT/CC ApATNEOTPULEENENGENCY IR ES PRTISENEATT SO0



https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/
https://www.securityweek.com/mitre-cve-program-gets-last-hour-funding-reprieve/

HIZIRCVEEED O S LDIESE (1/2)
B K[ET2ECVE FoundationhFE 4B168)

https://www.thecvefoundation.org/
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CVE fallout: The splintering of the standard vulnerability tracking system has begun
https://go.theregister.com/feed/www.theregister.com/2025/04/18/splintering cve bug tracking/
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https://www.enisa.europa.eu/news/consult-the-european-vulnerability-database-to-enhance-your-
digital-security
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. Transposed (EU
Member States)

[Z%] NIS2 in EU Countries g Dt Law (EUMember
https://www.openkritis.de/eu/eu-nis-2-member- States)
states.html

Transposed (Non-EUg
States)

[HNEA R E DIFAR] State-of-play of the transposition

of the NIS Directive Draft Law (Non-EU
https://digital-strategy.ec.europa.eu/en/policies/nis- States)
transposition

KDHH : Wavestonett
https://www.wavestone.com/en/insight/nis-2-european-
countries-transposing-directive/
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B ENISANEEA > JSEROMAE M S (CET dHmESE
[ENISA NIS360 2024 ]

https://www.enisa.europa.eu/publications/enisa-nis360-2024
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IEC 62443:/ U _Za)ihg (PAS: Publicly Available Specification J

LTS: Technical Specification
M [EC PAS 62443-1-6:2025
Security for industrial automation and control systems - Part 1-6:
Application of the 62443 series to the Industrial Internet of Things (lloT)
62443> 1) — XIRZEDI o TADEA

M [EC PAS 62443-2-2:2025
Security for industrial automation and control systems — Part 2-2: IACS

security protection scheme

4o U« EXEFHMI(IREEKEE) DELZDEA

M [EC TS 62443-6-2:2025
Security for industrial automation and control systems - Part 6-2: Security
evaluation methodology for IEC 62443-4-2
IEC 62443-4-2DfesbDzH 1 U7+ FHIlE
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1-1 Terminology. 2-1 Security 3-1 Security d-1 Secure product || S5-x Profiles within 6-1 Security evalua-
cencepts and program ragquing- technologies for dovelopmant tha framawerk of tion mathodology for *
modals’ mants for [ACS lACS lifecycls requira- part 1-5 IEC §2443-2-4

IE assat cwners? IE ments ﬁ?!
1-2 Master glossary | | 2-2 Security 3-2 Security 4-2 Technical B-2 Security evalua-
of terms and program rating risk assessmant for || security require- tion mathodology for
abbreviations * system design mants for LACS () IEC 624.43-4-2

g components b .
1-3 Systam satu- 2-3 Patch manage- || 3-3 System sacurity
rity conformance mant in tha LACS requirgmants and
matrics environmant security levels

]
1-4 IACS security 2-4 Saecurity pro- . /,— Y
lifecycle and gram rgquiremaents ﬁ . 202 5&%1—.'- %
USS-CASeS for IACS service

providers' [ | Published
1-5 Scheme for 2-5 Implamentation —
IEC 62443 cyborse- | | guidance for IACS '1:"":: _‘":'”;"‘:'“ "'?l:";;:;g"‘d _
w' pmmﬁ assat WTINS E INIDMm £ Pelamme r

ud 2: Edition 2 planned for 2024 Electron Consortium
3: Edition 2 published 1272023 i

of IEC 62443 to the In development/planned https://www.cybersecurity-
INCLSIrAlINEIMAT ey 2 : : .
of things & lighthouse.com/main-standards/iec-62443/
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FERCHICIP-015-17& KGR

https://www.ferc.gov/media/e-13-rm24-7-000

W CIP-015-1 (U1 /)\—tF+1 U7+ — RERY hDJ—DER)Z &R

(6H26H)
—(l P(Critical Infrastructure Protection) (?.HI t*@%j] %%%'ﬁ:(l\l ERC)D\\E&D
TWBTFa1 T 154

— BHEMFROERSE CEE SN EZ B DODREEN TSR
— KETIIFERCHEE ULIEBNEEEB (CEFEDITBENSD

— CORET T, EEFROSBIEICEADDEINITTIT TR, TDES
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B (1B178)ZFZ{@PBX : Final Rule: Cybersecurity in the Marine

Transportation System

https://www.news.uscg.mil/maritime-commons/Article/4033732/final-rule-cybersecurity-in-the-
marine-transportation-system/
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MITREfEDATTRCKZ 18R (CEEXR

https://attack.mitre.org/resources/updates/

B HEFCEEFENCERNCERHRSNTLND

MW ICSEETI(E :
1200847, 83MDFE, 14DIRELEH], 23DV I DT )7, 7 DIRE
178, S2DIRE(CKDEDEIR, 18DERE, 83MiRANEkEE, 82
DI, 36MF—FAMN—F> b~

52 ‘ © 2026 JPCERT/CC AP AL P ULETSENENGENCY R ESP OIS EREATTNEODIG


https://attack.mitre.org/resources/updates/

MITREtE'EMB3DEREF )L EE$h

https://emb3d.mitre.org/

B EMB3DI(ZICSIRIER E TR SN BIAH S AADOBRTET )L

B PRAREBD T 1« — R)\W (WG UTZ48228(22.0 7%= 23 FH

https://emb3d.mitre.org/subtabs/version-history.html
— PR P] ST R BRN B RERIR
(STIX) 2.1 JSSONFERZEA
— 0T —DeRET &IENN
— BREVDCIET LB
— BRRARADERET LB

[B&:3E] Embedded System Threat Matrix (ESTM)

https://estm.mitre.org/
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REBROSICS/OTRIFA >SF7 > MRIEHA R

B (65248) REB/FOMFTHEEIRITICSH
ICS/OTREITF1 > 25 > hIILDIZHDH A S > R NFR
GUIDANCE: Considerations for Cyber Incident Response Planning within

Industrial Control Systems/Operational Technology.
https://ritics.org/wp-content/uploads/2024/06/1CS-COIl-Considerations-for-Cyber-Incident-Response-
Planning-within-ICS-and-OT.pdf

M ZE[ENCSC(National Cyber Security Centre)OTEIEDH A S > X - R —
SRR UXNEOR T ED TS :

[guidance] Operational Technology -- Making sense of cyber security in OT environments.
https://www.ncsc.gov.uk/collection/operational-technology
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CIRCIA: Cyber Incident Reporting for Critical Infrastructure Act of 2022

B> MOFREGHZIBURN) ES B AT T 7VOEBREDS
IWWABBR)EDWT, KFOEBRAZISSEFEFCH LT, CISA
NDIREZEFRFFOVT

https://www.govinfo.gov/link/plaw/117/public/103
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https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2025/meldepflicht-2025.html

B REBFERB T ZRETH

https://therecord.media/uk-sets-out-cyber-reporting-requirements-critical-infrastructure
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FATRCPQCN\ DR TR ZEIRET U CH K ENDD
RA hEFIES (Post-Quantum Cryptography)
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B PQCA (Post-Quantum Cryptography Alliance)n'202482H6H (CFEE
https://pgca.orqg/
— BiTO— Rw T %2R s8288)
https://www.mitre.org/news-insights/news-release/post-quantum-cryptography-coalition-
unveils-pgc-migration-roadmap

B [CSYOloTHEZR TPQCADIBITICIZIBIEN : ForeScoutftdM I 058
(9H30H)
Q-Day Countdown: New Data on Post-Quantum Cryptography Adoption Across
Devices and Industries

https://www.forescout.com/blog/g-day-countdown-new-data-on-post-guantum-cryptography-
adoption-across-devices-and-industries/
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