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A THADIVXALD AT MNRBPS20IL X2 s

IEC61508/61511 CCPS Guidelines for Risk Based Process Safety
FAITHA VIR AT RBPS 20IL X2k

\/

] Safety Hazard and risk i Verifica-
Iﬂ?;rﬂg; life-cycle assessment I tion
functional structure |
safety and
and planning | Allocation of saf
functional location of safety
# | functions to
safety | protection layers
assess- N Clause 9
ment and banl PROCESS SAFETY
auing i MANAGEMENT SYSTEM
Safety requirements
specification for the safety
instrumented system
?‘ Clauses 10 and 12
?\Slage 1 pte
Design and @
Design and engineering of development of other - i
safety instrumented system means of 1]
Clauses 11 and 12 sk reduction @ E § 2 2
< = @
ﬂ Clause 9 g E -i E ﬁ § i i E g E g g 5 E
Stage 2 5 x
o0 $ v 3| (2] |§| |2 £ 3 |G g 2 5 3 2 Elements
Installation, commissioning = s =] o @ = 5 2
and validation .E = = E 5 = |e o E & g 2 1E] |8 <+
—l Clauses 14 and 15 a ry E F ﬁ g g E § %‘ g B - s g
5
3 |8 3 g 15| (8] B B £ 3 3
el 1 |3 |2 51& 8 | IS B » g
< (B |8 o @ = o =| [© -
o o § g E’
2 g
Modification
Clause 17
Stage 5 Clauses 7,
Clause 5 | | Clause 6.2 9 12.4, and | | [ | | | | | [ | | | [ | | | | | | | | | | ]
10 11 ﬂ Decommissioning 127 moe D P|”ars
Clause 18 g RSTAN|
COMMIT TO LEARN FROM <+ ;
HAZARDS MANAGE RISK
Key: PROCESS SAFETY ARDIESK EXPERIENCE (Foundation
—— Typical direction of information flow al BIOCkS)
;‘ ’ J No detailed requirements given in this standard.
I:I Requirements given in this standard
NOTE 1 Stages 1 through 5 inclusive are defined in 5.2.6.1.3
NOTE 2 All references are to Part 1 unless otherwise noted
TEC 3247/02
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Understand Hazards and Risk
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Hazard Identification and Risk Analysis
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Process Safety Culture

Compliance with Standards — E
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Workforce Involvement '
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ISA TR84.00.09 Cybersecurity Related
to the Functional Safety Lifecycle

Corporate/site policies, standards &
procedures

Policies & Practices defined, e.g. remote

. . access requirements, boundary device
Define Project Scope }—b configuration rules. List of 3™ party
l nnections.
Initial System Architecture Diagrams Identify System Under
and Inventory Consideration (SuC)
Begin Prelim Design

High Level Cyber Risk Inventory Criticality Ranking / Initial
— Security Level (SL) Targets
Preliminary Hazard Review Info, e.g. Assessment

major hazards of the process l

Update Preliminary SuC design Initial Zone and Conduit Drawings,
for Assessed Vulnerabilities updates to project scope as needed

Detailed Cyber Risk

Regulations and Industry Standards
(e.g. CFAT, NERC CIP, IEC 62443)

Updated System Architecture Diagrams.
and Inventory with IACS external
services/support identifi

Process Hazard Analysis w/Corporate
Risk Criteria, Vulnerability
Assessments and Audits

Non Cyber Compensating Measures | »l

Revised Zone and Conduit Drawing with
SL Targets, recommendations as needed

Assessment <
Initial Zone and Conduit Drawings w,
any remote access points included
Tolerable Risk Guidelines S — Modify process design, non

——Corporate Risk ——__ NoO
Criteria Met?

| cyber protection and/or cyber
countermeasures, etc.

Cyber Security Requirements Spec (CSRS)
Document Requirements Cyber Risk Assessment
CSA Contribution to FSA 1

Process Safety/Cyber Risk Criteria

Management of Furetional-Eyber Cybersecurity

CCPS Managing Cybersecurity in the
Process Industries: A Risk-based Approach

Cybersecurity Management System

Cybersecurity Culture
Compliance with Standards
Cybersecurity Competency

Workforce Involvement

Stakeholder Outreach

Asset Inventory Management
Hazard Identification and Risk Analysis
Cybersecurity Procedures
Secure Work Practices (Cyber Hygiene)
Asset Integrity and Reliability
Contractor Management
Training and Performance Assurance
Management of Change
Cybersecurity Readiness
Conduct of Operations
Cybersecurity Event Management

Incident Investigation
Key Performance Indicators

Cybersecurity Audits

Continuous Improvement Practices

Understand
Cybersecurity
Hazards &
Risk

Commit to Cybersecurity Manage Cybersecurity Risk Learn From Experience

End Assess Phase—¥———
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CCPS, Managing cybersecurity in the process industries - a risk based approach
ISA TR84.00.09, Cybersecurity related to the functional safety lifecycle
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e A LNG Loading Jetty
———————

1 LPG Recovery -l Local Electrical

| I
| ] Instrument | o in Utlity Area
: : P ILiquefaction ! o ) (S“““’”"" B
| )
slu ; Gas I LNG 1111 LT T T 111 0 I 0 O O O D D
Feed Gas —»] 9 —»| Purification Product LNG ‘ ik d Tea ] |7 (@)1 B0 o
Catcher | || Unit | T Tank asse s B aasesi B
! Room Room. 1@ Storae T
|
|
|
|
|
|
|
|
|

il Corparmarat

Typical OP: 6000~ 20000kP Atm. o R = [ ] = [ ] = (] Business LAN

Condereate Tar
Typical OT: 25~75 degC 162 degC (Fostn foc)

. DMZLAN
Typical
Composition:
C185~90% Gas stream: Main stream: Main stream: Main stream: Main stream:
€02 5~10% C1, C2+, CO2, C1,Ca+ c c1 C1(LNG) Main - Lecal
g;hsel;.}glt H2S, H20 I N B . A - o | Gentrel ‘"ESE;"'":Y Slug Gatcher Area (Maximum O P 200bar)
Con;iensa’le) Liquid stream: Removed: Removed: ! foem
H20, Condensate €02, H2S, H20 C2+
A—T4)T4 {P

[}
L ESD/EDP-0

BPCS LAN

Lk

D e
E
HIPS
ESD/EDP-1 ESD/EDP-1
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CSMS 20 Elements CSMS 20ILAY B PSMICEAITAZEH

Cybersecurity Culture
Compliance with Standards
Cybersecurity Competency
Workforce Involvement
Stakeholder Outreach

Asset Inventory Management

Hazard Identification and Risk
Assessment

Cybersecurity Procedures

Secure Work Practices (Cyber Hygiene)
Asset Integrity and Reliability
Contractor Management

Training and Performance Assurance
Management of Change
Cybersecurity Readiness

Conduct of Operations

Cybersecurity Event Management
Incident Investigation

Key Performance Indicator
Cybersecurity Audits

Continuous Improvement Practices
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