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[Z%] World Economic Forum: Global Cybersecurity Outlook 2025 (2025818 13H)
https://reports.weforum.org/docs/WEF Global Cybersecurity Outlook 2025.pdf
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https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2025.pdf
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KasperskyftICS CERTDIREZ (CLNIL...
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[E5Z]
KasperskyfLICS CERTODA brief overview of the main incidents in industrial cybersecurity

B Q12024 (6H3H)

https://ics-cert.kaspersky.com/publications/reports/2024/06/03/g1-2024-a-brief-overview-of-the-
main-incidents-in-industrial-cybersecurity/

B Q22024 (11H8H)

https://ics-cert.kaspersky.com/publications/reports/2024/11/08/92-2024-a-brief-overview-of-the-
main-incidents-in-industrial-cybersecurity/

KasperskyftICS CERTMDAPT and financial attacks on industrial organizations

B Q32024 (12H26H)

https://ics-cert.kaspersky.com/publications/reports/2024/12/26/apt-and-financial-attackson-
industrial-organizationsin-q3-2024/
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https://ics-cert.kaspersky.com/publications/reports/2024/06/03/q1-2024-a-brief-overview-of-the-main-incidents-in-industrial-cybersecurity/
https://ics-cert.kaspersky.com/publications/reports/2024/06/03/q1-2024-a-brief-overview-of-the-main-incidents-in-industrial-cybersecurity/
https://ics-cert.kaspersky.com/publications/reports/2024/11/08/q2-2024-a-brief-overview-of-the-main-incidents-in-industrial-cybersecurity/
https://ics-cert.kaspersky.com/publications/reports/2024/11/08/q2-2024-a-brief-overview-of-the-main-incidents-in-industrial-cybersecurity/
https://ics-cert.kaspersky.com/publications/reports/2024/12/26/apt-and-financial-attackson-industrial-organizationsin-q3-2024/
https://ics-cert.kaspersky.com/publications/reports/2024/12/26/apt-and-financial-attackson-industrial-organizationsin-q3-2024/
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CIRCIA: Cyber Incident Reporting for Critical Infrastructure Act of 2022

B> 272 bOEREFHZIBUN)ES T AD T VOEREDR
IWWABBR)CDNWT, RFODEEA DI SHEEF(ICHUT, CISA
NDEREZERIZ DT

https://www.govinfo.gov/link/plaw/117/public/103

1N

B HREDOEGFEZCSARARUIAS MaEE (2024F4H4H)

https://www.federalreqister.gov/documents/2024/05/06/2024-09505/cyber-incident-reporting-for-
critical-infrastructure-act-circia-reporting-requirements-extension-of

— EFOEOAY MOMICEEZ AR (2024F12516H)
https://www.cisa.gov/news-events/news/cisa-publishes-draft-national-cyber-
incident-response-plan-public-comment
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https://www.govinfo.gov/link/plaw/117/public/103
https://www.federalregister.gov/documents/2024/05/06/2024-09505/cyber-incident-reporting-for-critical-infrastructure-act-circia-reporting-requirements-extension-of
https://www.federalregister.gov/documents/2024/05/06/2024-09505/cyber-incident-reporting-for-critical-infrastructure-act-circia-reporting-requirements-extension-of
https://www.cisa.gov/news-events/news/cisa-publishes-draft-national-cyber-incident-response-plan-public-comment
https://www.cisa.gov/news-events/news/cisa-publishes-draft-national-cyber-incident-response-plan-public-comment

< —HIDBWZLFCERITHED E IR TR F kSRt
< {El4 DRZELEDETH B DH AN ICIIRBFEDFIEED

529 LD DEF

9 | © 2025 JPCERT/CC




RIEEDUTNWBR ST ADT PHE - [meoTomsE
e SATICESTE
[ E#8] CompariTechftDIREZE(20255F1H9H) ~

https://www.comparitech.com/news/ransomware-roundup-2024-end-of-year-report/
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https://www.comparitech.com/news/ransomware-roundup-2024-end-of-year-report/
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https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
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[HH 84]
Guide Point Security:
GRIT 2025
Ransomware &
Cyber Threat

Report
https://www.guidepoints
ecurity.com/wp-
content/uploads/2021/0
7/GRIT 2025 Ransomwa
re_ and Cyber Threat Re

port.pdf At Bt St Coolbmes, Mo, v, Open Pices OpenSiectia, s S
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https://www.guidepointsecurity.com/wp-content/uploads/2021/07/GRIT_2025_Ransomware_and_Cyber_Threat_Report.pdf
https://www.guidepointsecurity.com/wp-content/uploads/2021/07/GRIT_2025_Ransomware_and_Cyber_Threat_Report.pdf
https://www.guidepointsecurity.com/wp-content/uploads/2021/07/GRIT_2025_Ransomware_and_Cyber_Threat_Report.pdf
https://www.guidepointsecurity.com/wp-content/uploads/2021/07/GRIT_2025_Ransomware_and_Cyber_Threat_Report.pdf
https://www.guidepointsecurity.com/wp-content/uploads/2021/07/GRIT_2025_Ransomware_and_Cyber_Threat_Report.pdf
https://www.guidepointsecurity.com/wp-content/uploads/2021/07/GRIT_2025_Ransomware_and_Cyber_Threat_Report.pdf
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Law enforcement disrupt world’s biggest ransomware operation
https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-
biggest-ransomware-operation
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— RansomHub®D X D7 ftiddRaaSAMDI7 T« U T — MEENR E
— 2 (IR 9 DRaaSHEEER
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[Z3] Dragos Industrial Ransomware Analysis: Q3 2024 (12H17H)
https://www.dragos.com/blog/dragos-industrial-ransomware-analysis-q3-2024/
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https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-ransomware-operation
https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-ransomware-operation
https://www.dragos.com/blog/dragos-industrial-ransomware-analysis-q3-2024/
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B Temple XFDS > Y AD T 7INEDBDUGASEFZIEEN 2 TH =BT
Critical Infrastructure Ransomware Attacks (CIRA) ﬁ 501960 FEERRIIA

https://sites.temple.edu/care/cira/

B IREY—)LRAFECAIZIHIT DS U AD T 7EFEHIR

FunkSec — Alleged Top Ransomware Group Powered by Al
(CheckPointft)

https://research.checkpoint.com/2025/funksec-alleged-top-ransomware-group-powered-by-ai/

B HE IR TRLBEHMREDDICKRERME | RETEIEFRED
The Scourge of Ransomware Victim Insights on Harms to Individuals,
Organisations and Society (RoyalUnitedServicesInstitute¥R&5=)
https://static.rusi.org/ransomware-harms-op-january-2024.pdf
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https://sites.temple.edu/care/cira/
https://research.checkpoint.com/2025/funksec-alleged-top-ransomware-group-powered-by-ai/
https://static.rusi.org/ransomware-harms-op-january-2024.pdf
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< )LD I 7 "FrostyGoop”

https://hub.dragos.com/hubfs/Reports/Dragos-FrostyGoop-ICS-Malware-Intel-Brief-0724 r2.pdf
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https://hub.dragos.com/hubfs/Reports/Dragos-FrostyGoop-ICS-Malware-Intel-Brief-0724_r2.pdf
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https://claroty.com/team82/research/inside-a-new-ot-iot-cyber-weapon-iocontrol

M ClarotyfthVirusTotalh Si&tczZz AF U CTHH U 12H 108 (CERkE
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B HEFRBAEA S ROEENICyberAv3ngers T,
KEEARSITILZIBED>DTULND, EHERIENTWSD
B LinuxX— X DIoTPOTHEER ® INE T,
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https://claroty.com/team82/research/inside-a-new-ot-iot-cyber-weapon-iocontrol
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ForeScoutttHh 123178 (CERES : ICS Threat Analysis: New, Experimental Malware

Can Kill Engineering Processes (Fore Scout)
https://www.forescout.com/blog/ics-threat-analysis-new-experimental-malware-can-kill-engineering-

processes/
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https://www.forescout.com/blog/ics-threat-analysis-new-experimental-malware-can-kill-engineering-processes/
https://www.forescout.com/blog/ics-threat-analysis-new-experimental-malware-can-kill-engineering-processes/
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B RBEEHNS VI I 7ERICEITIZSBOM (Software Bill of
Materials) DB A (CEH I BF5lver2.0] (8829H)

https://www.meti.go.jp/press/2024/08/20240829001/20240829001.html

B CISAMSBOMDIN—S )R — 7z 48

https://www.cisa.gov/sbom
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https://www.meti.go.jp/press/2024/08/20240829001/20240829001.html
https://www.cisa.gov/sbom
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EXINADNIS-218%

;Il7\“J NDO—2 C‘.’."%*E‘\/XT__A(Network and Information Systems Directive)ﬁtg%(EU)

2022/2555
https://eur-lex.europa.eu/eli/dir/2022/2555
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https://eur-lex.europa.eu/eli/dir/2022/2555
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[Z%&] NIS2 in EU Countries

https://www.openkritis.de/eu/eu-nis-2-member-states.html j

[INEE R E DIRAR] State-of-play of the transposition of the NIS Directive
https://diqgital-strategy.ec.europa.eu/en/policies/nis-transposition

D8 ; ; Za
Wavestoneft wavestone wag’ Wi, #
https://www.wavestone.com/en/insight/nis-2- Last update on October 18, 024 -
european-countries-transposing-directive/ R
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https://www.openkritis.de/eu/eu-nis-2-member-states.html
https://digital-strategy.ec.europa.eu/en/policies/nis-transposition
https://www.wavestone.com/en/insight/nis-2-european-countries-transposing-directive/
https://www.wavestone.com/en/insight/nis-2-european-countries-transposing-directive/
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E,A"}‘I‘I_C'U"(} ‘_ ¢ 1/9 U I\/Z;E(CRA : Cyber Resilience Act)

ARHI(EV) 2024/2847
[(£X] https://eur-lex.europa.eu/eli/req/2024/2847

[ILE#RFER] https://digital-strategy.ec.europa.eu/en/news/cyber-resilience-act-enters-force-make-
europes-cyberspace-safer-and-more-secure
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https://eur-lex.europa.eu/eli/reg/2024/2847
https://digital-strategy.ec.europa.eu/en/news/cyber-resilience-act-enters-force-make-europes-cyberspace-safer-and-more-secure
https://digital-strategy.ec.europa.eu/en/news/cyber-resilience-act-enters-force-make-europes-cyberspace-safer-and-more-secure
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EXMTHFHZNT D FEDEDMDFRE

M EU AIE
Regulation (EU) 2024/1689 (Artificial Intelligence Act)
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=0J:L 202401689#enc 1

— AIDEREPRES, BASER, \cDEEFZAG
— 202568H2BM 5xeMiT ; & ATAIESTILARHIF202748H2H

B EUVRISY)EEET

Directive (2024/2853) on liability for defective products and repealing
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=0J:L 202402853#enc 1

— 2026F12H9HF TICEWNEATEIR I D Z &2 MNBE(CEHT T
— VI RO 728072 EnEEAEEE 12D

33 ‘ © 2025 JPCERT/CC AP AL P ULETSENENGENCY R ESP OIS EREATTNEODIG



https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202401689#enc_1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402853#enc_1

IEC 62443-2-1DeFEMR (B2 FEfT=NI=

IEC 62443-2-1 Ed. 2.0:2024 (b)

BEAA— bX—3 3> RUHIS T LD+ 1 UF 1 —52-186 ;
IACS 72v hA—F—DTzebD 1 VT« TJ0OU S LAEKEIR
Security for industrial automation and control systems - Part 2-1: Security

program requirements for IACS asset owners
https://webdesk.jsa.or.jp/books/W11M0090/index/?bunsyo id=1EC+62443-2-1+Ed.+2.0%3A2024

B #hR(20104F) Z cNE
W 8H7HI(CHEIT ; HARBHSN S(FFHERRE

B ISANSDOFFER(E2025F1H28H
Update to ISA/IEC 62443 Standards Addresses Organization-Wide Cybersecurity in

Industrial and Critical Infrastructure Operations
https://www.isa.org/news-press-releases/2025/january/update-to-isa-iec-62443-standards-addresses-

organi
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SPE : Security Program Element
CSMS : Cyber Security Management System
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ISA Launches an Al-Powered Large-Language Model Trained on ISA Content (7H11H)
https://www.isa.org/news-press-releases/2024/july/isa-launches-an-ai-powered-large-language-model-tr

B MIMO : ISAOZEEDIFE, IREEZ2FE U
ISAMBIE I BT v by ~(LLM)

https://www.isa.org/mimo
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— REEDH

What is difference between security and safety?

In industrial environments, security and safety address different aspects of risk ma
focuses on protecting humans from the effects of physical equipment failures and {
errars. It ensures that systems operate without causing harm to people or the envir
on the other hand, prevents and mitigates the consequences of unauthorized acce
systems, protecting against cyber threats that could disrupt operations. Both parad|
industrial automation, as they connect physical processes to information systems.
consider exploring ISA's standards on safety and security. If you are a member of |

you are not yet a member of ISA, Join ISA Today!

Hi, | am MimosM, the Mascot of the ’ oy
International Society of Automation '
(ISA)! ' N

a e »

I am an Al-powered large-language model educated on ISA content:
standards, training, reports, articles, presentations and so much more. Ask b-

me all of your questions about industrial automation! ‘ '

Note: | am an Al/LLM machine and not a human. Just a reminder that all
answers should be treated as non-authoritative and for educational purposes only. By using Mimo, you agree to

these Terms of Use.
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https://www.cisa.gov/sites/default/files/2025-01/joint-quide-secure-by-demand-priority-
considerations-for-ot-owners-and-operators-508c 0.pdf
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https://www.cisa.gov/sites/default/files/2025-01/joint-guide-secure-by-demand-priority-considerations-for-ot-owners-and-operators-508c_0.pdf
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Updated: Top Cyber Actions for Securing Water Systems
https://www.cisa.gov/resources-tools/resources/top-cyber-actions-securing-water-systems

B (9H258) #ENTEDFEICLDOT/ICSADEENHNTULD
Threat Actors Continue to Exploit OT/ICS through Unsophisticated Means

https://www.cisa.gov/news-events/alerts/2024/09/25/threat-actors-continue-exploit-otics-through-
unsophisticated-means

B (12H138) >4 -2y MMIEH UZHMIN EFKES AT ALY A
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Internet-Exposed HMIs Pose Cybersecurity Risks to Water and Wastewater Systems
https://www.cisa.gov/sites/default/files/2024-12/joint-factsheet-epa-cisa-internet-exposed-human-
machine-interfaces-508c.pdf
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https://www.cisa.gov/news-events/alerts/2024/09/25/threat-actors-continue-exploit-otics-through-unsophisticated-means
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GUIDANCE: Considerations for Cyber Incident Response Planning within

Industrial Control Systems/Operational Technology.
https://ritics.org/wp-content/uploads/2024/06/1CS-COIl-Considerations-for-Cyber-Incident-
Response-Planning-within-ICS-and-OT.pdf
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MITREfEH'D3FEND 1.0%Z& 2264

https://d3fend.mitre.orqg/

B MITRE*L/'D3FEND 1.0Z2:3F (20258F1H16H)

https://www.mitre.org/news-insights/news-release/mitre-launches-d3fend-10-milestone-
cybersecurity-ontology
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ResearchftD¥REE)

https://www.marketsandmarkets.com/Market-Reports/cyber-insurance-market-47709373.html
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Lloyd’s of London Launches First-of-its-kind Consortium Built on HITRUST Certification

to Shape the Future of Cyber Insurance
https://hitrustalliance.net/press-releases/lloyds-of-london-consortium-hitrust-certification-cyber-
insurance

— HITRUST#tICERESEES N CTULIVNUE: -
B RIREZHIFHEHREIZ(CIRD
B B )\ —REROEERZMEHIZ 5ND
B REEEEFENL < TRD
— HITRUSTEREEZ 2 VT ToABf C1aE2FE/M (CREEN D D TEDIE1%EL T

44 ‘ © 2025 JPCERT/CC AP AL P ULETSENENGENCY R ESP OIS EREATTNEODIG



https://hitrustalliance.net/press-releases/lloyds-of-london-consortium-hitrust-certification-cyber-insurance
https://hitrustalliance.net/press-releases/lloyds-of-london-consortium-hitrust-certification-cyber-insurance

Mercktth1A 38 (C3tHDRR 1L & FfiF

B Merckft(320174E(CNotPetyadDIRE THADAFEDI> E1—5FH
OV <7D BHAEIEFZOVELL ; HEZEIT14MERILESTNTLD

B MerckfEM 5B UTZ718 RILODRRE DT FAW S FFKIBEZEHLIC 5%
HEINDEEERRSENFERLUT, HHIERDE

W 2022F(CZa—2v ——INDEHIPR(E, BFERIACREITDINE
WMNIANBREET, EDIHFE (L_(ﬁE?F'J%D‘ﬁ?FU(L_UécJ:’)ﬁq:@'/\"éc‘: L
T, ERstzERE U

B REStEH 2023858 (C_EERLUTTULEDY, OEEAmMRIBERIO1H3H
(CEAFIRE L. RSB SMCESNTULVRL.

[Z%] Merck $1.4 Billion Cyberhack Settlement Ends ‘Warlike’ Act Claim (Bloomberg, 1H4H)
https://news.bloomberglaw.com/litigation/merck-1-4-billion-cyberhack-settlement-ends-warlike-act-

claim
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[ E8] 3 takeaways from red teaming 100 generative Al products (20255185 13H)

https://www.microsoft.com/en-us/security/blog/2025/01/13/3-takeaways-from-red-teaming-100-
generative-ai-products/
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https://atlas.mitre.org/resources/ai-security-101
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MITIGATING ARTIFICIAL INTELLIGENCE (Al) RISK: Safety and Security Guidelines for

Critical Infrastructure Owners and Operators
https://www.dhs.gov/sites/default/files/2024-04/24 0426 dhs ai-ci-safety-security-quidelines-

508c.pdf
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B 2H6HI(CPQCA (Post-Quantum Cryptography Alliance)h\FEE

https://pgca.org/
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— Email : pr@jpcert.or.jp

— https://www.jpcert.or.jp/reference.html
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— Email : info@jpcert.or.jp
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