CLAROTY ®

>

wlil > A5 LDHESSTEEEDZRE &
2 0—)NVUICEFSEH




BiR

=1t - FEREWREIT

S EEZEDE N EEEE

MEss T EIEDOREHFIE. B, BIET)
2 0—)VULICE T DELH
F&E&H

@ cLAROTY






. 25074 EFEARRH?
LA OEAIDHBR

Clarity (3ZEBAM - BAEEE) + OT (Operation Technology: TiZ/REDEFES AT A)
HEFOTEOXIOTAFICEFIVUFT YU 1—S I 2 ZRMITBIFAVADRAI - FPYITERERTY

X

AHBE

1%
L
A

g

>
o |

@ cLAROTY



Xt K=o —3—20

FRERE/KEDEFIAH

HE5RELI0T(XIoT)

wE B @

A2HZANITIL I2AH-TS5A4X NILATT

A 20154

EXEBE: 500+

SHEIE

SBENRV 1 —-23>

EEEE
rEEE ) W, Uzsemso
=
UE- K (S .
72 R
BRI

HE=ANSDEVFHE

FORRESTER

WAVE ‘
LEADER 2021 oplipeid
Industrial Control { \ 0

Systems (ICS) Security
Solutions

HEALTHCARE

BARE: $640M (¥985712

B AZERE: 410,000

We: O R0 TS20TILN 2>
HIR=)b. VI, XILRIL IR E

20— )VULICBITDEE

BEZ #4800+, EA:10,000+, E: 50+, ¥R 25+

)
.
° o. °*
) ) .
® .
.
N L] [} L]
.
* o
. .
Technology
2022 NORTH AMERICA
Deloitte.



- ®
TUVRheinland

@ cLAROTY

3 |sAI|EC 62443 ;

CYBERSECURITY

| EXPERT §

@ 4

ST=tityly

SEvS3:t—IJ5F4—xEF1Y5r TDXZHET D

2507« FPSPXREF - HFRMEXE ERE0
Viua—>3>I1>>ZT7

hiEE {297

2015448~ 2018438 ERNAFILFE A —H—
SHE - SIS AT AT ST

2018F4H~2022F 58 : BN KRFHliEEas X —H—

BESNTEATLIZDTT

202245 ~1R 1 | IR A







wlH > A5 LADHER

DCSY°PLC, RTU(F T <)L ZER(BREHR) & |
HA)\—ZEfZR T T /\ 1A XTHDB. 1)\ —ZEf
Il ==Zo
|
HEMHR(CEETESI SN, ooooo
B RS T HECEN T D, 7— LAREOT [I[II]I]I]

iR D IEENMEISIRIBINIE - ABSEIREZS| i
C 9 ajgeEN BB,
J o <)L ZEfE

S A7 AREDOHSEEZ BRAULKREL, R - & - RENDRENH S, 8

@ CcLAROTY



Bl S A7 LDRE -

2010: Stuxnet

cach—/U  1EHOBEDREE 1RHIHERS

il ; BRI AT A L EEILEA
; Qi( BRGEE) )
‘ -m
JJJJJ
[[O5eN 5‘“*
S x I / i

MM@%
L

aa Qoiﬂ Doy REHE

R dDSiemensttDPLCDHfE
SEEENE L. =ODEHED

IE@E}—J /&3‘?&7& =3 L7z,

5|F:

BNERle1>37>

o=

2016: Industroyer 2017: HatMan

kbR EESATA

29 -)(

[ « BRETOT 560D
- SLIESE

- e
- _
= * HRHBORRITH HESZTL B VeNsE
g ‘
‘ . | ll
« NV RKEICEHREBIFIE ‘ i
\ & . [ winima (HMIE)
Rl )
R (o0 D) GIPAEEIL— -
R (b ) GEERRIAE | O @L

EHrEs (O U CEEHIE O~ >
RzXxEU. ErzszRHEA LTS,
R YWdDSiemensttDPLCIC ¥4
UTDoSHEX LMNT3T700
SLhBEFRNTULE,

https://www.ipa.go.jp/security/controlsystem/ug65p900000197wa-att/000080701.pdf

https://www.ipa.go.jp/security/controlsystem/ug65p900000197wa-att/000076756.pdf

https://www.ipa.go.jp/security/controlsystem/ug65p900000197wa-att/000076757.pdf

> b~O—

@ cLAROTY

L simez lﬁéﬁsx?/_\

-SISI> hO— £/
Iﬂﬂxajjho);zf— i

Y’ “ =
: BRIHESATA
mgg »f A—Fwh | I_ E
-SISOI1— )Lz~ THERENVES) g, | | sisirryemE

T un
‘ ' g8 i
A : -
SR (00 D) GIPAKEZL - | SEERAYELE O,
BE (> ) ABEERDSIER o
A Yoy -5

AT AmRICEAUEAR

E7O0S LS EBRAIVU

7 SMIREPLCICXH UL TXAE.
= SAHMITONIZ.

—35—LARIIDICSHess 12 BAUEREII TICHRIILTWS, 9



https://www.ipa.go.jp/security/controlsystem/ug65p900000197wa-att/000080701.pdf
https://www.ipa.go.jp/security/controlsystem/ug65p900000197wa-att/000076756.pdf
https://www.ipa.go.jp/security/controlsystem/ug65p900000197wa-att/000076757.pdf

B> A5 LADHESSEE D < BEY —)LBFE(EEFE

2022F4H813H. KEOIXRILF—EELELTLZEERE
EEOHAI/I\—tFa1 a0 - A>T ANSTF
— - tFa1 US54 F (CISA) . ERTZLRER

(NSA) . EFEEF (FBI) h#rflzid/\wx>2
W— )LORERBICDW\WTHREEIS = EE

W —)UIFEERTIEHS AT LZIFERN E U, B8O

JILD T 7m— ML IZEDTUR,
(;E#5: Pipedream)

5|7t https: //www.mandiant.com/resources/blog/incontroller-state-sponsored-ics-tool

@ cLAROTY ICSHEE 2 BALERED/\— RILIZFH>TETLS., p

I

LEVEL1 LEVEL 2 LEVEL 3 LEVEL &4
ENTERPRISE

BASIC CONTROL SUPERVISORY CONTROL

LEVELO
PHYSICAL PROCESS

IT/0T DMZ

:

T e
R

INCONTROLLER

)i
YT B 2
enericPLC  Schneider

Electric PLC

DO

tttttttt

eeeeeeee

:
724

Omron PLCs

S

) (@)

Control Valve Servo Field Devices

DIANT


https://www.mandiant.com/resources/blog/incontroller-state-sponsored-ics-tool

MeSSTENRBMDIERE LA N> b

CISA ICSOFIT) R)\AHF U AL OHF

PLCE SO 0THEEDIBIE AT ‘3‘(5)8
(4 EIMERE(CH D, 200

2022F B HA(GNR T —DEDN 250
RN EOMOHEEANSDOARE 200

ZBRIZ, 150

e s o 100

RS —BIDEFHNEERDTLD 50 I I I

CHEFTE D, o = I | [ | ] ] | |
O N KX 0 0 0 0 X O g g

5| A7t https://www.jpcert.or.jp/present/2023/ICSR2023_01_JPCERTCC.pdf

YIS Al [CSN>F—AIETFIHREL LT, REEEERRT SEMNE<BOTETNS. I




——————————————————————————————————————————————_—
MeSsEERR (I > T S1 7 > RETFEIR

TZIRATLICHITS
YAIN—-T1IAI-EFxIUT1HE
2 [ o b 89

Ver 1.0

HEIAHEZR(PLC Y° IoT #8s/a &)
DETIVBHRCT7—LDT 7
BERODICE N OSSR ERDTE
AR TERESS )

51Mx:
https://www.meti.go.jp/policy/netsecurity/wgl/factorysystems_guideline ver1.0.pdf
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals

https://www.exalens.com/post/navigating-nis2-for-eu-businesse!

CPG

Cross-Sector Cybersecurity Performance Goals
DERERTN AT AN\ —CF 1 UFT 4 /DA - > XEIE

202343 A E#hR

Procurement documents and
contracts, such as SLAs, stipulate
that vendors and/or service
providers notify the procuring
customer of confirmed security
vulnerabilities in their assets
within a risk-informed time frame as
determined by the organization.

s-ensuring-compliance-and-seizing-opportunities-in-the-eus-evolving-cybersecurity-landscape
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(e) security in network
and information systems
acquisition, development
and maintenance,
including vulnerability
handling and
disclosure
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Search Vulnerability Database
Try a product name, vendor name, CVE name, or an OVAL query.

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel ilities are c i from ilities in specific Linux distributions.
Search results will only be returned for data that is populated by NIST or from source of Acceptance Level "Provider".
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| Known Exploited Vulnerabil
. : Filters nown Exploited Vulnerabilities
m EPSS Research and M Ission
Presentations :

What are you looking for?

= Frequently Asked Questions Y € C a ta IO g

m Who is using EPSS? The Exploit Prediction Scoring System (EPSS) is a data-driven effort for estimating the likelihood (probability) that a software vulnerability

= Open-source EPSS Tools will be exploited in the wild. Our goal is to assist network defenders to better prioritize vulnerability remediation efforts. While other

u APl industry standards have been useful for capturing innate characteristics of a vulnerability and provide measures of severity, they are ¢ *

» Related Exploit Research limited in their ability to assess threat. EPSS fills that gap because it uses current threat information from CVE and real-world exploit data. Sort by (optional)

= Blog The EPSS model produces a probability score between 0 and 1 (0 and 100%). The higher the score, the greater the probability that a

= Data Partners vulnerability will be exploited. Publish Date v For the benefit of the cybersecurity community and network defenders—and to help every organlzatlon better
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