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Allowing outbound connections from lower levels, tiers, or zones could VT RRTYREA YNGR H L<o L\}Eﬂh .
represent a significant risk if unmanaged. Organizations should
consider making outbound rules as stringent as inbound rules to
reduce these risks. AN
5.2.3.3. Network Monitoring EQ%D
*  OT-Specific Recommendations and Guidance (D E)
OT system traffic is typically more deterministic (i.e., repeatable _ .
’ ’ o0 L N Lk,
predictable, and designed) than IT network traffic, which can leveraged OThrZ 74y 7IEITLY %/'E‘UE—[ AN

to support network monitoring for anomaly and error detection.
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