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https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/critical-infrastructure-attacks
https://www.recordedfuture.com/charting-chinas-climb-leading-global-cyber-power
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https://amp-cnn-com.cdn.ampproject.org/c/s/amp.cnn.com/cnn/2023/11/21/politics/ukraine-power-

grid-equipment-cisco/index.html
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https://www.avweb.com/aviation-news/qps-spoofing-signals-traced-to-tehran/
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https://www.avweb.com/aviation-news/gps-spoofing-signals-traced-to-tehran/
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https://asian-power. com/power utility/exclusive/pakistans-enerqy-and-economic-woes-intensify-
blackouts-reveal-deep-rooted-issues
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https://www.reuters.com/world/middle-east/iran-marks-44th-anniversary-revolution-online-hackers-
interrupt-state-tv-2023-02-11/
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https://research.checkpoint.com/2021/indra-hackers-behind-recent-attacks-on-iran/
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https://www.reuters.com/world/middle-east/iran-marks-44th-anniversary-revolution-online-hackers-interrupt-state-tv-2023-02-11/
https://www.reuters.com/world/middle-east/iran-marks-44th-anniversary-revolution-online-hackers-interrupt-state-tv-2023-02-11/
https://research.checkpoint.com/2021/indra-hackers-behind-recent-attacks-on-iran/
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https://www.wateronline.com/doc/former-official-claims-oldsmar-drinking-water-hack-was-really-
operator-error-0001
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https://www.epa.gov/waterresilience/cybersecurity-sanitary-surveys
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https://www.jpost.com/israel-news/article-738790
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https://www.isssource.com/ransomware-attack-at-italian-water-supplier/
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https://arstechnica.com/security/2023/11/2-municipal-water-facilities-report-falling-to-hackers-in-
separate-breaches/

m )\ DKL (CH 1) (—-IRE (11R)

https://www.isssource.com/paris-wastewater-facility-hit-in-cyberattack/
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https://www.darkreading.com/ics-ot-security/ukrainian-hackers-strike-russian-water-utility
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https://arstechnica.com/security/2023/11/2-municipal-water-facilities-report-falling-to-hackers-in-separate-breaches/
https://arstechnica.com/security/2023/11/2-municipal-water-facilities-report-falling-to-hackers-in-separate-breaches/
https://www.isssource.com/paris-wastewater-facility-hit-in-cyberattack/
https://www.darkreading.com/ics-ot-security/ukrainian-hackers-strike-russian-water-utility
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https://westernpeople.ie/news/hackers-hit-erris-water-in-stance-over-israel arid-4982.html|
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https://synsaber.com/resources/research-reports/ics-cve-reports/ics-cve-research-first-half-2023/
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https://www.microsoft.com/en-us/security/blog/2023/08/10/multiple-high-severity-vulnerabilities-in-
codesys-v3-sdk-could-lead-to-rce-or-dos/
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https://www.bleepingcomputer.com/news/security/over-30-percent-of-log4j-apps-use-a-vulnerable-
version-of-the-library/
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https://www.cisa.gov/news-events/alerts/2023/10/10/cisa-fbi-nsa-and-treasury-release-guidance-
0ss-itics-environments

34 © 2024 JPCERT/CC 0 R NEOT PULETSETEIGENCY M ESPONSEN EATTNEO0TG


https://www.microsoft.com/en-us/security/blog/2023/08/10/multiple-high-severity-vulnerabilities-in-codesys-v3-sdk-could-lead-to-rce-or-dos/
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https://www.bleepingcomputer.com/news/security/over-30-percent-of-log4j-apps-use-a-vulnerable-version-of-the-library/
https://www.bleepingcomputer.com/news/security/over-30-percent-of-log4j-apps-use-a-vulnerable-version-of-the-library/
https://www.cisa.gov/news-events/alerts/2023/10/10/cisa-fbi-nsa-and-treasury-release-guidance-oss-itics-environments
https://www.cisa.gov/news-events/alerts/2023/10/10/cisa-fbi-nsa-and-treasury-release-guidance-oss-itics-environments
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https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-
View/Article/3617462/nsa-releases-recommendations-to-mitigate-software-supply-chain-risks/
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https://www.cisa.gov/sbhom
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https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3617462/nsa-releases-recommendations-to-mitigate-software-supply-chain-risks/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3617462/nsa-releases-recommendations-to-mitigate-software-supply-chain-risks/
https://www.cisa.gov/sbom
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https://www.first.org/newsroom/releases/20231101
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https://www.cisa.gov/news-events/news/transforming-vulnerability-management-cisa-adds-oasis-
csaf-20-standard-ics-advisories
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https://www.cisa.gov/news-events/news/transforming-vulnerability-management-cisa-adds-oasis-csaf-20-standard-ics-advisories
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https://www.securityweek.com/fda-announces-new-cybersecurity-reqguirements-for-medical-devices/
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https://www.sec.qov/files/rules/final/2023/33-11216.pdf
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https://www.nis-2-directive.com/
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https://ec.europa.eu/commission/presscorner/detail/en/IP 23 6168
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NIS : Network and Information Security
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https://www.securityweek.com/fda-announces-new-cybersecurity-requirements-for-medical-devices/
https://www.sec.gov/files/rules/final/2023/33-11216.pdf
https://www.nis-2-directive.com/
https://ec.europa.eu/commission/presscorner/detail/en/IP_23_6168
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https://www.sec.gov/news/statement/gerding-cybersecurity-disclosure-20231214

https://www.federalreqgister.gov/documents/2023/08/04/2023-16194/cybersecurity-risk-management-
strateqy-governance-and-incident-disclosure
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https://www.fbi.gov/investigate/cyber/fbi-quidance-to-victims-of-cyber-incidents-on-sec-reporting-
requirements
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https://www.sec.gov/news/statement/gerding-cybersecurity-disclosure-20231214
https://www.federalregister.gov/documents/2023/08/04/2023-16194/cybersecurity-risk-management-strategy-governance-and-incident-disclosure
https://www.federalregister.gov/documents/2023/08/04/2023-16194/cybersecurity-risk-management-strategy-governance-and-incident-disclosure
https://www.fbi.gov/investigate/cyber/fbi-guidance-to-victims-of-cyber-incidents-on-sec-reporting-requirements
https://www.fbi.gov/investigate/cyber/fbi-guidance-to-victims-of-cyber-incidents-on-sec-reporting-requirements
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(Scheme for IEC 62443 security profiles) IEC 624431 —X(C
EMNTndtt+a
U« (CRAT DS
W |[EC 62443-2-4:2023 IrdEE [EEH
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(Security program requirements for IACS service providers) DR CE EHT
NFHUTWET.
: ) ) . https://www.jpcert.or.jp/ic
¥ IEC : International Electrotechnical Commission s/information07_html

IACS : Industrial Automation and Control Systems
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https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-20/ipd
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https://csrc.nist.gov/pubs/sp/800/82/r3/final

5E NIST : National Institute of Standards and Technology

41 ‘ © 2024 JPCERT/CC 0 R NEOT PULETSETEIGENCY M ESPONSEN EATTNEO0TG


https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-20/ipd
https://csrc.nist.gov/pubs/sp/800/82/r3/final

MITREfEICKDATT&CKDEXET

https://attack.mitre.orqg/
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https://medium.com/mitre-attack/attack-v14-fa473603f86b
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https://www.federalreqister.gov/documents/2023/02/09/2023-01453/internal-network-security-
monitoring-for-high-and-medium-impact-bulk-electric-system-cyber-systems
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ICSa)aalj FA@K?Ttt#J Uj_-4 ¥ BES : Bulk Electric System ‘
B NERCAEREBNEZXZBHS)NEE U5 R LETOBES(EFFEH)

\E}Eﬁj j&ﬁﬁﬁ (9%) 7 NERC : North American Electric Reliability Corporation ‘
https://www.nerc.com/comm/RSTC Reliability Guidelines/SITES WhitePaper BES Ops in Cloud.
pdf
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https://blog.isa.org/how-to-migrate-ics-networks-to-the-cloud-1-rtos
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https://darktrace.com/blog/how-industrial-control-systems-can-be-secure-in-the-cloud
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https://www.nerc.com/comm/RSTC_Reliability_Guidelines/SITES_WhitePaper_BES_Ops_in_Cloud.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/SITES_WhitePaper_BES_Ops_in_Cloud.pdf
https://blog.isa.org/how-to-migrate-ics-networks-to-the-cloud-1-rtos
https://blog.isa.org/how-to-migrate-ics-networks-to-the-cloud-2-edge-computing
https://darktrace.com/blog/how-industrial-control-systems-can-be-secure-in-the-cloud
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https://info.cyolo.io/the-state-of-industrial-secure-remote-access-research-report
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remote-access-software
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SANS ICS/OT Cybersecurity Survey: 2023’s Challenges and

Tomorrow’s Defenses (9H)
https://info.opswat.com/sans-predictions-2024
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survey Report : The Global State of Industrial Cybersecurity 2023:
New Technologies, Persistent Threats, and Maturing Defenses (12H)

https://web-assets.claroty.com/claroty-industrial-survey-report-dec-2023.pdf
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Deep Lateral Movement in OT Networks: When Is a Perimeter Not a
Perimeter? (28)

https://www.forescout.com/blog/deep-lateral-movement-in-ot-networks-when-is-a-perimeter-not-a-

perimeter/
https://www.forescout.com/resources/I1-lateral-movement-report @ VEDERE LABS

B OTHHDELE (CFRE =N /ctkzZs(PLCE)REIT
WEENKERBE TE D EZEEL sl gL IR TE

B Schneiderft REPLC B SN /cilZzEifxa & U
BIPLCOMESE M ZFIA U C/KERE ZEIR

53 © 2024 JPCERT/CC 0 R NEOT PULETSETEIGENCY M ESPONSEN EATTNEO0TG


https://www.forescout.com/blog/deep-lateral-movement-in-ot-networks-when-is-a-perimeter-not-a-perimeter/
https://www.forescout.com/blog/deep-lateral-movement-in-ot-networks-when-is-a-perimeter-not-a-perimeter/
https://www.forescout.com/resources/l1-lateral-movement-report

EECFIVUTA 12357 > MO (Rockwellitith)

Anatomy of 100+ Cybersecurity Incidents in Industrial Operations (9H)

https://therecord.media/cyber-insurance-claims-spike-as-ransomware-soars
https://www.rockwellautomation.com/en-us/campaigns/cyentiareport.html
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