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Reverse Mode: SATCOM terminals under attack in Europe: a plausible analysis
https://www.reversemode.com/2022/03/satcom-terminals-under-attack-in-europe.html

Reverse Mode: VIASAT incident: from speculation to technical details
https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html

SURFBEAM 2 NETWORK DIAGRAM

DI} KA-SAT is a new net of 10 interconnected teleports. It is the fir

that 10 teleports work together feeding the same satellite for
broadband services.
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https://www.reversemode.com/2022/03/satcom-terminals-under-attack-in-europe.html
https://www.reversemode.com/2022/03/viasat-incident-from-speculation-to.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhUY4m1_dlVCo1UX6OcECpi5tTS3UiRne-gwOVvZ3hnl7PQqXHJZRwQoSZP7T5HUefHaURJNNPuDIrBDTHZdctMrfZy3OcWZGjN-fOd5z3XWVJuOMgszfFix3exr6htcHmxNnp_UPkJZe2q7rvYWhN_UKY3KcPSiKshgZHDl5k5VDphrtpgyidwkkUrYg/s2770/dumping.png
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B KEICISAEFBINNS3A17HICAlert (AA22-076A)
Strengthening Cybersecurity of SATCOM Network Providers and
Customers
https://www.cisa.gov/uscert/ncas/alerts/aa22-076a

— RZ2BEEERECH LU TYA/\—tF 1 UF ¢ MRZFONT

B KEINISTAS12H30H(CNISTIR 8401
Satellite Ground Segment: Applying the Cybersecurity Framework to
Satellite Command and Control
https://csrc.nist.gov/publications/detail/nistir/8401/final

— NAOFEDEHIM_EB(CMEF7=CSF(cybersecurity Framework)0D1E
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https://csrc.nist.gov/publications/detail/nistir/8401/final

8 | ©2023 JPCERT/CC i) S oL Zinefanio s W '

SIKAUEES AT LA(GNSS)ES(CXT HIHEL

(GNSS: Global Navigation Satellite Systems)
B R A 7RHI T CGONSSIES (XTI DIEELAENN
— EUMZEZ E£IT(EASA) 5 (I FEHRIRTR
Global Navigation Satellite System Outage Leading to
Navigation / Surveillance Degradation (3H17H)
https://ad.easa.europa.eu/blob/EASA SIB 2022 02.pdf
— CISAN S (EGPSADFEDINLICEE T DIFEHRD AR
Global Positioning System (GPS) Interference (12H6H)

https://www.cisa.gov/sites/default/files/publications/CISA-Insights GPS-
Interference 508.pdf
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https://ad.easa.europa.eu/blob/EASA_SIB_2022_02.pdf
https://www.cisa.gov/sites/default/files/publications/CISA-Insights_GPS-Interference_508.pdf
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[&%] Anonymous breached the internal network of Belarusian railways (Security Affairs)

https://securityaffairs.co/wordpress/128486/hacktivism/anonymous-breached-
belarusian-railways.html
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[£3%] Russia or Ukraine: Hacking groups take sides (The Record)
https://therecord.media/russia-or-ukraine-hacking-groups-take-sides/
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https://securityaffairs.co/wordpress/128486/hacktivism/anonymous-breached-belarusian-railways.html
https://therecord.media/russia-or-ukraine-hacking-groups-take-sides/
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https://eccri.eu/wp-content/uploads/2022/07/ECCRI WorkshopReport Version-Online.pdf
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[ Defending Forward] ¥ [Persistence] ,
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B [Defending Forward] DERH(FRVLD, KEESLENTULDS
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[[’25%] Lawfare: The 2018 DOD Cyber Strategy: Understanding 'Defense Forward' in Light of the NDAA and PPD-20 J

Changes
https://www.lawfareblog.com/2018-dod-cyber-strategy-understanding-defense-forward-light-ndaa-and-ppd-20-changes
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Security Affairs: A cyberattack blocked the trains in Denmark
https://securityaffairs.co/wordpress/138127/cyber-crime/cyberattack-blocked-trains-denmark.html
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https://www.welivesecurity.com/2022/04/12/industroyer2-industroyer-reloaded/
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Win32/Industroyer

https://www.welivesecurity.com/2017/06/12/industroyer-biggest-threat-industrial-control-
systems-since-stuxnet/

— KREDOtF1 U5 £%Dragostt(20174F6H12H) : CrashOverRide

https://dragos.com/blog/crashoverride/
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https://www.welivesecurity.com/2017/06/12/industroyer-biggest-threat-industrial-control-systems-since-stuxnet/
https://dragos.com/blog/crashoverride/
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ICSZ&IHD> THESN/EZH#EEN )LD T 7PipeDream
B IRE(CFEONDFICHRESIN, DragosttHVoAT L2022F48 ([CAFR

Dragos: PIPEDREAM: CHERNOVITE's Emerging Malware Targeting Industrial Control Systems
https://hub.dragos.com/whitepaper/chernovite-pipedream

Dragos: Analyzing PIPEDREAM: Results from Runtime Testing
https://www.dragos.com/blog/analyzing-pipedream-results-from-runtime-testing/
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https://hub.dragos.com/whitepaper/chernovite-pipedream
https://www.dragos.com/blog/analyzing-pipedream-results-from-runtime-testing/
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ATT&CK for Industrial Control Systems
https://attack.mitre.org/docs/ATTACK for ICS Philosophy March 2020.pdf
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https://attack.mitre.org/docs/ATTACK_for_ICS_Philosophy_March_2020.pdf
https://attack.mitre.org/docs/ATTACK_for_ICS_Philosophy_March_2020.pdf
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1 : The State of Ransomware
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JEEIS(X6EIEE in Manufacturing and Production 2022 (Sophos+t)
http://sophos.com/manufacturing2022
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SOBLADIT AT > POHE (2021~20224F)

Victim Data Released on Ransomware Extortion Sites
) ICSESAD The Record.
AT NESH H# ;. Ransomware tracker: the
i latest figures [December 2022]
g oo https://therecord.media/ransomware-
tracker-the-latest-figures/
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BEEAISICHNITDITOTADT VIRESHZ Temple KEHEE
Critical Infrastructure Ransomware Attacks (nhitps://sites.temple.edu/care/ciral)
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Mandiant: 1 in 7 Ransomware Extortion Attacks Leak Critical Operational Technology
Information

https://www.mandiant.com/resources/ransomware-extortion-ot-docs
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REvil hacker group liquidated in Russia after US request

B Poccun nukenauposanu rpynny xakepos REvil nocne 3anpoca CLLA
https://www.rbc.ru/politics/14/01/2022/61e171599a79479dde32112e
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Microsoftft: Evolving trends in Iranian threat actor activity — MSTIC presentation at

CyberWarCon 2021
https://www.microsoft.com/en-us/security/blog/2021/11/16/evolving-trends-in-iranian-threat-actor-
activity-mstic-presentation-at-cyberwarcon-2021/

Cyber War Con : Their Own Little War: Iran Adopts Disruptive Ransomware
https://www.cyberwarcon.com/their-own-little-war
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RecordedFuture: Continued Targeting of Indian Power Grid Assets by Chinese State-
Sponsored Activity Group
https://go.recordedfuture.com/hubfs/reports/ta-2022-0406.pdf
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Microsoft: Vulnerable SDK components lead to supply chain risks in IoT and OT environments
https://www.microsoft.com/en-us/security/blog/2022/11/22/vulnerable-sdk-components-lead-to-
supply-chain-risks-in-iot-and-ot-environments/
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IFT{# : Directive (EU) 2022/2555 of the European Parliament and of the Council of 14
December 2022 on measures for a high common level of cybersecurity across the Union,
amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing
Directive (EU) 2016/1148 (NIS 2 Directive)
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=0J:1.:2022:333:FULL&from=FR
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https://www.cisa.gov/cpg
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[0 x 2 hitihE] Responding to and Recovering from a Cyber Attack --

Cybersecurity for the Manufacturing Sector
https://www.nccoe.nist.qgov/sites/default/files/2022-12/mfqg-recovery-project-description-final-rl.pdf
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B SANS : [Survey] Survey The State of ICS/OT Cybersecurity in 2022
and Beyond

https://www.nozominetworks.com/downloads/US/SANS-Survey-2022-OT-ICS-Cybersecurity-
Nozomi-Networks.pdf

B ENISA : ENISA Threat Landscape for Ransomware Attacks

https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-ransomware-attacks

M Dragos : Six Months Later: Assessing the OT and ICS Risks of the

Log4j Vulnerability
https://hub.dragos.com/hubfs/116-Whitepapers/Dragos WP Log4J 05 2022 final.pdf

M CyBeats, Gartner : SBOM Insights: Using SBOMs to strengthen the

security of your software supply chain
https://www.cybeats.com/gartner
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