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SPOOFING ACTIVITY ACROSS RUSSIA, CRIMEA, AND SYRIA

C4ADS found that GNSS spoofing activities in the Russian Federation, its occupied
territories, and its overseas military facilities are larger in scope, more geographically
diverse, and started earlier than any public reporting has suggested to date. Reports
by CNN*' and the RNT Foundation?* identify fewer than 450 vessels affected since late
2016." Using Automatic Identification System (AIS) ship location data collected at scale,
C4ADS identified 9,883 instances" of GNSS spoofing that affected 1,311 commmercial
vessels beginning in February 2016." The disruptions appear to have originated from
ten or more locations in Russia and Russian-controlled areas in Crimea and Syria.

AlS Path History for Vessels

Affected by Spoofed GNSS Signals
June 22, 2017
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166 No.168
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Contents N o
u‘yZC"O o
1. Introduction 1 1.1 Purpose of the recommendation
|
2. Scope 111 The purpose of this recommendation is 1o provide lechrical requirements 1o
‘stakeholders which would lead 10 defivery of Cyber resfient ships whose resilence can be
3. Reference Guidelines and Standards mantaned throughout thew serice
4. Terms and defirstions 1.1.2 Resilience, in this context, is meant as a charactenisSc that provides crew and ships the
capabiies 10 eflectively Cope with Cyber incidents OCCUITInG on C based systems.
5. Goals for design and construction 0nboard which contnbute 10 operate and maint; n 2 safe condiion. The most
eflective method of dealing with an incident is 10 prevent & ever happening. $0 in ths context
6. Functional Requirements “prevention” is even more important than “cure”
7. Techmical Requirements 1.1.3 it is intended that recommendasions herein provide guidance for migating the risk
related 1o events affecting onboard computer-based systems. recognizing that # no.
8. Verification Testing measures are implemented. such events could potentally afect the human safety safety of
vessel and or the threat 1o te marne environment
Appendc 1.1.4 The recommendation infends fo ensure that design, infegration and/or maintenance of
‘computer-Dased SySIEMS SUPPON SECure OPEration and provide Means 10 protect aganst
. unauthorized access, misuse, modiication, destruction o improper disclosure of the
Appendix A: Detaled ist of standards Informaton generated arched of used n onboard computer-based systems o tansporied
A 8: D - R i in the networks connecting such systems
- . 1.1.5 This recommendation seeks 10 support IMO Resclution MSC 426(98) (June 2017)
Appendix C: Mapping of Sub goals to Technical & Vierification requirements ‘Manitime Cyber Risk Management in Safety Management Systems’, which requires cyber
risks 10 be addressed in safety management systems by 1 January 2021, based on MSC-
FAL 1/Circ 3 (June 2017) ‘Guidelines on Maritime Cyber Risk Management’
Annexure
1.2 Overview of the Recommendation structure
Annex A Guidance on Operasonal Aspects addressed in Recommendations
1.2.1 This Recommendation is organiced in eight Sections, three Appendices and one Annex
Secon 1, Introduction, contains the introductory part and an explanation on how 10 use this.
‘Recommendation
Section 2. Scope. defines the appiicability of this Recommendation
Section 3, Reference Standards. provides a st of existing nternational standards and
gusdance which are referenced m s recommendadon
Secon 4 Terms and defindions contains definion of terms for the purpose of this
recommendation
Sectons S and 6 respectively set out Goals and funcbonal re ints. Goals are hagh-
level objectives t0 be met. the criferia 1o be satisfied in order 1o conform 1o the Goals are
provided by funchonal requirements.
Section 7, Technical Requirements, describes detadled technical requirements.
Secton 8, Venfication & testng descnibes venficabion and testing methods 10 demonstrate
the conformance vith the techeical critena in Secton 7
o OfT.

Appendix A contains a detaled list of standards which this Recommendabion makes

Page 20157 TACS Rec. BOCon 1 BB

Recommendation on Cyber Resilience , IACS

Apr.2020 (Corr.1 July 2020) ,57 Pages
£y a— R o http://www.iacs.org.uk/download/10714
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