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C2M2 / ONG-C2M2 / ES-C2M2 & D & H 8k

O T39T4RICEBFHHZERETERBINRE X I1FDERHDH (ONG-C2M2(FC2M2E£<REIL)

(1. Identify and
Respond to Threats)

MIL1

threat management activities are
identified (e.g., US-CERT, various
critical infrastructure sector ISACs,
ICS-CERT, industry associations,
vendors, federal briefings)

threat management activities are
identified (e.g., US-CERT, various
critical infrastructure sector ISACs,
ICS-CERT, industry associations,
vendors, federal briefings)

threat management activities are
identified (e.g., ES-ISAC, ICS-CERT,
US-CERT, industry associates,
vendors, federal briefings)

FXA> BiEE MIL Cc2M2 ONG-C2M2 ES-C2M2 ES-C2M27'7 74 AR
TVM [1- BREORFE SN i a. Information sources to support  [a. Information sources to support  a. Information sources to support  [a. BEEEDTVT/ET1EYR—K

TD-ODIBHWBEIENHEIN TS
(f31: E-ISAC. ICS- CERT. US-CERT.
E AR, ARVY — BIHICLDBERIR
HtD15)

2. AN\ —tFa) 71
Rz 55 1% DR R SR

(2. Reduce
Cybersecurity
Vulnerabilities)

MIL1

a. Information sources to support
cybersecurity vulnerability discovery
are identified (e.g., US-CERT,
various critical infrastructure sector
ISACs, ICS-CERT, industry
associations, vendors, federal
briefings, internal assessments)

a. Information sources to support
cybersecurity vulnerability discovery
are identified (e.g., US-CERT,
\various critical infrastructure sector
ISACs, ICS-CERT, industry
associations, vendors, federal
briefings, internal assessments)

a. Information sources to support
cybersecurity vulnerability discovery
are identified (e.g., ES-ISAC, ICS-
CERT, US-CERT, industry
associations, vendors, federal
briefings, internal assessments)

a. HAN—tX1F1DHETHDH
RAHYR—NTB7-ODEREIFK L
HIhTW3 (ffl:E-ISAC, ICS- CERT
US-CERT, 2R HK, R4 — EFHIC
LDIEMIRF DI, NERFLM)

L—yavEnktA/3—
LX) FTAARYIAD
Xt his

(3. Respond to
Incidents and
Escalated

Cybersecurity Events)

MIL1

cybersecurity events and incidents is
performed (e.g., internal reporting,
ICS-CERT, relevant ISACs)

cybersecurity events and incidents is
performed (e.g., internal reporting,
ICS-CERT, relevant ISACs)

cybersecurity events and incidents is
performed (e.g., internal reporting,
DOE Form OE-417, ES-ISAC, ICS-
CERT)

ISC [1- ¥1/\—tFal7« b. Responsibility for cybersecurity  |b. Responsibility for cybersecurity  |b. Responsibility for cybersecurity  |b. (/X —tF 21 F1 DR EZFED
BEIROHEE reporting obligations are assigned to reporting obligations are assigned to [reporting obligations are assigned to [EEABEICEIY HTOEhTWS (K
(1. Share MIL1 [personnel (e.g., internal reporting, [personnel (e.g., internal reporting,  [personnel (e.g., internal reporting, [&R#R&. DOE Form OE-417, E-ISAC
Cybersecurity ICS-CERT, law enforcement) ICS-CERT, law enforcement) DOE Form OE-417, ES-ISAC, ICS- |[ICS-CERT. &5 4Y)
Information) CERT, law enforcement)
IR B3 AT URETIRS c. Reporting of escalated c. Reporting of escalated c. Reporting of escalated c. TRAAL—YavInfta/1\—&

F2)TAARVYNEAVITVNDERE
NEBEINTWDS (RERERE. DOE
Form OE-417. E-ISAC.ICS-CERT#A:
&)

Copyright © 2019 &R UL ER HE EEHERE

*IES-ISACIIETE-ISACIIZRFREELL=




G NG |PA

® ES-C2M2  (NERC CIP,NIST IR 7628 D58 454 BB B3 3)
https://www.ipa.go.jp/security/controlsystem/usenergy.html

® NIST CyberSecurity Framework (NIST CSF)
BELV
NIST SPS800-53
https://www.ipa.go.jp/security/publications/nist/index.html

® NIST SP800-82
https://www.jpcert.or.jp/ics/information02.html

(2020F 1A H)
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(BE)YRITRIAY D FER 1PA

IEC62443F|{HEXxa )T DEZA

CSMS

Cyber Security Management System SSA

EFRIZHEIEC 62443-2-1THRESND IEC62443-3-
EERGIES AT LOEXL)TAIROAVMINT S 6 f~‘3 3_3
$E4ERET TXATEVART L

SSA

System Security Assurance EDSA

ERSHZHEIEC 62443-3-3THRESND IEC62443-4-1, 62443-4-2
EXRAFES AT LIZHT X2 T1BEICTROT: AVR—R2URDEFX T4
D RT LGEEE

EDSA

Embedded Device Security Assurance
EFRAFEEIEC 62443-4- 18 KU 4-2THRESN S EXEH

FHS R T LDEX) TR T 53 R—R NREE

ONRVE—D

B8 48

JON 70N

PHEREICL > THEEF TRV AT LEBRITDIFERPHEMRICENE LY. HREBEDEAN L, RED

LDV T BHEIES AT LE EFA)TAIRIAV N ERHRE LT TOAM AV REARL =23V 2B ET S
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IEC624438B7 —%F0F v &38| T —F T F % |pA
(ODMZIEEEBAZINITKWERDSE)

BHfEx AL LV R T L DX ) TFa1E
DIYRHT R AUN] (FHLIYRIADRBEE D &ESIZ1T5H)
QT AT AHIREE ] GE0ER. BETIRIHEETIH)
QNMEXaT7HEIVATLIEBE] (TE2RTEACHBZEL, BHERALECEAMLELY)
NEE

DD 1st step [Z:
s [HIBRTLDEXL)TAVRIDHBTAF1%EFR
QnBsEIZ:
« |EC62443-2-1 (CSMS)
(DDIRCAVNEZBEHT)
@m*%k.
« BREDT7—XTOF v (LLRETX“Zone”“Conduit” &FEENT=)
« F¥HAIXIEC62443-2-1 Figure A.8 REIZHRBEH;E M HS
F3EMIZIXIECE2443-3- 21T B FE)

MIEC62443MRNABIZEEEDOBEFZTSIAAFRAD=H. EBTEANKE
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isec-ics@ipa.go.jp

Copyright © 2019 &R UL ER HE EEHERE

25



