: JPCERT Coordination Center
DN : c=JP, st=Tokyo, I=Chuo-ku, o=Japan
Computer Emergency Response Team

Coordination Center, cn=JPCERT Coordination
Center, email=office@jpcert.or.jp H I I AC H I

:2021.06.09 10:47:29 +09'00'
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6 DoS/DDoSI % 2w D —JE2 54 - TURAL - EFROER A
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WERDIERS AT Ti8-7'5> MO AT A
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Y27 hOFHE [EIREE,EE ST TR LB R R
CoI-A A—I->C
T—HERED - HEZ4% (Confidentiality) - o] A% (Availability)
B 5EIEAL -T2 (Integrity) ST (Integrity)
- B A% (Availability) - B4 (Confidentiality)
TR 3~ 5 10~204LLF
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RRIELE . O—) | BEHSEIBIEEALER

1F(CIEC 6244302 DFMigh 5SS RENSALED (Y

1548 — A b s — ‘
kol S ey EH-RFS 58

ISO 22320 (emergency management)
ISO 22301 (BCP)

fSO 31000 (risk hwanagement)
NIST Cybersecurity framework
. < -

N

[ ¥—n<000/2 03I |

L st I\ 5 (3]
] 1= APIL T Onemn =
. - = (3 ) SP IEC m |l 1164 2 3z|| m
SAThA S 19| |s00-82 o= 2|25 || 2
1211808 62443 |IR5 55|
| 4> gl &
s E UL (ISA-62443) & : 1EEE ] o8 %
i -, ﬂ/ g J ) 1656 Gl
R ,
, . EE ISO/IEC \ IEEE 2030 IEC 62280
@R || O / J | |
O EREE-O-HLEE 29192 [ IEC 62351 ]
|

BCP: Business Continuity Plan, CIP: Critical Infrastructure Protection, DCID: Director of Central Intelligence Directive,

EN: European Norm, IEEE: Institute of Electrical and Electronics Engineers, ISA: The International Society of Automation,

NISTIR: National Institute of Standards and Technology Interagency Report, NERC: North American Electric Reliability Corporation, RAMS: Reliability, Availability, Maintainability and Safety,
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EXERABEHHIESATA(IACS) t+1VT1 2RI S DR EF I UT A XIREFME

IEC 624433V—X (ISA/IEC-62443)
IACS(Industrial Automation Control System)(Dt:\::L'JTHS'ZﬂJﬁiﬁ:ﬁ’ﬁ%{f—(@“%SZ%ﬁ.
ISA(ERB&HliHFS), BLUIEC(ERESIRESR)CTHE.

*ISA: International Society of Automation IEC: International Electrotechnical Commission

TIACSL(F ?

SO ANZE SR, +a1)7+, 1EFE1%E(Reliability)Dé&H2ERCYERA,
EKIERETBIANE E, I\—=ROI7 KUYV IRII TV DESK

(IEC 62443-1-1:2009 3.2.57)

TFIVFTAHEROMRIEY I -\ = RO 72 SOHIEHIEIEDT —YUIRE
THDIZATLIZIITEL, SATLOERCMNMDBI ALE, [EBIHXIR
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A -#8id - EA - R (RUS -Ff) IRTEZS
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JU1—-23¥NY Y EEESIHY AT A )
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IO EE
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ISA/IEC 624433U—=X32209—-F20 ) —-J(C&H>TRIF

ISA/IEC 624433V—XDRARIBEUTD 29— ICLH>THFE
- ISA99 WGICI>TRHFESNIIZAE : ANSI/ISA-62443
- IEC/TC65/WG10ICL > CRFEIN21ZAE  IEC 62443

- BEBICIERDIZETHDIN, KERASTODEWNTEN
XARFERTIITISA/IEC 624431%1EC 62443 TRIRZHF—

- FRIBOANE(E, ISAINDDME(ERIISNTHIWGTHRE
RSN ®EIERE TR T DL, IECIRE  [ECRITERBICREFDIRE E1E - 4GR

FIRICY=>T, ISO/IEC 270003V —-XDREWGLEA

- EEDFTEICLRD, ISO/IEC JTC1/SC27¢ &
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| IEC 624433U—ZX0—8&

IEC 62443-1-1 (Ed. 2) IEC 62443-1-2 Zv___gx
A DA

RIS

IACS security lifecycle
and use-cases

System security
conformance metrics

Master glossary of
terms and abbreviations

o
=
Q Concepts and models

=
y =N
(7]
| o3 @ IEC 62443-2-1 (Ed. 2) IEC/TR 62443-2-3 IEC 62443-2-4 IEC/TR 62443-2-5
@ 5 ; FFEH
20 i
o @ S‘:Tcu”ty i Security Protection Patch management in Requirements for IACS Implementation guidance
= requirements for IACS . : z
o © e Rating the IACS environment service providers for IACS asset owners
o — "
n_ & ~
2, 2 v C A MIE
£X
ﬁmu\
oy ~
2 IEC/TR 62443-3-1 &) XY PNEEEH
e ;
g Security technologies Security risk assessment r:g Efgﬁgﬁg g?d
o for IACS and system design security levels

L RITER
3 (Lea—th)

IEC 62443-4-1 IEC 62443-4-2

Secure product Technical security

development lifecycle requirements for IACS
requirements components

H:II-EEE- . ISA99 Working Group © Hitachi, Ltd. 2020. All right reserved. 13
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ISA-624435Y—-XD—8

ISA-62443-1-1

Concepts and models

ISA-62443-1-2 ISA-62443-1-3

System security
conformance metrics

Master glossary of
terms and abbreviations

IACS security lifecycle

and use-cases

ISA-TR62443-1-4

o g ISA-52443-21 ISA-62443-2-2 ISA-TR62443-2-3 ISA-62443-2-4 ISA-TR62443-2-5
@S
- i
Lo o - Sj:‘ﬁ”;gﬂf;?g:?g'cs Security Protection Patch management in Requirements for IACS Implementation guidance
° 8 q Gt aerit s Rating the IACS environment service providers for IACS asset owners
o e
ISA-TR62443-3-1 ISA-62443-3-2 ISA-62443-3-3
>
: : : System security
(7] Security technologies Security risk assessment
5‘ for IACS and system design requnrer_nents and
security levels

M I3

ISA-62443-4-1

Secure product

development lifecycle
requirements

ISA-62443-4-2

Technical security
requirements for IACS
components

: ISA99 Working Group

HITACHI
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AT—422A
V& t=WINE Y ):

RIS
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A MTE
JC >t
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59 Ay NESEErR
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ISA/IEC 624433U—XD—Es

Policies &
| Procedures

System

Concepts and models

Securty program

requirements for IACS

assel owners

Security technologies
for IACS

62443-4-1

Secure product

development lifecycle
requirements

HITACHI

Inspire the Next

Master glossary of
terms and abbreviations

System security
conformance metrics

62443-1-4

IACS security lifecycle
and use-cases

Security Protection
Rating

Security risk assessment
and system design

FPatch management in
the |ACS environment

System security
requiremeants and
security levels

Requirements for |1ACS
senyice providers

Implementation guidance
for lACS asset owners

62443-4-2

Technical security
requirements for |IACS
components

2020F1AGRFTDAT—HR (£141HH 8HFEITR)

88 . ISA99 Working Group
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H#HSAFAEFIUT =% 1 ISA/IEC 624433Y—-X HITACHI
ISA/IEC 6244335U—XD—ES |
218 X EILEEIR J
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€& £F1U5ERARYS - FE
SAF hOEFIUT (HifE ‘
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FHS AT LAEF1UFT1REE : ISA/IEC 624433)—-XD—&

HITACHI

Inspire the Next

g4 POE aniA IKRE
62443-1-1 | &% (Ed1.0) A&, J>tIh, EFIL (TS) Ed1.0R1T&4 (2009)
(Ed2.0) I>tFk, EFIL Ed2.0(CMEl CEmpaLA
62443-1-2 | &% NAH—FEE -B&EEEE (TR) NoPANE s
62443-1-3 | &% ST LF 1T E % e
62443-1-4 | &% IACSTHIUFTASATHAIIED—-RT - (TR) RS MBS
62443-2-1 | A—7F (EA1.0)EEBHFIHI AT AOTFIVTAIRI AT N 2T LSS Ed1.0%/T%#(2010)
(Ed2.0) IACS7tyhA—FaItF1UT/T0I S LAOEREIA Ed2.0RZJNEF T
62443-2-2 | A—7F T+1UF1707733> (JOJ3L4) &91F (TR) RS NEF
62443-2-3 | A—7F IACSIRIE(CHIFD/\WFEIE (TR) Ed1.0%/T%#H(2015)
Ed2.0RZTJ NEFH
62443-2-4 | A—F IACSH—-ERIREE @I tF1)71T0I 3 LOEKREIR Ed1.0%1T:%#(2015)
Ed2.0(CME CEmpaLA
62443-2-5 | A—F IACS7ty hA—FEIFEERLT A RS1> ’EDD
62443-3-1 | SAFA IACSTHI B aIERF 1T 13447 (TR) Ed1.0F/T%7+(2009)
Ed2.0(CEF TEmpaA
62443-3-2 | SAFA UZD53 e — 0> Dy MN%ET RS NpFEH
62443-3-3 | SATA ST LEF VT EHEEFIVTLNIL Ed1.0F/T&#(2013)
Ed2.0(C@l CEsmpatA
62443-4-1 | AR—2R>bh | EF2 77050 NEESAIHA1 I OB Ed1.0 FiT:&4 (2018)
62443-4-2 | AoR—%> b | IACSOVR—R> hOFAEI T+ 1T B Ed1.0 F47%# (2019)

H8# : ISA99 Working Group, IEC/TC65/WG10 Working Group

© Hitachi, Ltd. 2020. All right reserved.
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Inspire the Next

IEC 62443-197)—-J 3V —-X2&THiEIT B FEYVIICOVWTHRIE

IEC 62443-1-1 : Concepts and models
62443/” X_C ZL_E’J(L_ Hﬂéﬂé]/tihb%?’)I/(L_jb\_CnHEH
624432 RO Z PSR ET )V ZIBFRUIE VG AR [T,
- HAXREFT)UIZPurdue Enterprise Reference Architecture (PERA)ZEEFE
- Ed1.00451 MUIE"Terminology, concepts and models”. TSEU THFLT.
—73C, Ed2.0JISELTHRETE. FHEEDERAA(362443-1-2(CZ&:E.

TS:Technical Specifications (ziti14K)
IS: International Standard (EPRE#E)

IEC 62443-1-2 : Master glossary of terms and abbreviations
S -XE2AWTERATN TV HEEREEDVYAY —FEE.
- ZRF1T. Ed1. O(Llﬂwtﬁ-ﬁ%m.
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IEC 62443-197)—-J 3V —-X2&THiEIT B FEYVIICOVWTHRIE

IEC 62443-1-3 : System security conformance metrics
» SATLEFIVFTAIROEENRIEE (AT REE) ([OVWTOEZ.
- R¥17. EAL.0[CMFTHEFER ((LEDV-AEEEmT)

IEC TR62443-1-4 : 1IACS security lifecycle and use-cases
- IACSTA Y1 IINEHERETI, TF1UTOEDEHSE, BLUE7IVT—23>%28EL
E1—-AT—=ADWTHBIT (FTE) .

- IEC 24748 (97&&‘/7#'7175%%0)54 JO1ONEBDEE) O/ IY1INETINE
7olc, IACSICEEZRI BRAT—ImMIIADTF1UT1 EDEENCDVWTER

- RF1T. EJ1.0[CM@IFTRFER.
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ENMOEIE L&=F

R

(624433V—X)

EERIRE (KPI) DIRFEICONT

KPI1

HE : ISA99 Working Group (R&%clcEBEX)

RN : IEC 62443-1-3

SESO

n¥nfd
OxT35> N0
¥1UF71J 093 A
83%

1T INEEICE>THAREER EFIUT10 095 AFHED

HITACHI

Inspire the Next

KPLE AR,
KPI-01
I5H O/x 0,3 IHE DERLIEER KPLEZREIRR
1-XXXXX O 14% 100% 14%
2-XXXXX 60% 14% 60% 9%
KPI-O1 KPI-02 KPI-03 KPI-04 KPI-05 3-XXXXX X 14% 0% 0%
XX% XX% XX% XX% XX%
4-XXXXX O 14% 100% 14%
5-Xxxxx 50% 14% 50% 7%
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HoMOBIE L=FIAR : IEC 62443-1-4 HITACHI
IACSICHITDEEZEI(Principal role)E7IVEIACSEDRIF -

Inspire the Next

BIZTATADIACSTAIVA IV EDRIEDFHOWVWTHE

I—A.g%. smmmmmn, 1 .EH Industrial Automation Control System
5 7y h - : (IACS)
s A=T F TR EBUIER - 5
0 - [R5F KU -FIR
s S
o . . 1 Bk \
A : - FA%E-ESiE . mx w2 @mm |
T —  me BB mm
{n |:|IJ : J on . N e e e e e e e e e e e e e e e e e e e e ? :
'lllllllllllll‘
(role)
*s, IACSHSMSIURIRIE R
0’ .lllllllllllll-.. . o_ 77"}0‘—93) ,’ﬁﬂﬁa}
- e : FI%E-Ym—=h YINITT FINA 2
- g YTYAF 4
: ¥I51¥ - ZyhI—2 AR
: : B F)N1R

"EeEEEEEEEEEEERRY®

HEE ; ISA99 Working Group (NBZTlCBEX) © Hitachi, Ltd. 2020. Al right reserved. 21
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Inspire the Next

IEC 62443-29)—J'(%, IACSICRAZR YT DHBMDONYRIAY M- ERICEATS

RUSPFIRICEETHIEMS - 1 RSAVZIRTE
IEC 62443-2-1 : Security Program requirements for IACS asset owners

- IACSOT7 Yy hA—FmEFOEF1UT4J0V 3L (B - EROREA) OBEMZRIE
- 2010£F(CEd1.0FITIA.

- Ed1.00%4 MUIE"Establishing an Industrial Automation and Cyber Security

Management System (CSMS)”, #llfiIS AT ARIINZIAS b AT LDFHA THD
[CSMSIICEEI2E(FZIRIE.

- IRTEFEd2.0FFER. RN-D32TERKEETFE (2020FF(CHEITFIE) .

IEC 62443-2-2 : Security Protection Rating (Security Program Rating)
- I REGERXI REZESNE T tFT 1IUTRELARINOFHE S ECOVWTIRE (FIE) .
- JYIDZATME"IACS Protection Level"Tohoicht , &#ld”Security Program Rating”.
Rl B RS DT O R R E 2 ALV S RIS =L (CRAL THIRE.

- RFETT. EJ1.0CEFTHEAESR ((EDV - SR4EERT)
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ENMOEIELZFTIAN : IEC 62443-2-1 HITAGH
IACS7 Y M= DI EFIVFTAVRIAI M AT AIZWREVIZEDHS

[*1V747095Ah1E8D, BICEWRRTERRERE

IEC 62443-2-1 Ed1.0 IEC 62443-2-1 Ed2.0
(CSMS) (Security program for IACS asset owner)

YRI5 o — .
- E+1YF1IDISAILA> MSPE)

n
U
m
(0]

R -
SN

%

£ >
™ X
& 7
a A
i V)
T#

CSMSDERLE

CSMSiE& 1 rediad

Hj-ﬂﬂ : ISA99 Working Group (Wg%ﬁ(:ﬁ'ﬂf) © Hitachi, Ltd. 2020. All right reserved.
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ZDMOBELRIFIAR : IEC 62443-2-2 HITAGH

A—bA=23>2YV1—-33> DOFITEI RO R R

(SL: Security Level)

EH - R T RO RO FEER
(ML: Maturity Level)

SL4

HRFE, MIRIYV—X, IACSICHHEULAFIZEBL, NMOELE
B ODIEBCLDERNA T I)TERNSRE

ERIOTAESHMIERZAL, TOEX0OEMS, Fe(d/T4-Y
JADRE, BUKEEOMIS%EE CE3.

SL3

HSRFE, FREEOUY-X, IACSIFHEULZAFIZBL, HOH
EE OB ZF OWEBCLIERN BT IUTERNSRE

Level 2TERENITOEANEEKENTLS

SL 2

FOWBECLDE IH’]B’G—‘FJU?( ERNSRE

HiRnIE, RANLVY-X, —MBIBAFIZBL, HMOERVEHZ

SL1

BFEN, FEHBROTFIVTHIERNSORE

HEREDIRALE) (A - > A A BIZT 577 A BIALT RE DL MIVFIES
3. JOUADEERLEIT ERCASDEL#ECITREMNHS.

SLO

BEEDTF1)TREN

ITEHDEED TR LENTLRLD, TEICXE(EEN I (CEMMS

ncwad’oex

SPR: Security Program Rating

e 3
SR
O o
S
’ (9]
KF©
BN
CS)
ML 1 ML 1 ML 1 L1 >
SLO SL1 I SL SL3 | 4

A-— bx—yaz‘JUJ—yazmt*:LUT—rlﬂ\)b
(IEC 62443-3-3)

SPR 4
SPR 3
SPR 2
SPR 1

SPR O

LRFE, HERIV-X, IACSICHFHEULIZAFIZRBL, MBEVEIEZIF OWER(CLDE
MR EFIUTERNSRE

IFRIFE, FEEOVY-X, IACSIHHEURAFINZBL, MO EEOEIEIF OESE
CLBBEIATFIT (BN NS IRE

BEHRFE, BRANIEVY—-X, —fBIBAFIZBL, MOERVEKZFORNEECLIERN
BEFIUTERNSRE

BFEN, FEHMEROTFIVTHERNSDRE

BEOTF1VT(RENL

HH

ISA99 Working Group (R&#%7t(CEB{/EX)
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SOMOMEBLERINAR : IEC 62443-290)0 -7 (%) i e et
IEC 62443-2J)V—J13%, IACSICRARIDHRBMDYRIAY N ERICRITS

MUSPFIACERITZEM- N1 RS51 S ZME

IEC TR62443-2-3 : Patch management in the IACS environment
- IACSIRIRICHITD/\yFEEHDERFBIAZ .
+ 20157F(CTREUTCEdL.0%1T7FH. Ed2.0(FISZBE# U THFER.

TR:Technical Report (RS E)

IEC 62443-2-4 : Requirements for IACS service providers
» SATIRIAPRYND=IH—ERZE, IACSA—FH MU TH-ERZIBETI(HREEDOT

3154700 S AOBENIRE (uﬂx_ﬁﬁ{"ﬁﬁizﬁ(éﬁﬂ”j
- WIB (RMNOEZEZETI-TEUER) hEFELEFIUT1EH(Report M 2784-X)HR—-X

- 20154F(CEd1.0F1TRd. Ed2.0[CMm CERmEARLD.
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IEC TR63069:2019 Framework for functional safety and security
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- #EEZ £ (IEC 61508)¢tzH+1Y74(IEC 62443)DMlur%
- HIEHSATLAICEVT, ZEMEEMEREZ ) 2B RBEIICtT1I)TMEEZEALGES,

BECBR BA RIS ST 5D

TFITHEEEN T EHEECRRE
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IEC TR63074:2019 Security aspects related to functional safety of
safety related control systems
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ISA (EIFBaFH¥S) PEEISIZ15T4

CGRRL The ISA Global Cybersecurity Alliance

ISAY CYBERSECURITY will work together to develop solutions that
address our biggest challenges

ww”- ALLIANCE

COLLABORATION STANDARDIZATION EDUCATION PROTECTION
When end-users, asset owners, Standards exist, but aren't well Human error is the biggest factor in Ensuring the inherent security of
vendor companies, government understood. Our companies need safety and security incidents around vendor devices and systems, and
agencies, and other stakeholders join easy-to-follow guides for the world. Providing accessible, exploring ways to increase
together in an open and transparent implementing best practices, and consistent training and education for compliance with best practices,
way, we can move industry forward industry needs to increase the professionals at all levels gives our offers real risk reduction in your
faster and more effectively adoption of standards globally companies a first line of defense operations
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- ISASecuresZiE#HlIE (ISCI)

- IECEEZZ:EHIE (IEC)

- FREIEAIRE OSREEHIE (TUV, UL £5)

FHIEDEREIE
- CSMSEEEIEHIE (JIPDEC)

E*@E'B\EE
- ISA/IEC 62443 Cybersecurity Certificate Programs (ISA)
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ISABE T MISCI(The ISA Security Compliance Institute) ‘24493

IEC 62443 EMDHER - AT A - BRI OCADRII O35 A

CSA (Component Security Assurance)

ZI//‘R XN F1UFT1%5BEE (IEC 62443-4-2#EHL)
XNVINDIT 7TV =23 A HT AR RARNT A R -2y KD =957 )AL X

ﬂf‘% AP IUT(HLEERIT TR, REBFRIOTAESR (IEC 62443-4-14EHL)
- EDSASREEDEHE. &=FridVersion 1.0.0 (2019/8/28~)

SSA (System Security Assurance)

- IS ZAT A0S Ty beEREE (IEC 62443-3-34E4)

- BESSEAEEDLTT VT BRI TR, SATLARBEIOTAEMER (IEC 62443-4-14E41)
- Ex¥frldVersion 4.0.0 (2019/8/28~)

SDLA (Security Development Lifecycle Assurance)
s IIMN=R NI TSAT DT 1UFT151TBA( I TOCR%ZEREE (IEC 62443-4-14EH)
- Ex¥f(dVersion 2.0.0 (2018/2/13~)
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IEC 62443-4-2:2019DFFTICEDEBT—#H. 1IHSERMOBEFREIOLA-

TF1VFr1KeE - MessTE iz Y 5= EDSAGRGEN 5K EEILIX AL

= SDLPA-C audits the supplier's component developrment and
-HAFEIOEADRE(SDLPA) mmm | mintensnce proceeses for secerfty pracBces dafined kn EC-
- TOEADREN(SDA) Security Development Artfacts | Dussl - ,
for Components (SDA-C) robust, secure development process compliant that standard,
by examining development artifacts
_ . Eu - i . Ensures Fundamental Security Features are Supportable by
-EFIUT11HAE(FSA) Assessment for Components — . 4 T
(FSA-C) wwmmmmmmm
-BessET A MVIT) Vulnerability Identification || fenties Vineratiites in Actual kmplementation
{ TeengITC) [ M s
g ' d
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IECH: FHEEKDIECEEDFIF T B8 HIE. IECEET(IICBAT—AlL

IEENSERIEBORELIAFAORDME - tF1U5 &l - A ERBOEH 2R

*IECEE: IEC System of Conformity Assessment Schemes for Electrotechnical Equipment and Components
*CB: Certification Body

COUNCIL (C)

(Full Member Mational Commitiees)

COUNCIL BOARD (CB)

Management EXECUTIVE COMMITTEE (EXCO) CENTRAL
Advisory (IEC Officers) OFFICE
Committees (The Executive)
STANMDARDIZATION MARKET CONFORMITY
MANAGEMENT STRATEGY ASSESSMENT
BOARD (SMB) BOARD [(MSB) BOARD (CAB)
Management of Technology watch Management of conformity
International Standards market priorities assessment policies,
WOrk activities and systems
Technical CAB Working
Committees Groups
- - r—=—=-=-=-==== =~
Technical Committee(TC) Technical Advisory I IECEE I
HUBEREITSGr Committees N == — -
Strategic Groups IECEx
Systems Work IECCY
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IECEESRGEHIE CBA¥—LA  HITACHI

AEl(CBAF+—LANEEH)

AEDEREEHEES
(NCB) CBEﬂEﬁ% NCB: National Certification Body
(CBTL) CBTL: CB Testing Laboratory

NCB-
ooyl 1IECEE

BEI(CBAF—ANEEH)

BE DR
(NCB)
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(Industrial Cyber Security Program)JICEDEEj.

>FUA 1 : 88F3(Capability)sFli (£%4i7 : 3-3/74-2 JOTX : 2-4,/4-1)

SFUA 2 HFEDE M -VYV1—-232 (X9 e DI AHFHM (Application of Capabilities)
B2 FVALSIEIRIRE DX ISR

IEC 62443-2-4  IEC 62443-3-3  IEC 62443-4-1  IEC 62443-4-2

SFUA 1 SFUA 1

KIABIFIC4-1D3FUA2 | X3-3¢84-20>FUA 1 X4-10>FYUA 2
sHifSE R 2 SR aHiiFSERE F(CET aHiiFSERE FE(CET
Y1-33> SFUA 2

HEE : www.iecee.org (NE%ZTTIC/EX)

FRUBIOF ST BCBEBRL h— PRI A —V Y M Test Report Form : TRF)DFIHT]
— IEC62443 2 4B (2018.6) — [IEC62443 4 1A (2018.6)
— [EC62443 3 3A (2018.6) — [IEC62443 4 2A (2019.6)
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(Cyber Security Management System: CSMS) AOE& 4% 514
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ISANMEM I BIEC 62443(cHFiEL, 1EC 62443(cEHLT S

1> M-V OREEEHE AT SEEREIOIS5 A

ISA/IEC 62443 Cybersecurity Certificate Programs

'uuan(umr,;

| MAINTENANCE |
!FE{IAI.IST

Certificate 1 Certificate 2 Certificate 3 Certificate 4 Expert

- Certificate 1: ISA/IEC 62443 Cybersecurity Fundamentals Specialist

- Certificate 2: ISA/IEC 62443 Cybersecurity Risk Assessment Specialist

- Certificate 3: ISA/IEC 62443 Cybersecurity Design Specialist

- Certificate 4: ISA/IEC 62443 Cybersecurity Maintenance Specialist

- ISA/IEC 62443 Cybersecurity Expert: Individuals who achieve Certificates 1, 2, 3, and 4 are designated as ISA/IEC 62443 Cybersecurity Experts.

HE : www.isa.org/isa-certification/certificate-programs/ © Hitachi, Ltd. 2020, All right reserved. 46



=¥l )

> HlE> AT AOTFIVT1X05R

HITACHI

Inspire the Next

DOAEMS(FEREIENDDOHD, TFIVFT XI5k

DEOMNMDEUTIEC 6244330—XZHLEUTE —%73\/3 1SNIRHTUVS.

> [EC 624433 —X (IR L RO EFPOERTSBEINTHD, HlfHIS AT AL
F1U)TA D EF CHFICSTEB IARZTIEZEED—DThA.

> IEC 624433V—-X(FHZ 7vIFT—haNTW3. S-XL2HE0—EMHD

HEERNSERORE.

» [EC 624433 - XOERFEIBAOENEZ R I BHIENEFOTHD,
SATLREEFTERS, BARIJOEX, BEottF1)74IRIATN,
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