. . : JPCERT Coordination Center
J PCE RT COO rd ination DN : c=JP, st=Tokyo, I=Chuo-ku, 0=Japan Computer
Emergency Response Team Coordination Center, cn=JPCERT
Center
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StuxnetDFERMNS10£E

B ICSZTHD> THE=NZHIHTDNILDT T T
— A S OKETEIZIHE T DEHICETHESNIEEENDNTLD
Kim Zetter: Countdown to Zero Day

— StuxnetDiEis EEMEICE T DBIRISL < HBSN TS

Symantec: W32.Stuxnet Dossier NN
https://www.symantec.com/content/en/us/enterprise/media/security response/whitepapers/w32 stuxnet dOSS|er Ddf

— SiemensttZOPLC_EDOFIHO Y IO =Z RS AT DEENZED
A5 DR IRE (CRAS L CL Ve EDFTIEHRS (9H3H)

https://news.yahoo.com/revealed-how-a-secret-dutch-mole-aided-the-us-israeli-stuxnet-cyber-attack-on-iran-160026018.html

B iA3E & U CStuxnetDfLiHAH 2 MM RPLC(CBAE T Diidr (2020F1R)

Airbus researcher explores ‘Stuxnet-type attack’ for security training
https://www.cyberscoop.com/stuxnet-type-attack-airbus-cybersecurity/

— Schneidertt RO EHU\PLCZE D J= 58 4/E(C AR ID
— StuxnetDFIBEAPLCO L+ U MICCENSATRIZON...
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https://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf
https://www.cyberscoop.com/stuxnet-type-attack-airbus-cybersecurity/

SHODAN (https:/mwww.shodan.io/)

B>y —vyv DO ED1—FDVIIL—5EZ
BRERCTEDO1xJ - U—EX

o /r ~ 9 ;?\ \J I\ %:t Td b ICS*%Z%E :5 *ﬁg‘éij’% kil b %ic‘;“;f;T.’;Z"(‘;f?JZ,UE?WE"S‘%Z‘ZTS "

B John Matherly FGME A BYRERER T RAZE U st (O Pyt
200952 N5 |
Cyber search engine Shodan exposes industrial control systems to
new risks (Washington Post 201286 H4H) o1 ofForftine ‘°° o

http://www.washingtonpost.com/investigations/cyber-search-engine- -
exposes-vulnerabilities/2012/06/03/gJQAIKOKCV _ story.html arlyze thellnfernet In

B AHBERHNSKEICS-CERTH o ey oo

ICStFa1 U \DBRE LU TEE

Analysis of “SHODAN — Computer Search Engine” (201051H25H)
ICS-ALERT-10-301-01 : Control System Internet Accessibility (2010
F10H28H)

Beyond the Web
Shodan provides a public API that allows other tools to access all of

3 ‘ Copyright ©2020 JPCERT/CC All rights reserved. Jzlgzi) Gomiglise Simargnoy Maggonss T Goore


http://www.washingtonpost.com/investigations/cyber-search-engine-exposes-vulnerabilities/2012/06/03/gJQAIK9KCV_story.html

AN LU ! SHODAN

4|

B REXR Y —PHEZIEE U CORRN ATEE
B ARSNTCTVDHIEE[ERHCSIRTED

Industrial Control Systems

B ICSmIF DILRIERE = B
SHODAN Industrial Control Systems

(https://www.shodan.io/explore/category/industrial-control-systems)

— ICSEEBEOTO M) LICEBIBRIBESNTE TS
Modbus, BACnet, EtherNet/IP, HART/IP, CODESYS, DNP%5 4«

— BERDY —BERDT7 IR RETELE
B fFRI2telnet TS 77 > MCEITRIG S DiasD—Ef BARZR I AE

B 1> E1—5EF0REREY—EXHSHODANLSMNZ BELS
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/ *% Exploits e
HDERN S —D&EIZE
BEEUTTIRRELUTCHDE ...

New Service: Keep track of what you have connected to the Internet. Check out Shodan
181 Monitor

14 1] #0.87

=1 Telecom Product name: MI581-4388
vendor ID: Corporation
Serial number: @x@1851657

) Korea, Republicof, Songpa

" - Device type: Comsunications Adapter
Device IP: 1 7.1
’]/ \/9 _;II{ v I\ﬁ'ﬁ:_c Taiwan 52 208 Bn11.247
1818 DN R DM DT oL = e, | BERTSNIC

Japan 1 Bl Tsiwan Serial number: @x@133bb *g!% EDOD
Poland 9 Deviece type: Communicaty

= Deviece IP: 2 1.2 *Eigll‘ *E
EtherletlP 130

— s 1. 9.192
ERlC(FEAN11EE e

Vendor ID: feswss Corporation
264

HTTP 4

B0 ialy, Buttigliers Alts Serial number: @x@1341c4b
Device type: Comsunications adapter

Device IP: 192.168.1.248

\
e araniiag 1> bR Y b EOHIREERR

H—EXRIC(E

Vodacom & Product name: CIZM-EIP21
Eth N t/l Pb\‘ 13O-LAk"- Verizon Wirel... 5 danmark vendor ID: Corporation
er e D % Telstra Internet 4 2@ Denmark, Copenhagen Serial number: @x@19cH3de
Device type: Comsunications Adapter
Deviece IP: 192.168.258.11
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BYIRNIDITT7IT7—LADT 73U CGEYICAMES MY CY FEIR
— BHEZIT UIICSHEINDIRE (CHEIRA D

B =ERTEENE U1 25—y MemEEN(CHIETI U CRET
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EENRY )\ —EHERDZE(L

B KEEFLEN 2018F(CH 1) —EERZUE L,
RSO [BRTHMIZA Y-y M Z#fFL DD,
[ Defending Forward] ¥ [Persistence] ,

N, =1k = =l ERBER L OZ LD
[EE1 > TSR] OZBZX HBZEAN H 1 )\ —IREDESHED 5

B [Defending Forward] OEREFRWVLD, RESHESNTLD
— R (X TR EREED
— BEHDIUA/\—EH=iRIR(NETT?) THIET S H A )\ —ZEf (&
— EEEEODKEZETIED UNER/RBAEI T
BEIMHEAMEL

https://www.lawfareblog.com/2018-dod-cyber-strategy-understanding-defense-forward-light-ndaa-and-ppd-20-changes

[ [Z%] The 2018 DOD Cyber Strategy: Understanding 'Defense Forward' in Light of the NDAA and PPD-20 Changes ]
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B AN —MRFETH>TH, BEAREENBNE, b
WEITHEHBREND

— J\wF> 08, BERAREENEIINEL, EFBITATRRLN(?)
lﬁ%A WEZZITTH BRI DCEIREHTHD,
é%ﬁ%ﬁﬁﬁﬁgt%%brrwmtjuﬂﬁﬁé5%ﬁum

B EKEHNOSFOEBHMEICHKHITDIAS SAWEZTAHL— N
U.S. Escalates Online Attacks on Russia’s Power Grid (New York Times ; 6 H15H)
https://www.nvtimes.com/2019/06/15/us/po|itics/trump-cvber-russia—qrid.html

B EKERN S DRSS AT ACH A/ —IKE
US launches cyber-attack on Iranian weapons systems (SC magazine UK ; 6H24H)

https://www.scmagazineuk.com/us-launches-cyber-attack-iranian-weapons-
systems/article/1588587

:
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ADENBEFROY 1 )\ —{Fili £ ICFEESEE DB ED

m Y1) —IkE _C(gﬁi’%%#%Emttnbutlon)b\3'5%(c_iﬁ LY

B ERICKDITA/ A EILTFERAEHCKID T/ —INEN EBIC
EERD CLWBERBND

B HROIZED27%(CKETZETIE36%)H
2019F ([CERICKDUAM/IN\-REZZ T LEDREEEH D

Radwareft : Protecting what you can’t see
https://discover.radware.com/c/ERT-Report 2020

B MITRENDAZER UTZATTE&CK ICSTIZLICSZEIED 10D IR E M Z 5L &

https://collaborate.mitre.org/attackics/index.php/Groups
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https://discover.radware.com/c/ERT-Report_2020
https://collaborate.mitre.org/attackics/index.php/Groups

MITREfEATT&CK ICSICSEEi iz EH]

RUSSIA NORTH KOREA B
TARGETS: Electricity, manufacturing, mining, oil and gas, TARGETS: Light rail and electricity
A I— I—A N I T E railway DEMONSTRATED CAPABILITY: Penetrate I— azarus group
DEMONSTRATED CAPABILITY: Penetrate ICS operator ICS operator IT networks
D raq (9] nﬂy IT and OT networks 4 PRIMARY OBJECTIVES: Retaliatory strikes
PRIMARY OBJECTIVES: Geopolitically driven disruption against national adversaries

D raq O nﬂv 2 0 and dessnuation of Infrastryeius w3 RISK: Likely to conduct disruptive or

RISK: Likely to conduct disruptive or destructive attacks destructive attacks outside U.S., possible
outside U.S., likely to target U.S. ICS operators, unlikely ‘ J’ disruptive or destructive attacks against

S an dWO rm to cause disruption or destruction against U.S. operators (* U.S. ICS operators
XENOTIME o~

CHINA
TARGETS: Manufacturing, electricity, light
rail, oil and gas, water and dam

DEMONSTRATED CAPABILITY: Penetrate
ICS operator IT and OT networks

PRIMARY OBJECTIVES: Traditional

w ITARFIQ\G"JETS: Electricity, water and dam

H E X AN E DEMONSTRATED CAPABILITY: Penetrate ICS operator espionage, support of national economic
IT and OT networks interests through intellectual property
PRIMARY OBJECTIVES: Retaliatory strikes against theft, establish persistent access as

O I | RI national adversaries, establish persistent access as contingency for future conflict
J— contingency for future conflict RISK: Highly likely to target U.S. ICS
RISK: Likely to target U.S. ICS operators, unlikely to operators, unlikely to cause disruption

I cause disruption or destruction or destruction
Leafminer

T
Iz KED
EEF53D31F : Booz Allen Hamiltontt Eg Uatlon
https://www.boozallen.com/insights/2016/06/industrial-cybersecurity-threat-briefing
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https://collaborate.mitre.org/attackics/index.php/Group/G0008
https://collaborate.mitre.org/attackics/index.php/Group/G0009
https://collaborate.mitre.org/attackics/index.php/Group/G0002
https://collaborate.mitre.org/attackics/index.php/Group/G0006
https://collaborate.mitre.org/attackics/index.php/Group/G0007
https://collaborate.mitre.org/attackics/index.php/Group/G0001
https://www.boozallen.com/insights/2016/06/industrial-cybersecurity-threat-briefing
https://collaborate.mitre.org/attackics/index.php/Group/G0003
https://collaborate.mitre.org/attackics/index.php/Group/G0005
https://collaborate.mitre.org/attackics/index.php/Group/G0010
https://collaborate.mitre.org/attackics/index.php/Group/G0004
https://attack.mitre.org/groups/G0020
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— BRI BB 7T RE & SIRTNIERSIR0

B ERCKDITA/—RELILFEEHICKD 1/ -—IRELDEN(T
B2 70N
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ZEMHOHEPCFOFICE T DIBIMADREZFH T
*j/l’}\ WEADREAZ U THETITL)
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IBMt:F'j_ IJ T’]/ O)X FOI‘Ce (:[ ;r'm onal tec hnolot,erT! attack trends

Monthly ©T al « volume, comparing the yea 016-2019 rce: IBM X-Forcel

Threat Intelligence Index 2020

https://www.lbm.com/security/data-
breach/threat-intelligence

B 2018FEH S52019F(CHMT T
ICSED1 > 25> MEEH
20f& (Z38h0

— ICSE R DELANDMESS 7%
BV D—R - 2T L—
e

— 20205 COtEmM <
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KEIDENBDIEEHRSETHDOY A\ —FE

BKED [BHRIAIT MEEREE] (I
D [HA/)\—FBFE] OELHNES

https://assets.documentcloud.org/documents/6535023/sPower-FOIA.pdf

B BT FEEDsPowerft DERIEZ 8Pk I D ZEXDVPNIEER (C
BEXNODMESS 4 Z DU\ zDoSINEE (20194E3H5H)
— &2 DER(I5SDIEE CHEIBRE UCHY, $I10BE(CHizDR4 &SIk

B i
/ SHUG

REBHCENDFE (I DT

[Z=%] First-of-a-kind U.S. grid cyberattack hit wind, solar [E&E news ; 10H31H]
https://www.eenews.net/stories/1061421301
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Norsk Hydroft®D3S > B A T 7R (1/2)

M Norsk Hydrott (Z /)LD T 1 DEBIRILFT—EX{EZE
— PZIL="D LS TIEHEHREK

B S>> Y /AT 7LockerGogall Bk U TigENMNELE (3H19H)
— KEWLESHNRY(CREEL, €2D1E, MOHLS(CHERERMNILK
404 E3.50 ADREEE, HTFEOIE1—5(CHE

e —
— FORABHETERURD, AFLCLBRERTTEVRASENT
— BREE IRV G T

There was a signifi i
: J “ gniticant flaw in the security syst i
- \Lj— gl H r_b\ You should be thankful that th gl
— BRI LERZ NI TEIR LD,

as exploited by serious
r data by mistake or for fun

They would have damaged all of you

_EBODEBFﬁ C (j:é 15 (:}%ﬁ'fgjtb\‘%‘%b \7?: Mishory1es are encrypted with the strongest military algonithes RSMO% and AES.256.

Without our special decoder it i

S impossible to restore the data.
& N “ Attempts to restore your data with third party software as Photore.
— EHEERE 1 6,000~7,10085 RJL
I /= A~ V4 14

7 m 0 ¢, RannohDecryptor etc.
will lead to irreversible destruction of your data.

To confirm our honest intentions.

N Send us 2-3 different random files and you will get them decrypted.
Hyd ro*j:&d)%{t ;IE g)lz It can be from different

computers

. . Sample files we unlock for free (Fi(l):syzEgu;:t:z:kbzor:ia::;etzh::yo:;ngesidsgc:S;g;.)ts T
B : https://news.microsoft.com/transform/hackers-hit-norsk- el NN SR LR
hydro-ransomware-company-responded-transparency/

DO NOT RESET OR SHUTDOWN - files may be damaged.
—eee £l i
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Norsk Hydroft®D3S > B LA T 7R (2/2)

W IEEERRE U TSR SEEA(CII D T/RIG
— FHOMNCERNEZ SR NTTET ZRE
— #WE CEIRRRZRUERNN DA —T > (CIEER
— B, B, LHROZNENOBILEB(CKDIILEERD
— BRTEADIFRIEM

B RPRICKDMEE : 202077 RJL (FE4MUHHR)

BSYUADITVICETDLHEEN XU
MO ERBBILHREGEESBRRLIREM) =2 E
https://eu-pr.excellence-awards.com/best-of-2019/
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TOMICHBHRRVWES B LD T PHE (1/2)

B A)LF—0D ASCO industries TS > AD T 7R TEE(TEXR
=22 (6H23H)

http://www.asco.be/news
B RAYICAHLZEEL ICS #2ZR A Pilz WSS AD TR L
76 M EDHLRTEFB (CRZZE (10H13H)

https://www.zdnet.com/article/major-german-manufacturer-still-down-a-week-after-getting-hit-by-ransomware/

B AFSJ0OAEBAT (Pemex) NS> B ADIT 7 (IR (11H10H)

https://www.bleepingcomputer.com/news/security/mexicos-pemex-oil-suffers-ransomware-attack-49-million-demanded/

B KED Southwire TS Y ADT 7 (CREEL. BEEHEICKE
(1289H)

https://www.bizjournals.com/atlanta/news/2019/12/11/cybersecurity-incident-at-metro-atlantas-4th.html

ﬁ N NDE S BIREDER A ASEEL N G > - B Z T B ]

ICSETRENLA L TWLZMEDINIEASH TR
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https://www.bleepingcomputer.com/news/security/mexicos-pemex-oil-suffers-ransomware-attack-49-million-demanded/
https://www.bizjournals.com/atlanta/news/2019/12/11/cybersecurity-incident-at-metro-atlantas-4th.html

TOMICHBHRRVWIES B LD T PHE (2/2)

B SR RFER T2019F11A LR (CS 2B AD T 7Ryuk \DREREREN
SHRLE(DEIRL EB2MF(HICSICHRE

=
https://www.eenews.net/energywire/stories/1062188535

— BEVNILD T 7 ICET I FEMEZKEONFEZmB G128 (CFEIT
https://assets.documentcloud.org/documents/6594141/MSIB-10-19.pdf

B RREOFEXNDTZsH(C30BFHE (CHIZ DIRFENMPHE =N

B > R AZIBOMEEE E DS > /A 1 ZEkans(Bl$Snake)dD

=%

https://dragos.com/blog/industry-news/ekans-ransomware-and-ics-operations

— WEBHOREFIEL|/METS «—H> R )
RTES
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A
QQI:II:I )
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Country Rank by Ransomware Detections | June 2018 - June 2019

Consumer & Business Products

South America
Germany 39,

Russian 3% Spain

Federation
3%
France
3%
Italy
7%

Brazil —_ g United
7% States
53%

IRFNERNR—A T

EJnited
e H53U EDKE

Canada

0% HH ;. MalwareByte#&5E
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B MalwareBytes : Cybercrime Tactics and Techniques: Ransomware Retrospective
(8H9H)
https://resources.malwarebytes.com/resource/cybercrime-tactics-and-technigues-
ransomware-retrospective/

B Sophos: How Ransomware Attacks (11H14H)
https://www.sophos.com/en-us/medialibrary/PDFs/technical-papers/sophoslabs-
ransomware-behavior-report.pdf

B EMSISoft: The State of Ransomware in the US: Report and Statistics 2019 (12H12H)
https://blog.emsisoft.com/en/34822/the-state-of-ransomware-in-the-us-report-and-
statistics-2019/

B Coveware: Ransomware Costs Double in Q4 as Ryuk, Sodinokibi Proliferate (2020551
B230)
https://www.coveware.com/blog/2020/1/22/ransomware-costs-double-in-g4-as-ryuk-
sodinokibi-proliferate
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23 Copyright ©2020 JPCERT/CC All rights reserved. el gela) Golghlise Enidgiioy Hasgoisd Tl Geors er:' F\d’& 5 | CC®




BA)\— - 42572 MC K BEEDELRD)

1o 22

HER e

24

Duke Energy | 1,0005 RJL | 2016 | BAFEEEDHREINERC CIPADER (CXT B5E
A.P. Moller 1o 51 - — s . o
iy — BRIV 2017 | TEIEAIY)LD T J7NotPetyall L ; EBZEFE DT
Mondelez 1.9 RV 2017 | BHIERIZ)LD T P NotPetyalC R ; X v UBEFENEEFEDOTRT
FedEx MZRJL 20174 | TIERIY )LD T J7NotPetya(C R ; BRI DIEXZEFRDEEL
Merck 8. 78 I 2017 | MEIREIY)LD 1 J7NotPetyalC R ; EEMEBISEFFDIREL
Benggzter 1298 RJL | 2017 | BERIY)LD T J7NotPetyal B ; RIEFMRENSETEDIREL
\ >3 57 "R -
Norsk Hydro | 710055 KJL | 2019 > > Y /A1 7LockerGogall /%4 ;
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Federal Researchers Simulate Power Grid Cyberattack, Find
Holes in Response Plan i
https://www.wsj.com/articles/federal-researchers-simulate-power-grid-cyberattack-find-holes-in- response -plan- 1541785202

Pentagon Researchers Test 'Worst-Case Scenario' Attack on U.S. Power Grid
https://www.nextgov.com/cybersecurity/2018/11/pentagon-researchers-test-worst-case-scenario-attack-us- power- qud/152803/

42 ‘ CODleght ©2020 JPCERT/CC All rlghts reserved. AR ENNEOPULEI ST eI TN CY AR ESPONSEN EATINOO0IG J {2 F\HG\ ﬁ\t 55 I



https://www.wsj.com/articles/federal-researchers-simulate-power-grid-cyberattack-find-holes-in-response-plan-1541785202
https://www.nextgov.com/cybersecurity/2018/11/pentagon-researchers-test-worst-case-scenario-attack-us-power-grid/152803/

YA )\—RIRDILK

B S YAD T EEOILAN YA I —REOE K& ZZIE U
— ThIZFHRENZILA : EAR700{EM(20234%F ; HARBERGSHHTA)
H5R214E R)L(2025% ; ResearchAndMarketsttFH)

B OAEEEREAN S EEREN s g
— YA R MRE )

https://www.sonpo.or.jp/cyber-hoken/ 500
https://www.sonpo.or.jp/news/notice/2019/1907 02.html

— YA\ —{FRICEIT BTHE2018 w

https://www.sonpo.or.jp/news/release/2018/1903 02.html

200

— HA N\ —KB(CERE T DtMADBMMEE e L e
= s — B 018%8 0198 NNFE 202 FE .\/?;ﬁ,‘ 02 A
BB CHIMEEER (C T o |

43 Copyright ©2020 JPCERT/CC All rights reserved. AR ENNE O PULEIMETEIGENCY AR ESPONSEN EATIMNOOOIG



https://www.sonpo.or.jp/cyber-hoken/
https://www.sonpo.or.jp/news/notice/2019/1907_02.html
https://www.sonpo.or.jp/news/release/2018/1903_02.html

44

*ﬁ%b“ﬁsﬂ < .U. 4 } (‘_ ﬁpﬁ SEATYHA(CSZINONT=#68KE (3202075 RJL

B Norsk Hydrott(CAIGtE 15360/ RILDIEERRE (#IE]IZALY)
— 2019F38(ICT>HY /A1 )’ LockerGoralc & L7100 RILDIE=E

B Mondeléztt & Zurich American{® & EHVH 1) \— R & Z 8 D{HRFHp
— 20172 (CNotPetyalcBe L 1.90E RILDIEE
1E RILORIREZ S

— RIRSH (S [#FRRIE| TR (CRRESIA VERS

B Merckft (C(EZ—EBDARRESHEN 545005 RILODIEERIERE
— 2017£E(CNotPetyalC B U8.708 RILDIEE
— ZHIUTVWE30HDRERESHD(FE E A ENMRERESTIANEIES
— 1.8 RILDRREDZIANZE KD T1HRFEH

Copyrlght ©2020 JPCERT/CC All rlghts reserved. AR ENNE O PULET T EIGET CY AR ESPONSENEATTINOODIG




= KEIMITREDSATT&CK for ICS
= RENISTONCCoESIHEN IR Y1 )\ —IBEADMRHAT R

= WEENISADSTEF 1 V51 WK EEIBEEDRE & DT T
w—)L

FhiclcoAETSNIEESEXE

45 Copyright ©2020 JPCERT/CC All rights reserved. AR ENNCO P UL eI ENCY AR ESPONSEN EAMMEO0Id nation




TTPs : Tactics,

MITRED'SATT&CK for ICS I (e

B MITRE(EKEEBEATN S DHEMF % H1TESNPO ~rocedures

B ICSICHITBRHA/I\—WEBDOFE(TTPs)Ziwd DIzsHD
FEEDOTFFE L U TATT&CK for ICSZE2020E187H(CAER

http://www.mitre.org/news/press-releases/mitre-releases-framework-for-cyber-attacks-on-industrial-control-systems

[ Ifdtqug https://(ifc;-
https://collaborate.mitre.org/attackics/index.php/Main_Page e3P -blodonote
- FEE D g‘gf L/J j’d: &_\ I&ﬁri ~;£ The Pyramid of Pain pyramid-of-
pain.htm
— ICSANDOIREENFAT DV I DT A o

— ICSZHD> TV EEH] B, "= i=eEin

— PLC/RE, ICSHICTRIE LIRSk &1 B BT B

AR, -
: Hash Values N eTrivial

46 Copyright ©2020 JPCERT/CC All rights reserved. Jzigel) Caprlgiiise Spdrejaney masgdsss feeln Ceadre


http://www.mitre.org/news/press-releases/mitre-releases-framework-for-cyber-attacks-on-industrial-control-systems
https://collaborate.mitre.org/attackics/index.php/Main_Page
https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

KENISTONCCoEDS

BS oS AT IREFENL YA )\ —EOWRK EEEFREICEHITD
KR ROEZE (2020F1H28H2H)

https://www.nccoe.nist.gov/projects/building-blocks/data-integrity/identify-protect

— SP 1800-25A : #iZ&
— SP 1800-25B: 7JO—F&E7—FF70Fv—EctzFa1UrEH
— SP 1800-25C : A Rk

47 Copyright ©2020 JPCERT/CC All rights reserved. Jzigzi) Coplgliar Spdrei@nay Masgonsa Tz Sogre



https://www.nccoe.nist.gov/projects/building-blocks/data-integrity/identify-protect

EXHADENISADNS

BEEA>IDS - H—EXEBEENEBIREUTF 1T oMK%
ISO/IEC 270001 — XAIEC 62443 ) — XEDEPRIEEE DD
EAEREFIA (OIS TDY—)LZ 2 (11828H)

https://www.enisa.europa.eu/news/enisa-news/enisa-launches-oes-tool-to-map-security-measures
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